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C. NMnyroTapeHkKo:

YBaxkaeMble Konnern, gambl M rocnoga, Mbl MOXEM HauMHaTb, NOCKOSbKY Yy Hac
cobpancsa nosiHbli cocTtaB AoknagymkoB. Ceccuo Mbl BEOEM Ha PYCCKOM A3bIKE.
Te, komy TpebyeTcs nepeBod, MOryT BOCMOMb30BaTbCA CUCTEMON CUHXPOHHOIO
nepesoja.

YBaxaemble [dambl M rocnoga, Komnneru, npeactaBUTENM  KCMEPTHOro
coobLiecTBa, OpraHoOB rocyfapCTBEHHOW BNacTu, MeXAyHapOAHble 3KChepThl,
npeacrasutenn 6usHeca n obLeCcTBEHHbIX opraHu3aumin! A pag NpuBeTCTBOBATb
BCEX BAC Ha CErofHsAHEM MeEPONPUATUN — Ha NaHenu, KoTopas HasblBaeTcH
«lMocTpoeHne apheKTUBHBIX cUCTEM KMbepbesonacHOCTU» U KoTopasi NPOXoauT
B nepBbli AeHb [leTepbyprckoro mMexayHapoAHOro 3KOHOMMYeckoro ¢opyma
3gecb, B «JleHakcro», B ropoge CaHkT-letepbypre. [ononHutenoHas
pacwmdpoBKa Ha3BaHWsl ceccun, NpeanoXKeHHas Hamu, 3By4nNT Tak: «OxuagaHue
npopbiBa B Bonpocax kubepbGesonacHOCTU. TexHONMormm, WHHOBaAUUU W
peweHuns». A npusbiBald BCEX YYACTHMKOB MNaHEnn, TeX, KTO Haxo4uTCs Ha
CLeHe, B 3ane, BCeX, KTO MOXET NOAKNIYaTbCA K HalIen ANCKYCCUMN, MbICITUTL B
TepMMHax 3TOro camoro npopbiBa. ECTb npeacrtaBneHne, 4TO Mbl cenyac
HaxoguMMCs B TOYKe MpuHUMNUanbHOro ¢as3oBOro cAaBura, nepexopa.
Cnegyownmm 3TanoM AOSMKEH CNYYMTbCS HEKUM NpopbiB, HaOewcCb, 4YTO B
XOpOoLUEM CMbICHIE.

MosBonbTe npeactaButbca. MeHs 30ByT Cepren [nyroTapeHko, 8 OUPEKTOP
POCCUNCKON «Accoumaunm 3NEeKTPOHHbIX KOMMYHMKauuny». Hawa opraHmsauus
paboTaet Ha poccunckom pbiHke ¢ 2006 roga v obbeauHAEeT KPYMHEWLINX
NUIPOKOB POCCUNCKON MHTEpHEeT-oTpacnn. Mbl 3aHMMaeM OOCTAaTOYHO Cepbe3Hble
nosvumm B 00MacTU  3KCNepTU3bl, aHanuUTUKK, MpOoBeAEeHNs COOCTBEHHbIX
MeponpuaTMn 1 yaensem 6onblloe 3HayeHue Bonpocam WHGOpPMaLMOHHOM
B6esonacHocTn u kKnbepbesonacHocTn. Llenoe HanpasneHne BHYTPU HalUen

accoumnaumm nocBALWLEHO 3TUM BOMpoCaM. 70 nogpasgerneHne asndaeTcqa OaHnm



N3 crapenmnx aPdeKkTnBHbIX obOpa3oBaHUN, OHO HasbliBaeTcss Komwuccuma no
NHpOpMaLMOHHOM 6e30MacHOCTN U KMBepnpPecTynHOCTH.

Cpeon CNMKepoB  CErogHsILLHEW NaHenn —  NpU3HaHHble  3KCnepThbl
MEXAYHapO4HOr0 M POCCUNCKOrO YPOBHS, MpeacTaBnsaiowme OusHec-cerMeHT,
rocygapcTeo M obLecTBEHHble opraHu3aunn. Mbl cumTaem, 4YTO COCTaB Halleu
NaHenn «KpyTom», Mbl CMOXeEM 0BCyanTb BCe BOMPOCHI 3@ Te€ Yac v NaTtHaguaTtb
MUHYT, KOTOpble HaM OTBENW OpraHM3aTopbl, U MNocTapaemMcs caenatb BbiBOAbI
MO UTOram cerogHsiLHero obCcyxaeHus.

Tenepb O camMoMm CyTM Hawen cerogHawHen naHenn. [lo  gaHHbIM
MexayHapoaHOoro coto3a aneKkTpocBs3n, B MUpPe CerofgHs HacuntblBaeTcs bonee
Tpex MunnMapgos nonb3oBartenen. [1py 3TOM Mbl 3HAEM, YTO O0MS aKTUBHbIX,
eXeHeBHbIX Monb3oBaTtenen pactet u npubnuxkaetca kK 70—80% oT Bcex
nonb3oBaTenen. Takke pacteT U Jona MOOUNbHbLIX Nonb3oBaTenen. ATO HOBLIE
Bbl30Bbl, HOBblE TEXHONOIMMYeckne TpeHabl, KOTOpble Mbl CerogHs Habnogaem.
MHTepHET AencTBUTENbHO CTan LOCTYMHbIM, Be3gecylMM, He3aMEHUMbIM U
He3ameTHbIM. O6 aTOM roBopuUT (pakT MNPOHMKHOBEHUA WHTepHeTa B 30HY
KapMaHHOW OOCTYMNHOCTWU: CErogHsa OH C HaMu JoMa, Ha paboTe u Tam, rge Mol
Aaxe He npeacTaBrsieMm.

Mpn atom WHTepHeT oOkasbiBaeT 3amMeTHOe BO3gencTBue u Ha odnanH. [lo
AaHHbIM  Hawewn Accouuauuun, ToNbko B Poccum  akocuctema WHTEPHeT-
3aBucUMbIX pbIHKOB Yyxe cocTtaBndeT 10% ot BBI1 Poccunckon degepauyumn.
MocTtosiHHaa AuHamuka pocta coctaBnsetr 15—20% B roa, U 3TOT POCT
3HaunTenbHO ©Oonblie odnanH-akoHoOMUK. Hawa accounauus npakTukyeT
9KOHOMUYECKUM MOAXO[, CBSI3AaHHbIA C OLEHKOW yrpo3 wunu, HaoboporT,
BO3MOXHOCTEN, KOTOpble Knbepbe3onacHOCTb HECET HaLlen UHOYCTPUMN.

Takoe MoLHOe NpPOHUKHOBeHMEe VIHTepHeTa no3BONsieT roBOpUTb O TOM, YTO
knbepbe3onacHOCTb BbIXOAUT Ha MNepBble Mo3vuuM B BOMpocax paspaboTku
HaUMOHanNbHbIX [OOKTPUH, KOPMNOPATUBHbLIX MNPAKTUK W, YTO HEeMaroBaXxHO, B

obnactu nonb3oBaTeNbLCKOU ©e3onacHocCTu. HepnasHo PernoHanbHbIM



0OLLECTBEHHbLIM LEHTPOM MHTEPHET-TEXHOMNOrMM Bbin NpeanoxeH TepmuH digital
nation, nnn «undgpoBoe rpaxxgaHcTBo». OH akTUBHO NPWMXKMBAETCHA U, KaK Ham
KakeTcd, BKNtoyaeT B cebsi ropasgo 6onblie, 4em NpPoOCcTo MeauarpamoTHOCTb
NUnNn undpoBasi rPamoTHOCTb.

CerogHsa knbepbes3onacHOCTb BbIXOAUT Ha MEPBbLIA NNaH U BO MHOMMX OdoNanH-
cpefax, TakMx Kak MeauuuHa, 34paBoOXpaHeHue, akonoruns, obliecTtBeHHas
6e3onacHocTb, 6opbba ¢ TeppopramoM. Henb3s He OCTaHOBUTLCA Ha NOCNEAHUX
pasobnavyeHunsx, KoTopble, Kak Mbl BCE MOHUMAaeEM, HaBEPHSIKa NoLaTHYNu Bepy
nosib3oBaTenen B TO, YTO UX XN3Hb SIBNSIETCA NpuBaTHOM U 4TO B IHTEpHETe BCe
6esonacHo. Mbl gaxe npoBOAMNM psg CECCUA Ha COOCTBEHHbIX HedaBHUX
KOH(pepeHumsax no kmbepbesonacHoOCT ¢ xewTerom «nocne CHoygeHa», 1 BCEM
cpasy CTaHOBUIIOCb NMOHATHO O YEM PEYb, HE HYXXHO ObINO Aake AOMONHUTENBHO
YTO-TO OB BACHATD.

Ecnu cerogHs pasHble rocygapcrtBa, pasHble Hauum BKNagablBalOT pasHble
NOHATUA B TepMuH 6e3onacHoctn n knbepbesonacHoOCTM M He Bcerga MoryT
AOroBOPUTLCHA O TOM, Kakume obline nogxodbl cnegyeT NpMMEHsTb, TO BU3Hec u
0o0LLEeCTBO, KaK HaM KaXkeTcsl, MOryT AOroBopuTbCA ropasgo bbicTpee — y HUX
OonblUe TOYEeK COMPMKOCHOBEHMSA. A npegnaral HaMm AenaTtb akueHT POBHO Ha
TOM, rAe Mbl MOXEM COTPYAHMYaTb, U NOCTapaTbCs B XO4E CECCUM OTBETUTb Ha
HEKOTopble BOMPOCHI, KOTOpble A Ha BCSAKUA criydan 0603Hady. ECTeCTBEHHO,
MOXHO OT HMUX OTKITOHATLCA.

Bonpoc nepBbln: KakoB ONTUManbHbIn GanaHc Mexagy npodunakTUyecKumm
mMepamu 6€30MacHOCTN Ha YPOBHE rocygapcTBa M OTBETCTBEHHOCTbIO YaCTHOro
CeKkTopa, Mexay 3aWuTOM NepcoHarnbHbIX AaHHbIX W 6e30nacHOCTbIO
rocygapcrea?

BTopon Bonpoc: kakue crtpatermm kubepbesonacHocTM B Ou3Hece M Ha

rocyoapctBeHHOM ypoBHE Hanbonee yCneLwlHbl cerogHa?



TpeTuini: noyemy MexagyHapogHoe COTpyAHMYEeCTBO B Bonpocax kubepyrpos
aBnsieTca obs3aTenbHbIM yCnoBueM ycrnexa B 6opbbe ¢ KnbepnpecTynHOCTLIO, U
no4Yemy Mbl XOTUM cAefniaTb Ha 3TO CTaBKy?

Mapa cnoB o cTpykType ceccun. OHa ByaeTt pa3buta Ha Tpu Bnoka. B nepsom
OGnoke Npo3By4YMT AeTanbHbI 0030pHbIN OOKNaL BCEX COBPEMEHHbLIX TPEHAOB B
obnactn kmbepbesonacHocTn OT pykoBoauTens PockomHagsopa ArnekcaHgpa
AnekcaHgpoBuda >KapoBa. OH paccKkaXeT NpO 9KOHOMMYECKMEe nokasaTtenu,
CTaTUCTUKY, YaCTHYIO W FOCYyOapCTBEHHYIO WMHGOPMaUMOHHYKD ©e30nMacHOCTbL U
npo onbiT PockoMHaasopa. Bo BTopom 6noke s npefocTaBnio CroBO BCEM
cnvkepamMm ans HebomnblMX MATUMUHYTHBIX BbICTYMAEHUA, MOCBSALWEHHbIX TeM
TemMaMm, B KOTOPbIX 3TU CIMUKEPbl SBMASKOTCSA MNPU3HAHHbIMKM dKkcneptamun. B
TpeTbeM BOKe, eCnun y Hac OCTaHeTCHa BPEMS, Mbl MOAKITOYMM NpeacTaBuTenemn
n3 3ana k atakon Q&A-ceccun. N pestommnpyet paboTy cerogHsiLHEN ceccum
MUWHUCTP CBSA3N M MAcCCOBbIX KOMMYHuMKaumn Poccuickon depepauunmn Hukonam
AHaTonbesun4 Hukndgopos.

Kctatn, s xoten 6bl, 4TOObl MMEHHO Hwukonam AHaTONbEBUY BBLICTYNUIT C
KOPOTKUM MPUBETCTBEHHbBIM CTIOBOM W 3a4aln TOH CEroAHALHEN OUCKYCCUN.

Hukonawm AHaTonbeBu4, Bam cnoso.

H. Hukndopos:

Cepren, 6onbLioe cnacubo.

YBaxaemble Konneru, goporne gpysbd, s Xotesn O6bl NONpPMBETCTBOBATb Bac Ha
CaHkT-lleTepbyprckom MexagyHapoaHOM 3KoHomuveckoM dopyme. Cepren
ckasan, YTo y Hac «KpyTas» naHenb. f cuuTalo, YTO OHa «CynepkpyTas» —
340ecb AEeNCTBUTENbHO MHOro akcneptoB. Ho s BCé xe xoTen Obl OTAENbHO
OTMETUTb NpucyTcTBME M Ha Popyme, U Ha HaLUENn CEeKUMN reHeparibHOro
cekpetaps MexagyHapo4HOro cok3a 3feKkTpocBA3n rocnogmHa XoynuHb Yxao.

[laBanTe ero nonpnBeTCTBYEM.



MHorue B 3ane 3HatoT, YTo Takoe MC3 (MexayHapoaHbI COK3 3MEKTPOCBSA3N),
mnm  ITU, kak 3Ty opraHMsauuio HasbiBalOT B aHMNOA3bIYHOM  MUpe.
MpumeHnTenbHo K Knbepbes3onacHOCTM MHE BCMOMHWUIIOCbL MEPONPUATUE Ha
nnowaake ITU, Ha KOTopoM Mbl O0bBCyXOanu O4YeHb HacyllHble BOMPOCHl. OTO
6bino B [dybae B 2012 roagy. NocnoguH Yxao Toraa pabortan 3amecTuTenem
reHepanbHOro cekpetapsi MexayHapogHOro cow3a 3neKkTpocBssn. OTo bbina
nepBasi nonbiTka MNyGrMYHOM AMCKYCCMM MO BOMPOCY O TOM, 4YTO Xe Takoe
NHTepHeT, ABNSETCS NN OH YacTblo perfiameHTa 3feKTPOCBSA3MN.

Mbl BCe NPUBLIKIIM K KITACCUYECKOW CBA3N — 3rEeKTPOCBA3N, TernedoHam, U Mbl
AOCTaTO4HO YyBepeHbl B HaOeXHOCTU uX paboTbl. HO Mbl COBEPLUEHHO He
3ayMblBaeMcs Haj TeM, Hackonbko 6es3onacHa cyuwiectsytowas CeTb C TOYKM
3peHNa HaOeXHOCTN ee (PYHKUMOHMPOBAHUSA. YXXe nocne 3Toro Mbl BCe CTanmu
ceugetenamm pasobnadveHmn CHoygeHa. Kctatu, nwobonbITHO, 4YTO Ha
nneHapHonm  ceccum  npownorogHero  CaHkTt-leTepbyprckoro  copyma
Mpe3ngeHTy Hawen CTpaHbl MPULLINIOCE KOMMEHTUPOBATb OYEHb MHOrne
obCcTOATENBLCTBA, CBA3aHHbIE C TeM, kKak rocnognH CHoyaeH okasancs B Poccuu.
Mocne atoro Poccuitickas ®enepaumnsi CTonkHynacb ¢ 6ecnpeueaeHTHbIMKU, Ha
Haw B3rnsg, dpaktamy yaaneHust JOMEHOB (PU3NYECKUX U HOPUONYECKUX NnL,
3aperucTpmpoBaHHbiX B KpbiMy, nog BO3OeUCTBMEM MNOSIMTUYECKUX CaHKUUN.
[Mocne 9TOr0 Mbl MNPOBOOWAN  YYEHUS, CBSI3@HHble C  HAAEXHOCTbIO
PYHKLUMOHMPOBAHNA POCCUNCKOrO cermeHta cetu WIHTepHeT, u HamepeHbl
NpoAOomMKaTb NPOBOAUTL ATU YYEHUS Kaxabln rog,.

Mbl cuntaem, 4to kmbepbe3onacHOCTb OENCTBUTENBHO MPUCYTCTBYET B CaMbIX
pasHblX acnektax. WM KOHE4YHO, OHa TpaHCrpaHunyHa. Y4yacTue yBaKaemblX
CMYKEPOB B HalLEeW CerogHsluHenW AMCKYCCUW MO3BONSET HaM paccMaTtpuBaTthb
3TOT BaXHEWWMNn BONPOC B MexXayHapogHoM acnekte. Mbl cyuTaem, 4TO
pasfinyHble CTpaHbl Mupa, B ToM vncne ctpaHbl BPUKC (a Poccusa B atom roay
aBngeTca  npefcepartensctBylowen crpaHon B BPUKC), pencteutensHo

yaoenarTt emy AOOJPKHOEe BHUMaHKue. Hawwn cTpaHbl pasgensaT onaceHus,



kacaroLumecs 3aWwnuTbl NpaB n cBoboa B MHTepHeTe, kacatowmecs cTabunbHOCTY
paboTbl camoro VHTepHeTa, HaxoAswerocss nop YynpaBreHUEM PUCONKLN
hakTyeckn ogHOWM CTpaHbl, U KacalwLMecs 3aluTbl NEPCOHANbHbLIX AAHHbIX U
cobnoaeHnst HauMoHanbHOro 3aKkoHoA4aTeNbCTBa pa3HblX cTpaH. beccMbicreHHo
oTpuuaTb, 4YTO, HECMOTPS Ha TpaHCrpaHWYHOCTbL VIHTepHeTa, Ha TeppuTopUM
Ka)XOoM CTpaHbl BCe-TakM [AEeWCTBYeT HauMOHanbHOE 3aKOHOAATEeNbCTBO,
KOTOpO€ HEeBO3MOXHO WrHOpMpOBaTb M Hemnb3si He YyBaxaTb. Mbl 3Haem
cuTyauun,  KOrga  WUrHOpMpOBaHME U HEyBaXXeHWe  HauMOHarbHOro
3aKoHoOaTeNnbCTBa, PaBHO Kak W UCTOPMYECKMX, KYNbTYPHbIX aCMEKTOB,
NPUBOAMNO Aaxe K rvbenu nogen. Bce 3T MCTOpUM OYEHb CBEXM B Hallen
namsTu.

A cuuTato, YTO TEMa OUCKYCCUM U YPOBEHb YY4ACTHUKOB Ype3BblHaHO BbICOKU, U
He xoTen Obl OTHMMaTb BpeMsi y rocrnogvHa »XapoBa, KOTOpbIA npeacTaBuT
AetanbHbI goknag. MNycTb M ocTanbHble MakCMManbHO KOMMaKTHO BbICKaXyT
CBOW KOHKPETHbIE NPEeASIOKEHNS OTHOCUTENBHO TOrO, Kak HaM HY)XHO pa3BuBaTb
CUTyauMIo Kak C TOYKM 3PEHNSI U HALMOHANbHOIo perynmpoBaHusi, Tak 1 B nnaHe
MeXOyHapO4HOWM Koonepauuu.

Bonblioe cnacubo.

C. NMnyroTapeHkKo:

Cnacunbo, Hukonan AHaTtonbesuu.

AnekcaHap AnekcangpoBud, Tenepb Bawa npeseHTaums, kotopyto s 6bl Ha3Ban
«KnbepnpectynHoctb u knbepbeszonacHoctb. COBpPEMEHHOE COCTOSAHUEY.

Moxanyncra.

A. Xapos:
Cnacubo, rocnoaunH npeacepaTens.
lNocnognH XoynuHb Yxao, rocnogMH MUWHUCTP, AdaMbl W rocnoga, pajg

npuBeTcTBOoBaTb Bac Ha CaHkT-lleTepbyprckom 3KOHOMUYECKOM dopyMme.



CerogHa Mbl roBopuM 0O rnobanbHonM npobneme, MNOCKOMbKY >XMBEM B
MHpopmaumoHHOM obuiecTtBe. Bonpoc knbepbesonacHOCTM U MHPOPMALIMOHHOM
6e30MacHOCTN HACTONbKO OBBHLEMEH M MHOrOrpaHeH, YTo BCe acnekTbl OXBaTUTb
HEBO3MOXHO. 1 NoCcTapalCb OCTAHOBUTBCHA HA OCHOBHbIX U3 HUX.

Ecnn ewe Heckonbko neT Haszag 9TM  npobnembl  obcyxganucb Ha
cneunanmnsnpoBaHHbIiX opymMax MHTEpPHeT-cneumanucTtoB U CneuuanucTtoB B
obnactn knbepbesonacHOCTU, TO CErogHs Mbl AOJKHbl KOHCTATUPOBAaTb, 4TO
knbepbesonacHocTb nepecrtana ObiTb Nnpobnemon, kotopass 6E€CNOKOUT TONbKO
cneumanuctoB. 3To npobnema  HauuoHanbHasi, TpaHCHaUMOHanbHas,
rnobanbHas. CoobueHna B8 CMU 0 pasnuyHbiX MHUMAEHTaX, KOTOPbIE KacatTCs
BONPOCOB Knbepbe3onacHOCTWU, TaK Xe 4YacTbl, KaK MPOrHo3bl Mnorodbl. OTU
WHUMAOEHTbI CKa3blBAlOTCS HA OEATENbHOCTU KPYMHEWLUMX TPaHCHaUWOHAaNbHbIX
Koprnopauui, OKasblBalOT BIIMSSHUE HA MPUHATUE MNOSIMTUYECKUX pPELLEHUN
npaBuMTENbCTBaMU psga rocyaapctB. 3a NOCneaHun rog MpakTUYecku Bce
chbepbl 3KOHOMUKM BO BCEM MUpe nocTtpagann oT Knbepyrpos TOro Unu MHOro
poaa.

Mockonbky Ha [leTepbyprckoM MeXgyHapoOAHOM 3SKOHOMMYECKOM hopyme
NPUHATO OuEeHMBaTb MacwTab pasnuyHbix npobrnem B AeHbrax, npueeay
Heckonbko undp. o oueHke PricewaterhouseCoopers, Temn pocTa u4ucna
WHUMOEHTOB B cdhepe MHpOpMaUnoHHOM 6e30nacHOCTM B MuUpe onepexarT
Temn pocta BBIl, n pgaxe Takoro AWHaMMYHOrO nokKasaTend, Kak pocT
Konm4yectBa cmapTdoHOB, npuobpetaemMbix HaceneHuem. o utoram 2014 roga
OH cocTtaBnsaeT 48%. [na cpaBHeHusi, Temn pocta BBI1 B HOMMHanbLHOM
BolpakeHun no wutoram 2014 roga Bcero 3,3%, a NpUMpoOCT nNpuodpeTeHus
cmapTdoHoB cocTtaBun 22%.

CornacHo wuccrnegoBaHuio komnavun Gartner, pesynbTatbl KOTOPOro 6binu
onybnukosaHbl B The Wall Street Journal, B 2014 rogy pacxoabl Ha 3awwuTy OT
knbepyrpo3 B mupe Bbipocnn Ha 7,9% wn coctasunu 71 munnuapg Sonnapos

CLUA. MporHo3 Ha 2015 rogq — pocT ewe Ha 8,2%, B abcontoTHbIX undpax —



oonee 77 munnnapaos gonnapos CLUA. dnHaHcoBbLIE NOCNEeACTBUA MHLUNOEHTOB
B ctepe WHpopmaumoHHon 6e3onacHoOCTM Takke pacTtyT. Kpome npsimoro
yuwiepba oHM MOryT BKtoYaTb B cebsa CHwkeHue poxonos, cbom B paboTte
OusHec-cucTeMm, WTpadHble CaHKUMU CO CTOPOHbI KOHTPOMMUPYIOLINX OpPraHoB u
COKpaLleHNe Yymcna KImMeHToB.

KnbepbesonacHocTb cerogHa — 3TO cdepa nNpUTSXKEHUS MacluTabHbIX
nHBeCcTUUMN. Mbl aBNsieMca CBMOETENSAMU 3HAYUTESTBHOIO NPUTOKA BEHYYPHOrO
Kanutana B KOMMaHwKW, cneuuanuavpylowmecs Ha  MHGPOPMaUMOHHOM
Ge3onacHOCTK, a Takke Ha npefocTaBneHun ycnyr B aTon obnactu. Jlngepbl
3TOro pblHKa B nocnegHue rogbl opraHusoBanu ycrewdble |IPO, Hapactunm
Kanutanu3auui 00 mMunnuapgoB  gonnapoB. 1o gaHHbIM - mccnegoBaHuin
«JKOHOMMKa  PyHeTa», KOTOpble eXerogHo MpPOBOAATCA  POCCUMIACKOWN
«Accoumaumen INEKTPOHHbIX KOMMYHMKaUUW», KOTOPYI BO3rnaBnseT Hall
cerogHsAWwHMM npeacenatens Cepren MNnyrotapeHko, B 2014 rogy cBsi3aHHbIE C
MHTepHeTOM cerMeHTbl pblHKa B Poccun oLeHMBanucb COBOKYMHOW LM pon NATb
TpunnmoHoB pybnen, nnu 8,2% BBI1 Poccun. N3 Hux 1,3% BBl — 3710 yucras
MHTEPHET-3KOHOMMUKA, a 6,9% — oTpacnu, 3aBMCuMMblE OT KNOEPNPOCTPaHCTBA W,
COOTBETCTBEHHO, 3aBUCUMbIE OT KNbepyrpoas.

B knbepbesonacHOCTb B HalUen CTpaHe akTUBHO WHBECTUPYKOT OHAbI U
WHCTUTYTbl pasBUTUS, Takne Kak PoHg pasBuUTUS WUHTEPHET-MHULNATUB,
AreHTCTBO CTpaTerMyecknx MHBecTuuumn, «Poccnmnckasi BeH4ypHasa KoMnaHusa», a
TaKkKe KOprnopaTUBHbIE W YacTHble WHBECTOpbl. Ha nuke 6Gyma BeHYYypPHOro
PMHAHCUPOBAHUS  CTOMMOCTb  HEKOTOPbIX  KOMMNaHWKW,  3aHMMaloLMXCS
MHdOpPMaLUNOHHOM 6e3onacHocTbio, B 5—10 pas npesbiwana nx rogoBon 4oxoa.
MpaBoa, no oueHke PricewaterhouseCoopers, B nocnegHue mecsaubl 2014 roga
3TW nokasaTtenn AOEeMOHCTPUpPOBann TEHOEHUMIO K CHWXEHUK. HO HUMKTO He
COMHEBAETCS, YTO PbIHOK MPOrpaMMHbIX CPeACTB, pPeLleHUn u ycrnyr B cdepe
NHpopMaumoHHon 6e3onacHocTn byaeT Tonbko pacTtu. lNaHauen oT aTon Genbl

HEeT, N 04eBNUOHO, YTO Yrpo3bl Tp86yl0T 3aLlLUUTHI.



MapannenbHo npaBUTENbCTBA W NaprnameHTbl OOoNbLIMHCTBA  pa3BUTbIX
rocygapcts mMupa paspabartbiBaloT M BONMOLWAKT B XXM3Hb 3aKOHOAATENbHbIE U
HOpMaTUBHblE TPeBGOBaHUSA, COOTBETCTBYIOLLIME COBPEMEHHOMY YPOBHIO PUCKOB U
yrpos, KOTOpble NHpOPMaLMOHHO-KOMMYHUKALIMOHHOE NPOCTPAHCTBO
npoayuupyeT ans rocygapcrtea, obuwecrtsa, 6MsHeca v rpaaaHuHa.
OOLwemnpoBblie yCroBMsi, B KOTOPbIX Ha TEKYLLUMA MOMEHT pas3BMBAETCA PbIHOK
knbepbe3onacHOCTN, MOXHO OnMcaTb TPEMS XapakTepucTukamu. ITo ycuneHue
PUCKOB, akTUBM3ALMUS YYACTHUKOB PbIHKA U Y)XECTOYEeHME 3aKoHoAaTellbHbIX U
HOPMaTUBHbIX TPeOOBaHMI B BOMBLUMHCTBE CTPaH MuUpa.

Poccna He MOXeT ocTaBaTbCsl B CTOPOHE OT rnobanbHbiX NpoueccoB B cdepe
obecneyeHnss UWHGOpPMaUMOHHOM U  KubepbesonacHoctn. B  nocnegHue
HECKOJNbKO NIeT poccuinckas BracTb yaensieT camoe cepbe3Hoe BHMMaHWe 3ToMy
Bonpocy. [ocygapctBeHHon [ymon Obin paspaboTtaH M NpUHAT psg 3aKOHOB,
KOTOpble CTanu OCHOBOW CUCTEMbI FOCYAAPCTBEHHOro  perynupoBaHus
NpOLIECCOB, NPONCXOAALLNX B NHOPMaLIMOHHO-KOMMYHUKALMOHHOM
NPOCTPaHCTBE, B YaCTHOCTU, B ceTn MHTepHeT.

PerynupoaHne VHTepHeTa B Poccnmn Havdanock € 3awnTbl OT Knbepyrpos camom
He3alMWEHHOW YacTn HaceneHnsa — Hawmx geTten. YpOBEHb BOBMEYEHHOCTU
COBPEMEHHbIX AeTen U NogPOCTKOB B MHGOPMAaLMOHHOE 06LLecTBO abCONIOTEH.
Hepapom mx HasbiBalOT «MNOKOMEHneM 60onbLIoro nanbua», NoTOMy YTO MMEHHO
GonblWMM NanbLeM OHM yNpaBnAT Tadnagamuy CBOMX rampketoB. W B
3HaUYNTENbHOWN CTENEHM ragXeTbl U MHPOPMALIMOHHOE NPOCTPaHCTBO UM €CNKN He
3aMEHSI0T, TO LOMOSHAKT LUKOSY, CEMbI WU KOMMAHWIO CBEPCTHUKOB. JTO He
MS10XO M HE XOPOLLO — 3TO pearibHOCTb CErOAHSLLHErO AHS.

Pucku n yrposbl, ¢ KOTOpbIMK CTankueatoTca aetn B IHTepHeTe, MeIoT Ans HUX
KparHe He3[opoBble U paspylumTenbHble nocneacTasnd. NMoaToMy OHM He MoryT
OCTaBaTbCA BHE 30Hbl BHUMaHWSA poauTenen, negaroroB u rocygapcrea. Peub
noeT O CeKCcyarlbHOM HacunmMm B OTHOLWIEHUMM [eTen, CTUMYNMpPOBaHHbIM

pacnpoctpaHeHnem B WHTepHeTe [geTckol nopHorpadun, BOBMEYEHUU



NOAPOCTKOB B YyNoTpebrieHne HapKOTUMKOB, pasnuyHbiXx dhopMax BUPTYyanbHOWM
arpeccun, KoTopass BCe Yauwe CTaHOBUTCA  MPUYMHOW  NOLPOCTKOBbIX
CcamMoyObuncTB 1 OpYrnx HeraTUBHbLIX ABNEHUN.

Bbl 3HaeTe, 4to B Poccun B 2012 rogy M B nocnegywowme rogbl Obin NPUHAT
KOMMJIEKC 3aKOHOB, HaLleNeHHbIX Ha 3alnTy aeTen oT HeraTMBHOW MHopMaunu.
Mo HOBbLIM 3aKOHaM, HEKOTOpPbIE BUAbI pa3pyLumMTensHOM nHopmaumm, Takue Kak
aetckaa nopHorpadus, Npu3sbiBbl K ynoTpebrneHnio u  pacnpocTpaHeHuto
HapPKOTMKOB, NPU3biBbl K CaMOyBUIACTBY, Oblnn 3anpeLleHbl K pacnpocTpaHeHuto
B Poccunckon ®depepauun. [ormkeH ckasaTb, YTO 3akoHodaTenu B [aHHOM
cnyyae He m3obpeTtanu Benocunesa, a UHTErpupoBasniv B POCCUICKYIO NPaBOBYIO
CUCTEMY T€ HOPMbI, KOTOPbIE YXXe YCNEeLHO NMPUMEHSNNCL B PYruxX cTpaHax.

BoT Heckonbko npumepos. B BennkobputaHum Ha ypoBHe onepartopa CBA3U Uin
npoBangepa XOCTUHra npuMeHsaeTca 6rokMpoBaHuMe [OCTyna K cauTam,
coAepKaluM HenpucTonHble M300paKeHUs HECOBEPLLUEHHOMNETHUX, a Takke
KOUMUHaNbHbIN 1 pasXurawwmin pacoByd HeHaBuUCTb koHTeHT. B CLUA
pencteyetr ®depgepanbHad KOMUCCUMS MO CBA3W, KOTOpas oOcyllecTBndeT
dunbTpaumnio MHPopMaLUnn HENPUCTONHOTO U NOPHOrpaduiecKoro xapakrepa, a
TaKke MaTepuaroB, BpefHbIX ANS HecoBeplueHHoneTHux. Bo ®paHuum u B
lepmaHnn, kak n B Poccuinckon denepauunn, BegyT YepHble CMUCKN UHTEpPHET-
pecypcoB u MartepuanoB. CTOUT OTMETUTb, 4YTO unbTpaumsa Tpaduka BO
®paHuMn HaxoguTcs non HPUCOUKUMEN MNPaBOOXPaAHUTENbHbLIX U CyAebHbIX
opraHoB, B ['epmaHuM genctByeT cornaweHne «[obpOoBOSbHbIN CaMOKOHTPOSb
ans MYJTbTUMEOUNHBLIX ~ CepBUC-NPOBaNaEpPOBY, 4yTO nogpasymeBaeT
CaMOCTOSATENbHYIO (bunbTpaunio Tpaduka UHTEPHET-NpoBanaepamu.

B Poccun B kauecTBe yrnonHOMOYEeHHOro opraHa no BegeHuto EamHoro peectpa
3anpeweHHon uHopmaunn onpegeneH PockomHaasop. Kak a yxe ckasan, B
9TOT peecTp BHOCATCH CTpaHWLbl CanlTOB, CoOAepXalinx, Mo MHEHWUIO 3KCMepTOoB,

3anpeLleHHy0 K pacnpocTpaHeHMio MHopMaLmMio — AETCKY MnopHorpaduio,



NHpOpMaUMIO O cynumae n HapkoTukax. Kpome TOro, B HEr0O MOXET BHOCUTBLCS
NHopMauMs, NPU3HaHHas 3anpeLLeHHON Mo peLleHnIo Cya0B.

MexaHnam goctaTtoydHO npocTt. Mbl yBegoMnseM agMUHUCTPaAUUIO pecypca Unu
XOCTUHr-NpoBargepa 0 TOM, YTO AaHHas MHopmaums AosmkHa bbITe yaaneHa, u
xgem Tpu gHA. Ecnu mHpopmauua He ypansieTcd, TO pecypc BbIrpyKaeTtcs
yepe3 PeecTp 3anpeweHHon nHdopmauum bonee yem 4,5 Toica4am onepatopam
CBA3KW, npegocTaBnsawWMM OocTyn B WHTepHeT rpaxgaHam Poccuirckon
degepaunn, n nHpopmauunsa 6rokupyeTcs.

A He Byny yrnybnatbcs B 3Ty TEMY, OHa npeferibHo nybrvyHas, 0 HerW MHOro
nncanun un nuwyT B CMWU 1 oHa npeactaBneHa B IHTepHeTe 4OCTAaTOYHO LLUNPOKO.
Lindpbl Bbl MOXeTe yBMAETb Ha criange: K HaMm Ha ropsdyo nuHuio Peectpa
3anpeLleHHon nHgpopmauum noctynuno 6onee 188 Tbicay obpalleHuin, 6onee
yem no 30% w3 HUX wuHPopmMauma Oblla  NPUM3HAHO  3anpeLleHHOMN.
Mopaenswouwee OOMbWNHCTBO — 3TO CaWTbl-HAPKOTOProBuUbl, W Mbl WX
3PP EKTUBHO BNOKUPYEM.

Korga 3akoH BCTynan B Cumy, CO CTOPOHbl MHTEpHeT-coobliecTBa Obinn camble
anokanunTuyeckme oxmaaHuma: sikobbl M3-3a 4ocyaedbHOro NPUHATUS peLleHui
OyayTt 6nokumpoBaTbCca A0OponopsaOYHbIE PEeCcypCbl M YTO rocygapcTtBo Oyaer
MCNonb30BaThb ero A8 3anpeLleHns NonmMTUuYecKon nHpopMaunmn. 3T NPOrHo3bl
He onpaBganucb. Y Hac 4YeTko BSIOKMPYHOTCA TPU TEMbI, O KOTOPbIX S CKasan, a
MOCTOAHHO  3abnoknpoBaHHbIMM  ocTatTca nopsgka 14% pecypcoB. B
nogasnsowemMm OONbLUMHCTBE 3TO CaMTbl-HAPKOTOProBubl UMM MHOWM BU3HeC,
KOTOPbIN NO CBOEW CyTM abCoNOTHO KPUMMUHASIEH.

MapagokcanbHas cuTyauma: BBedeHne pgocyaebHon OBroKMpoBKM  CanToB
NPUBESIO K aKTMBM3aLMM MPaBOOXPaHUTENbHbLIX OpraHoB W CcygoB. 3a 3TOT
nepuog 6bISI0 MHULUMMPOBAHO AOCTaTOMHOE KONMYecTBO cyaebHbiX MpoLecCcoB.
Ha cnange Bbl BMAWTE, YTO 3a ABa roga MokasaTellb BHECEHUSI B peecTp
3arnpeLLeHHON MHGOPMaLMN MO PELLEHNIO CYA0B YBENUYUIICA (pakTu4eckn B Tpu

pasa.



Ecnn mbl obpaTMmcs Kk cnegylowemy cnamgy, TO YBUOAUM CrEeUngUky 3Tou
NHopMaumm. ITO IKCTPEMUCTCKME MaTepuanbl (MOYTM ABE ThiCAYM CyaeOHbIX
pelleHnn), 3abnoknpoaHo 6oriee 4veTblpex TbICAY CTPaHUL, MHTEPHET-Ka3nHO
(noyTtn Teicsva pewenun), ase Toicadn URL-cTpaHny u Tak ganee. [NponaraHga
NPOCTUTYUMN, NponaraHaa HapKOTUMKOB, MHGAOPMaUMA O gade B3ATOK, CMOCOoObI
Npon3BOoACTBa B3pblBYaTbIX BewecTB — B obuiem, camasa pasHoobpasHas
HeraTuBHass WHGoOpMauus. M3 3Toro cnavga MOXHO cAaenaTb BbIBOA, YTO
EovHbin - peecTp 3anpelieHHoM WHpopmMaumMm B COYETAHUM C  LUMPOKUM
NPUMEHEHNEM CcydaMW MNPaBOBbIX HOPM, CBSI3aHHbLIX C 3aKoHOoAATeNbHbIM
orpaHM4yeHneM Ha [OCTyn K npoTuBonpaBHOW uWHGoOpMauun B WIHTepHeTe,
NOCTENEHHO CTAHOBUTCHA YHUBEpPCaNbHbIM WHCTPYMEHTOM MPOTUBOAENCTBUSA U
NpPOdOMNaKTUKN NpaBoHapyweHnn B Poccum, a yk B CeT — COBEpPLUEHHO TOYHO.
YBaxaemble Konnern, HeobxoaumMo MOMHUTb, YTO 3a yAo6CTBOM, MPOCTOTOW,
CKOPOCTbIO UM NErkoCcTbi  MCMOMb30BaHUA WHPOPMALMOHHbLIX  TEXHOMOrum
CKpblBaeTca obpaTHas CTopoHa medanu. 3a4acTylo Nnonb3oBaTento NpuxoanTca
XepTBoBaTb TaKMMM MNOHATUAMMW, KaK MPUBATHOCTb, HEMNPUKOCHOBEHHOCTb
YAaCTHOWM  >KM3HW, JMYHAs W CceMerHaa TaWHa, [enosas penyTauus.
[MepcoHanbHble AaHHble — 4YaCTb NIMYHOrO MPOCTPaHCTBa NbOro 4venoseka.
VIMEHHO Ha 3aluTy 3TOro NPOCTPaHCTBa M HanpasrieHbl ycunma PockomHaasopa
Kak YMNoSITHOMOYEHHOrO0 oOpraHa Mo 3aluTe npaB CyObeKTOB MNepCoHanbHbIX
AaHHbIX.

OcHoBHbIMK Knbepyrpozamm B CeTn B KOHTEKCTE 3alimTbl npaB CyObekToB
NepCOHanbHbIX OaHHbIX ABMSKOTCA: pacnpocTpaHeHue CBeAeHUW, nopouvalmx
YecTb, JOCTOMHCTBO M OENOBYH penyTauumio; HapyleHne HENPUKOCHOBEHHOCTU
YACTHOM XWU3HW, JIMYHOM WNU CEMEWHOM TaWHbl W TaWHbl NEPENUCKU;
HEeCaHKLMOHMPOBAHHOE M HEenpo3payHoe AN Nnofib3oBaTenien UCnofnb3oBaHue
NNYHOWN WMHOPMaLMN ONS aKKyMYIMpPOBaHUS MaccuBa OOnblUMX [aHHbIX 4NN
N3y4YeHust koprnopaumsmmn noTpebutenbCckux npeanoytTeHnn nogen. na mHornx

nogen 9T MOMEHTbI 3By4yart abcontoTHO a6CTpaKTHO, KaXyTCd 4eM-TO AalniekKnm



OT peanbHocTn. CerogHa MOOHO rOBOPUTb O TOM, YTO WIHTepHeT HuBenuposan
MOHATME HEMPUKOCHOBEHHOCTU YACTHOM XU3HU, YTO MIHTEpPHET — 3TO cBOOOAHadA
cpepa, ero Herb3s perynupoBaTtb U KOHTPONMPOBaTb, HO POBHO A0 TeX Nop, rnoka
KOHKpPETHbIEe Moan He CTankMBalwTCsA C BMNOSIHE KOHKPETHbIMW NOCAeACTBUSMU
knbepyrpoa. Torga oHM Ha4YnHatT uckaTb 3awmnTel. B 2014 rogy mbl nonyyunm 20
ThiCAY obpalleHun rpaxgaH Poccun c xxanobamy Ha HapylleHue Ux npas Kak
CyOBbEKTOB NepCoHarbHbIX AaHHbIX, KOTOPble Oblnn 3arpyXeHbl B UHTEPHET-CETH.
lMoTpebHOCTb rpaxagaH B 3awuTe pacTeT exerogHo MMHMMYM B [Ba pasa, W,
6e3ycnoBHoO, 3Ta undpa 6yageT n ganblue pacTu.

A octaHoBMOCL NOAPOBHEE Ha HEKOTOPbLIX MOCNEeACTBUAX KNbepyrpos, KoTopble
CKasblBalOTCA Ha JIMYHOM MPOCTPAHCTBE rpaxpgaHuHa. JTO, BO-NEepBbIX,
MOHeTu3auuMs nonb3oBaTefnen CceTW, Korga nofb3oBaTenbCKOe BHUMaHWe
CTaHOBUTCHA TOBapoM 0coboro poa, YTo HaxoauUT CBOE OTPaKeHMEe He TOSbKO B
HOBbIX MOAEnsaAx TapreTMpoBaHHOW peknambl, npuobpeTatowen Bce Oonee
aflpecCHbI xapakTep. OTO KacaeTcs M crnyYyaeB BOPOBCTBA KIMEHTCKMX 6a3 n nx
npoAaam HegobpoCcoBECTHBIM KOMMEPYECKMM CTPYKTYpaM.

Bo-BTOpbLIX, 9TO arpeccuBHbI MapKkeTuHr. HaBsa3umnBble peknamMmHble coobLLeHuns,
KaKk Ha30nnMBble HAceKOMble, HAXOAAT BCE HOBblE N HOBble COCObbl MPOHMKATb
Yyepe3 BCEBO3MOXHble aHTMCNam-punbTPbl M 3anofnHATb cobon NPOCTPaHCTBO
HalWX MNepcoHasibHbIX KOMMYHWKAUMWA: SNEKTPOHHYH no4vty, SMS- n MMS-
CcOoO0BLLEHNS, CEPBUCHI JIMYHBIX COOBLLIEHUIN N TEKCTOBbIE MECCEHLXEPbI.

OHM He TONbKO 3acopslT 3TO MNPOCTPAHCTBO. 3a4acTyld OHU  SABMSAKTCA
cnocoboM MOLLEHHMYECKOTO OTbeEMa [eHer, Korga aBToMaTu4ecKkoe chnvcaHue
AEeHer co cyeTa NpPoMCXoauUT B MOMEHT OTKPbITUA COOBLLEeHUs unu B pesynbrarte
Heoco3HaBaeMon abOHEHTOM aKTMBauMM Kakux-Mnbo dYHKUMN ragxeTa,
KOTOpble Aatl0T AOCTYM K €ro 3fIEKTPOHHbIM KOLLENbKaM.

Mcnonb3oBaHve NepcoHarbHbIX  AaHHbIX  ANA  COBEpPLIEeHUs  YrofloBHO
HakasyemblX MNpecTynneHnn — 3TO, HaBepHOoe, camas Takenas 4acTb.

Hes3akoHHOe BnageHne W UCNONbL3OBaHME cyry6o nepcoHalribHbIX AOaHHbIX WU



MHpOpPMaLMM  OCTaBNAT LUMPOKUKA MNPOCTOP AN COBEPLUEHUS PasfnNYHbIX
YrofIOBHO HakaszyeMbIX AEAHUN. OTO M WaHTaX, U MOLUEHHNYECTBO, U rpabex, un
Aaxe ybunctso. Hanpumep, B npownomMm rogy B PockoMHag3op MaccoBo
noctynanu obpalleHus OT OeBYLUEK, KOTOpble, HaQesaCb MOMnyyYuTb MNo3nuMM B
NHOYCTPUWN KPacoTbl, y4acTBOBaNM B MUKAHTHbLIX CECCUAX U ODHapyXunum ceou
doTorpachmmn coBcem Ha OpYyrux pecypcax, Kotopble npeanaranym MHTUM-YCnyru
n rae 6bInM BbINOXEHbI X doTorpadumn, ConpoBOXaAABLLUMECS NMOSTHbIM HABOPOM
nepcoHanbHbIX AaHHbIX. bornee Toro, agmMuHUCTpaTopbl 3TUX CEPBUCOB
npeanarany [geBylwkam yganutb 9T dootorpacdmm 3a  onpeneneHHoe
BO3HarpaxgeHve. Ham yganocb nNO  peweHuMio cyga 3TM CEpPBUCHI
3abnokupoBaTb, HO 3TO NULWb OAMH N3 NPUMEPOB PACNPOCTPAHEHHOM NCTOPUN.
UeTBepToe — 3TO goBedeHuMe A0 camoybuincrtBa. JTO KacaeTca B OCHOBHOM
NOOPOCTKOB. Bbl 3HaeTe, YTO NOSIBUIIOCh TAKOE MOHATUE, KakK KN6epOBynnnHr, nnu
arpeccus B BUpTyanbHON cpede. Ha nogpocTka okasbiBaeTCcsl NCUXONOrmyeckoe
BO3JENCTBME CO CTOPOHbl €ro CBEPCTHMKOB, KOTOPble 3acTaBfsAlT ero
coBepliaTb YHU3UTENbHbIE OEWCTBUS, KOTOPbIE CHUMAaKTCA U Nybrnm4yHo
BblKNagblBalOTCA B CETb. TakMe AEeNCTBUS MOTyT, B KOHEYHOM UTOre, NMPUBECTU K
camoyouincTsy.

[MaToe — 3TO penyTaumoHHbIE PUCKK, OECKOHTPONbHOE pacnpoCTpaHEHne
NepcoHanbHbIX AaHHbIX, Korga goTtorpadpuun, hammnus, MMs 1 0T4ECTBO, TOYHOE
MECTO XUTENbCTBA COMNPOBOXOAKTCA JOXHOW WHOpMaumMen, nopoyallen
YeCTb, AOCTOMHCTBO U OENOBYO penyTauuio.

N oToenbHO cToswasa Tema — 3TO MaHUMNynMpoBaHue ObLEeCTBEHHBIM MHEHUEM,
Korga aBTOpPUTET OTAenNbHbIX MYOMUYHBLIX FMYHOCTEW MCnonb3yeTcs Ans
npnaaHna 3Ha4YMMOCTU KOHCTPYMPYEMOMY MHEHMUIO B NPOABMKEHUN Kakoro-nnbo
TOBapa WNU C UENbK ONOPOYUTb 3Ty NYONUYHYK NUYHOCTb. [ly6nnYHOCTL
rpaXgaH W OTKPbITOCTb Te€X MWW WHbIX CBEOEHWA O HUX He [LOSDKHbI
BOCNpuUHMMAaTbCa cBoboaHbiMM ana  noboro cnocoba MCNONb30OBaHUS

MHpopmaumn. [aHHaa WHPOPMaLUa MOXeT ObiTb WCMoNb3oBaHa NoObIM



cnocoboMm, HO TOMbKO UAM  CYOBLEKTOM MNEepPCOHasbHbIX  AaHHbIX, WUNn
NCKIMIOYNTENBbHO ANS AOCTMXKEHUS 0OLLECTBEHHO 3HAYNUMbIX LEenen.

HoBenna nocnegHero BpeMeHn — 3TO NepcoHarnbHble KnbepaTtaku. [leno B ToMm,
4yTO WHTEepHeT Bewenm — 3TO peanbHOCTb cerogHdawHero AHs. CyuiectsyeT
3KoCUCTEMA YCTPOMUCTB, TaKMUX KaK XONOoAUNbHUKUA, YaWHUKN N UHblE YCTPOUCTBA,
MW OHW abCONTHO He 3awmuieHbl. W peanbHOCTbIO CEerogHsILHEro AHs
CTaHOBMUTCS NPOHMKHOBEHME XaKepoB BHYTPb TakMX YCTPOMUCTB. JlagHo, korga ato
YanHMK. HO OHM camum onucbiBalOT B MHTEPHETe cryvyan, Korga ydaBarnocb
MNPOHUKHYTb B KOMMbLIOTEPHYO CUCTEMY aBTOMOBUNA U NepexBaTuTb yrnpaBreHne
aBTomobunem wunu camonetom. OOWH KX XakepoB npou3Ben W onucan B
MHTEPHETE 9KCMEPUMEHT, B KOTOPOM OH CMOr MNPOHWKHYTb B MNpOrpaMmmMHoOe
obecneyeHne KapauoCTMMynATopa, CMOr OTKYUTbL €ro U Aaxe Bbl3BaTb
paspsag B 850 BonbT, koTopbid, 6e3ycrnoBHO, ybun Obl 4enoBeka C Takum
YCTPOWCTBOM B rpyau.

3a4acTylo Liefiblo XakepoB SIBMSIETCA HE aTaka Ha BeLUW, HO aTaka C NMOMOLLbIO
3TUX Bellen, cosgaHne OOTHeToB-Belwlen. bykBanbHO HECKONMbLKO OHEW Haslag
OAMH U3 MOWMX 3HAKOMbIX, PYKOBOAMUTENb KPYMHEWLLEN Kopnopauun, pacckasan
MHE O CuUIbHEWWeNn aTake — roXarnyn, camMoM CUMbHOW 3a MnocnegHue
Heckonbko net. Korga ero cneunanuncTtbl N0 KOMMbIOTEPHOM 6e3onacHocTn ee
oTpa)kanu, oHM Ha4vanu pasbupaTbCa U BbISCHUIN, YTO OHa Benacb ¢ BOTHeTa,
CO3[aHHOro C MOMOLLbLIO XOnoAuUIbHMKA. OTO Cepbe3Hasl UCTOPUS, MOCKOSbKY
KONMMYECTBO TakUX YCTPOWCTB OFPOMHO, M OpraHusoBaTb U3 HUX BOTHET — He
Takada CnoXHasi 3agada ans crneunanucra. 910 Cepbe3Hbl BbI30B CEMOAHSALLHErO
OHS.

BepHemMcs k nepcoHanbHbiM gaHHbIM. CriegyeT ckasaTb, YTO Mbl OBUraemMmcsi B
3TOM BoOMpoce B eBponenckom dapsaTtepe. Haw 3akoH «O nepcoHanbHbIX
AaHHbIX» OblN NOMHOCTBLIO HanucaH Ha ocHoBaHuM KoHBeHuun CoBeTa EBponsbl
Ne108. Cenvac Mbl BHUMaTENbHO HabMNo4aeM 3a UBMEHEHMUSIMU B €BPOMNENCKOM

3aKoHoJaTernbCctBe U 6yp,eM aymMmatb O TOM, Kak MoamdmumpoBaTtb Halle



3aKoHO4aTeNbCTBO O MNEepCcoHarbHbIX [AaHHbIX, 4YTOObl OCTaBaTbCs B 3TOWM
€BPONencKon akocpeae no 3awmuTte nepcoHasribHbIX JaHHbIX.

Ewe opgHa Tema. Cenyac uvgeT [OCTATOMHO LUMPOKAs [OUCKYCCUS BOKPYr
3aKOHOMpPOeKTa O npaBe Ha 3abBeHune. S C yOoOBMETBOPEHMEM OTMETUN,
npountaB cerogHswHne CMW, yto ananor mexay genyratamu, aBTopamu 3Toro
3aKoHa, W MWHTEpHeT-OoTpacnbio akTMeBMaMpoBarncd. besycnoBHo, rpaxnaHe
MMEIOT NpaBo Ha 3alunTy CBOEro NIMYHOro npocTtpaHcTBa. Ho 6e3ycnoBHO u TO,
4YTO MHTEpPHeT-komnaHun, paboTawwme B obnactm noucka U cbopa
NHopMaLmmn, OOMKHbI UMETb afAeKBATHbIN UHCTPYMEHT ANSA TOro, 4ytodbl 3TOT
3aKoH paboTarn. 3akoH HyXXeH. YBEpPEH, YTO 0b6e CTOPOHbI ApYr Apyra crywarT U
cnblwaTt, U uHanbHbIN BapuaHT BygeTt npuemnem u gns rocygapcrsea, U Ans
rpaXkgaH cTpaHbl, U ANS UHTEPHET-KOMMNaHUMN.

CnepgyeTt ckasaTb, YTO Ha no4se MHpopMaunoHHOM 6e30nacHOCTN N 3aWunTbl OT
kKnbepyrpoa 3anyckaeTcsi OYeHb BaXHbI NMpoLecc — Auanor BHYTPUM OTpacru.
[MockonbKy TeMa 04eHb MHOrorpaHHasi, 9 He KOCHYICs psga BONPOCOB, TaKMX Kak
CTpalLHble BUPYCbI-TPOSHbI Tuna Stuxnet. A yBepeH, 4To pykoBoautesis Group-
IB 06 atom ckaxeT. lNpobnema TpaHCrpaHMyHa M HaCToONbKo rrobarnbHa, 4To
TONbKO O6beAUHEeHUEe YCUNMIN BCEX YYaCTHMKOB MpoLecca MOXeT MpUBECTU K
pesynbTarTy.

[ymato, 4TO Ha 3TOM 4 3akOoH4y, 6rarogapto 3a BHMMaHMe. [polwy NpoLLeHus,

€CIn S 0 YEM-TO He YNOMSIHYI.

C. NMnyroTapeHkKo:

AnekcaHgp AnekcanHgpoBud, Oonbwoe cnacmbo. [oknag AOencTBUTENbHO
nonyymncss  BCEOObEMMOWNMM, XOTS  OTMEYYy, 4YTO psigd  acnekroB
knbepbe3onacHOCTM, TakMX Kak MexayHapoaHble n 6GusHec-acnekTbl, Oyger
packpbIT cregylowuMm cnvkepamn. Y  Hac ans  3Toro  npeactaBfeHbl

npeacrtaBUTENN BCeX 3TUX CErMEHTOB.



Cenyac s xoten 6bl HaNOMHUTL BCEM AOKNag4yMkam, YTO Mbl NepeknivyaemMmcs B
pexum 0Oonee AWHAMUYHBLIX MNATUMMHYTHbLIX BbICTYNNEHUA  (MAHC-MUHYC,
€CTECTBEHHO).

Crnegyowmn cnmkep Ans Hac oyveHb BaxkeH. A npefoctaBnso crioBo XOYrWHb
Uxao, reHepanbHOMy cekpeTapto MexayHapoaHOro cow3a 3feKTpoCBA3MU,
KOTOPbIA, COBEPLLUEHHO OYEBUAHO, 0bnagaeT OorpOMHbIM KOSIMYECTBOM 3KCNEPTU3
B obnactn kubepbesonacHoCTM, B BOMpoOcax YynpaBfeHUs WU UCNOSib30BaHUA
MHTepHeTa, B Bonpocax obmeHa wHdopmaumen o kKubepnpecTynreHnax
(n3sectHas cuctema UUMIMAKT un Ttak panee). FlocnoguH Yxao, Baw B3rnag Ha
COBpPEMEHHOE COCTOSIHME BOMnpoca kKnbepbesonacHocTH n HEeKWmn

MeXOyHapoaHbIN Noaxoa, MeXayHapoaHbIn vision.

Houlin Zhao:

Thank you very much. Good afternoon, ladies and gentlemen. It is a real
pleasure to be here with you at this afternoon session. | have prepared a speech,
but if | read my speech, five minutes may not be long enough! It is better not to
read my speech.

This is not my first visit to St. Petersburg. My first visit to St. Petersburg was 15
years ago, in 2000, when | visited Russia for the first time. The second time was
in 2003, after the G8 Summit in St. Petersburg, to which | was invited by former
Minister Raymond. The third time | was here was in May this year, with my good
friend Oleg, to mark the 120" anniversary of Popov’s invention of a radio device
— the first radio device in the world — and also the ITU’s 150™ anniversary, so we
jointly celebrated that.

As you might have noted, the ITU celebrates its 150" anniversary this year.
Russia is a founding member of the ITU and has therefore been with the ITU
since the very beginning. | found that Russia is different to the standard founding
members. While many of the founding members contributed to activities, Russia

contributed many technological developments, including television and satellite
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communications developments. Russia and Russia’'s experts have also
contributed a lot as far as cyber security is concerned.

On June 12 of this year in Geneva, President Putin received several heads of
agencies and | was lucky enough to be received by him at that time. President
Putin also referred to this very important cyber security work. | visited Russia at
the beginning of this year, after my new term started as Secretary General, and
met with Prime Minister Medvedev, who also highlighted the importance of cyber
security. Last week, | was in South Africa and met with President Zuma of South
Africa; a couple of days earlier, | met the Prime Minister of Singapore, Mr. Lee
Hsien Loong, and he spoke of cyber security issues as well.

Hence | see these very important observations everywhere, being made by top-
level leaders. And today, | see that Mr. Barak has joined us. That is another sign
of the importance of cyber security in our world.

We had our meeting in Davos at the beginning of this year, where we talked
about Internet governance, and noted that the World Economic Forum was
exploring a new initiative called the Internet Initiative. At the meeting, | shared
that in my view none of these cyber security issues and questions are anything
new to the ITU.

The ITU has always been a United Nations specialized agency. We have been
working on this issue for many years. For example, twelve years ago, in 2003, |
came to Moscow to talk about cyber security issues with the former Chairman of
ICOMM. Before we came to Moscow, we looked at the newspaper and it said,
“These two guys are fighting each other”. Yet in reality we talked to each other
and have utmost respect for each other; we did not fight.

There was a misperception that the ITU should be kept away from Internet
governance and cyber security issues, even though we have worked in that field
for a long time. It was actually the ITU who initiated the approach of inviting the
United Nations to organize the World Summit on the Information Society at the

Plenipotentiary Conference Meeting in Minneapolis in the United States in 1998.



Why? Because 12 years before, the ITU picked up this important issue and
lobbied very intensively for technical standards and for a lot of market issues, but
we found this was not sufficient. We were talking to ourselves: engineers talking
to engineers, and Ministers for Communications talking to Ministers for
Communications. That was not enough.

We therefore invited the United Nations to organize the World Summit on the
Information Society. This was the ‘modest approach’, and it was initiated and
supported by the ITU. As a result of this process, the ITU was recognized and
nominated as the only facilitator for cyber security. However, even some of our
Ministers from European Member States, whom | met with at the Pasadena
meetings in March this year, did not know that the ITU was recognized as the
only facilitator for cyber security. We had worked very hard to establish the first
Impact Project. | am very pleased to see that my friend on my left is also deeply
engaged with this project. And still there is a perception that the ITU should be
kept away from this.

That was one of the reasons why our World Conference on International
Telecommunications was held in Dubai in December 2012. We tried to develop
new telecommunications regulations to help operators in the industry achieve
further sustainable development. Yet this was misinterpreted as the ITU wanting
to take over Internet governance. There was a very big dispute, after which not
even the expression ‘cyber security’ could be put in our telecommunications
regulations text. We worked for almost two days to find a name to replace ‘cyber
security’. All this even though the ITU was recognized as the only facilitator for
cyber security.

We tried to work out some other way. The ITU focused on the protection of
minors in cyberspace, because we had heard a lot about child online protection.
We believed that this might be a topic that could be easily accepted by everyone,

to try to establish an international framework to protect children from abuse



online. However, we have worked on this for almost 10 years now and have still
not made any significant progress toward an international framework.

When we talk about cyber security, we have already heard a lot of information
from our speakers. At the national level, there is a lot of progress, but at the
international level it is not developing that easily.

What | would like to highlight now is that it has indeed not been easy to make
progress in the past. We started in May 2013, when we organized our ITU
Telecom Policy Forum in Geneva, specifically for Internet governance issues,
and Minister Nikolay was there. Everyone was very constructive, and supportive
of this policy forum and supported the idea of ITU playing an active role. Then
things began to change. That has continued up until now, especially this year.

At the Davos meeting, for example, when we organized our Broadband
Committee Meeting, we attracted several ministers, and were also pleased to
see the President of Estonia joining us. In my office in January, | received the
Minister of Defence from Finland. | was very pleased and also surprised, and
said, “Why have | received you? Usually | receive Ministers of Communications.”
He told me that in Finland, national security is coordinated by the Minister of
Defence and that nowadays they consider national security to also include
cyberspace.

| am therefore very pleased to see Mr. Barak here today. Before becoming the
Prime Minister (1999-2001), Mr. Barak was Defence Minister of Israel; now he is
also showing an interest in cyber security. In February of this year, | was in
Germany, where the German Foreign Minister told me that the issue of cyber
security in Germany is now coordinated by the Foreign Ministry, as well as the
Communications Ministry. These kinds of things show a positive development;
people are realizing that cyberspace should not be left only to the experts and
should not be left to policy debate.

| am particularly pleased to note the statement made by the French Interior

Minister before the famous march in Paris on January 11, 2015, after the



abhorrent terrorist attack. He made a public statement that this terrorist attack in
Paris has alerted European members to the fact that they have to pay attention
to cyberspace for national security.

Now, why did | pick this particular issue? Because in the past, people polarized
the debate, linking China, Russia, South Africa, and other countries with Internet
censorship under the guise of national security. In that debate, it seems to some
that these countries have never cared about freedom of expression or privacy,
while other countries are very much promoting those values of freedom of
expression or privacy.

After the terrorist attack in Paris in January 2015, we now have the statement by
the French Interior Minister on national security issues, and a Minister of Defence
coming to my office to talk about the defence of his country by cyber coordination
on security issues. Recently, in The Hague in the Netherlands, another
conference on cyber security was organized.

All of this shows a very positive development. Countries are now considering
cyber security to be priority security issues. This encourages me, and | believe
we are making progress now.

Last year, | heard from the European Commissioners that they supported Brazil’s
NETmundial Initiative, because there was little progress on cyber security in
Brazil. This question is now being repeated everywhere: why is there so little
progress? | think that people are indeed frustrated by that, but | also see a very
positive development in that. | see possibilities of working together to make
progress and improve the cyber security situation. The ITU would like to make a
contribution in this.

The ITU has made technical contributions. We have a Technical Standardization
Group, led by our Russian experts. This group has developed famous
recommendations such as X509, which was developed in 1988, and is still valid

today. We have made a lot of technical contributions. We have also worked on



market issues, and we have worked on security development issues. ITU is
picking up and focusing on priority items, including cyber security.

As the new Secretary General of the ITU, | am committed to making progress
and to facilitate international cooperation. Here, again, | will count on Russian
support, including the support of the Russian administration, support from the
experts, and also support from the media. | am very confident that we will make

very good progress. Thank you.

C. NMnyroTapeHkKo:

BonbLoe cnacndo, rocnoanH Yxao.

Mbl nonyynnun gaxe 6onblue, yem npocunun. 1 6onee Toro, MHe KaxeTcs, OYeHb
BaXKHO, 4TO rocrnoguH Yxao, roBops 06 akcnepTax, NapTHepax, Ucnonb3yeT
TEPMUH «ApYy3bsi». Y HAc nonydaeTcs aTakoe 3acefaHue AOpy3en, YTO KaeTcs
MHE OYeHb MPUATHBLIM U MOKa3sblBaeT OTKPbITOCTb U Coro3a 3MEKTPOCBA3U, N €ro
reHeparnbHOro cekpeTtaps.

Mpogomkas MexagyHapoaHYH NUHMKD, 1 XoTen Obl nepegaTb CNOBO MpemMbep-
MUHUCTPY WM3pamna go 2001 ropga Oxyay bapaky, KoToporo HeoaHOKpaTHO
ynoMmuHan rocnogmH Yxao. CoBeplueHHO o4eBUAHO, YTO M3paunb, Kak cTpaHa,
yoenstoLias NoBbILWEHHOE BHUMaHWe Bonpocam GesonacHocTH n
knbepbesonacHoCTK B TOM 4ucne, obnagaet 60nblLIMM KONMYECTBOM 3KCNEpTU3
B 3TOM obnacTtu. A noHumato, YTo YNoXWTb B NMATb MUHYT TO, YTO Bbl 3HaeTe u,
MOXeT ObITb, XoTenn Obl pacckasaTb, HEBO3MOXHO, HO BCe-TakM npoLly
noctapaTtbCa 3TO caenartb. Baw noaxod K TeM TemaMm, KOTOopble Mbl CEroAHS

obcyxnaem.

E. Barak:
Mr. Zhao, distinguished members on the stage and distinguished guests: | will be
brief, because | assume that most people in the room are familiar with cyber

security.



Firstly, “we ain’t seen nothing yet”. We experienced many types of attacks last
year. They are now moving from simple DDOSs into APTs, used not only by
nation states. Extremely advanced DDOSs are still awaiting us, very
sophisticated new tools that have not yet trickled down into the community of
attackers beyond nation states.

We are dealing with a variety of attackers. There are, first of all, rogue nations,
such as Iran and North Korea. Then there is organized crime, whether narco-
trafficking or money-laundering, followed by the main players in areas such as
the hacking community, hacking activists and hacking monetizers. In addition, of
course, we also have recognized terrorist groups, as well as attacks by corporate
business, IP claims, or even cyberspace blackmail.

We need to therefore brace ourselves for something much worse than we have
seen up until now. What we have witnessed in regard to Lockheed Martin or
Sony is nothing compared to what awaits us downstream.

Secondly, offence is light years ahead of defence, and will remain so in the
foreseeable future. There are many reasons for this; it is the very nature of the
game. It is infinite and can be compared to scoring in a basketball match. In
basketball, the better the two parties are, the higher the scores. In soccer, on the
other hand, the more evenly matched both sides are, the lower the score — it
tends to be 0-0 or 1-0, and it will remain so.

There are far greater budgets and R&D capacity behind offensive strategies,
financed by nation states and heavily financed by organized crime, which is
highly motivated. In spite of all the talk in the business communities, there is little
real action. Business is a long way away from seeing cyber security as ‘mission
critical’ for the success of their companies. The challenge of cyber security
applies to national security, business transactions, the economy, IP, even law
and order, and it needs action. So, what should be done?

After Edward Snowden and after recent events, especially in North America, we

have to rebuild trust between government authorities, the cyber security



community, and the providers in the Internet community. There is a need for an
unbiased look at the nature of the problem, including the fact that we are moving
slower than the attackers in cyber security. We have to be equipped with a sense
of urgency about action. So | ask again, what should be done?

First of all, I believe that the ITU, the American NIST, the FCC, and their
equivalents in all other countries, should establish a coordinated effort to deal
with standards, protocols, interfaces, and similar aspects. Otherwise, you cannot
weave together the different fragments of cyber security that are now widely
dispersed around what can still be perceived as a perimeter — although that
perimeter seems to be growing ever wider — and the deeper layers of cyber
security. It is extremely easy nowadays for any attacker to identify which
providers are giving security services to certain entities, sometimes directly, just
by reading publicly available material, sometimes by launching a simple attack.
We need to understand what should be done and what should be avoided in
order to penetrate cyber attack networks.

There is a need for this first level of cooperation; there is a need to establish a
deep cooperation with a series of operators in the private sector, both the
providers of content — the Googles and the Amazons of the world — as well as
with the ISPs, with the likes of Verizon, with the hardware and software
producers such as Microsoft or IBM, and with the security providers, such as the
RSAs and MacAfees of this world.

Without this kind of coordination, nothing will move. No player, neither
government nor private businesses, can do this job on their own.

There is a need to coordinate certain activities, to join hands with the private
sector, to finance the necessary R&D and to establish forensic labs for cyber
security together, as well as monitor cloud computing in a cooperative way.
Cyberspace attackers have evolved from breaking through anti-virus protection
and firewalls, and have now reached Big Data and anomaly detection. All parties

need to protect data centres where everything is virtual. We are talking about



software-defined networks, there is not even any kind of physical perimeter
anymore.

Our assumption should be that any entity or operation with any connection to the
Web has already been penetrated, even if you are unaware of it. Anyone who
does not assume this is blinding himself to reality

The threat thus has moved from ‘intrusive’ to ‘disruptive’, but we have not yet
been exposed to destructive efforts by major players — to destroy certain entities
or capacities of a rival — though we will surely live to see that.

In the cyber security industry, | detect confusion more than anything else. The
leading players feel that they are left behind, that in a way they are all losers, and
they do not know what to do. When people do not know what to do, they usually
do what they know. That is as true in cyber security as it is on the battlefield. So
now we double the height of firewalls or make them a little bit more complicated,
ignoring the fact that they can all be bypassed somehow — over, under, through,
or a myriad of other tricks.

It might sound strange to most of you, but if you checked now where enterprises
are spending their IT Development money, you will see that it is still going into
firewalls and anti-virus software, which are extremely ineffective by any standard.
Yet this kind of confusion is also an opportunity to create a better way, a better
organization. | think the next system will look as follows.

There is a need to monitor, on a massive scale, everything that moves through
the Net, at least at Mega Data level, and in real time. Nothing short of this will
establish the foundation for effective cyber security systems.

There is a need for a central repository where everything is frozen for at least two
years, in order to be able to identify post-factum what happened and prevent
further attacks.

There is a need to run this centralized repository with very deep real-time
inspection and deep intelligence, including intelligence tips from nation-level

sources of intelligence. This cuts through the massive work to be done and



reduces it by two or three orders of magnitude. With that many zettabytes of
information available right now, even Big Data practices are facing a huge
challenge in dealing with these amounts of information.

When | use the words ‘deep intelligence’ and ‘inspection’, | mean the use of deep
learning and advanced machine learning practices for Big Data treatment and
anomaly detection. There is a need to draw consequences from all of these
analyses and translate it, using intelligence tips, not just for defence but also for
offence.

| am involved in several extremely advanced, small cyber security companies in
Israel, dealing with future solutions for major data centres. The treatment is more
than just blocking something. When you have high-value information of a critical
nature, it is not enough to block attacks. Even if you block attacks at a rate of 10
® you will experience 10’ attacks and security will be breached. You want to
know who the attacker is, what he is trying to achieve, and what to do in order to
trap him. To do that, you need something that we call ‘dynamic honeypots’.
When a dangerous attacker is identified, do not tell him that he has been
identified. Let him believe that he is still operating, and follow what he is doing.
Find out why he is there and who he is, without him being aware of it. We are
working on this very intensively and many such developments will be needed.
What is the problem with what | have just described? It has a disturbing similarity
to what the NSA was doing, which has just now been blocked. The problem is
that a real struggle against cybersecurity threats will not work without these
repositories, with keeping Big Data and being able to work with Mega Data in this
way.

The solution is cooperation, teamwork with national authorities, with government
and private entities. We need to rebuild the trust that has been lost over the last
few years. We need direct, intensive inspection by the two other branches of
governance, by the law and justice system. In any country, there should be a

group of judges who are allowed to see highly classified information. The



authorities that operate the national repositories should report to them, and they
should judge whether it is legitimate or not. There should be a continuous
inspection by the legislative, by the parliament, the duma, the congress, or the
Knesset. A team of legislators who are authorized to see everything, and it
should pass their criteria, otherwise we cannot do it.

| am talking about the next step here, but we can already see on the horizon
what comes after that. If | may make one remark about the real long-term future
of cyber security, it is that it will help if we start almost from scratch into a totally
new paradigm.

The human immune system is a good metaphor for this paradigm, in terms of
cyber security. Our immune system is a biological system that evolved over
millions of years. The solution for our cyber security problem should also be
something which is modular, developing, evolving, Linux-like, not the old
Microsoft- or Apple-like systems, but open systems that respond and learn along
the way.

What characterizes the human immune system? Identification of self. Assuming
mistakes — the human immune system assumes that mistakes will come anyhow.
Correction mechanisms for mistakes. Continuous vigilance, all around the
system, with the blood system which reaches every cell individually. Immediate
attack on any kind of aggressor, either by the macrophage if it is bacteria or the
T-cells if it is a virus. While you attack, you learn from what you face and
immediately start to produce the unique antibodies for this specific new attack,
until it is defeated.

This kind of approach, which is open, adaptable and learning, is the kind of
paradigm that will help us improve our position vis-a-vis the dramatically evolving

threat. Thank you very much.



C. NMnyroTapeHkKo:

MHoOroe xo4yeTca NPOKOMMEHTUPOBATb, HO S BWXY, YTO Mbl BblbnBaemcsa u3
TaWMWHra, W Mpowy BCEX Mocneaylwmx CrMKepoB BCe-TakM  €ero
npuaepxumBaTbcs. bonee Toro, cokpallaeTcs BpeMs Ha BbICTYMMEHNE KaXgoro.
locnognH bapak, 6onbwoe cnacmbo 3a BbicTynnieHue. [lpogormkas Temy
MeXOYyHapoaHbIX 3KCnepToB, s xoTen Obl npegoctaBuTb crnoBo Ppepepuky

HoHky, The Internet Society.

F. Donck:

That would be me, thank you. Thank you, Chairman, for inviting me through the
Internet Society to participate in this great panel with very distinguished
members.

| have listened to many interesting perspectives today. | would like to start by
saying that maybe we do not have a consensus yet on what cyber security
means. Each time | address a conference on cyber security, | understand there
are so many angles. That might be a first obstacle, this lack of a common shared
understanding of the concept.

To clarify this, we ought to define the objective: what is it that we are trying to
protect here, or to secure? Devices, applications, infrastructures, data, users,
children, or even essential services such as electricity. Every panelist has said
that there are different perspectives; whether you are a business, a user, or a
government — each has different interests and different angles they want to
protect and secure.

Yet we all have something in common. Any time we discuss and try to framework
cyber security, we need to work back from an understanding of the different ways
that the Internet is valuable. | believe that nobody will dispute the fact that the
Internet is a communication tool, an engine for economic growth, and an enabler

of social and even political change.



This is because, even though the Internet is evolving, it is based on very strong
building blocks, very strong characteristics. It is still evolving, but there are
elements that will not change. In our community, we call these The Environs of
the Internet. Let me briefly describe them, because whatever we try to do on the
Internet will ultimately have to be consistent with these environs. That will be the
real challenge, even when we speak about cyber security.

Firstly, one of the critical characteristics of the Internet is its global reach. The
Internet is composed of endpoints that communicate with other endpoints. This is
relevant to integrity: wherever the endpoints start connecting to the Internet, they
need to receive the information the sender has sent to them. In other words,
whether | am in Belgium, my home country, or here in Russia, | should be able to
access www.internetsociety.org.

Permissionless innovation is another strong characteristic or environ. Needless
to say, | believe the explanation is in the term itself. If Tim Berners-Lee had had
to ask permission of a telecommunications operator or a government to launch
the World Wide Web, | am not sure that we would have the World Wide Web
right now. An environ of the Internet is that everybody is able to launch and
develop lawful activities on the Internet.

Accessibility is not just the ability to access the Internet, but is also the ability to
share content and to contribute.

Collaboration is another environ — the Internet is based on collaboration between
different stakeholders.

Last but not least, openness. This includes open standards, SMTP or HTTP for
the Web, and SMTP for e-mail, among many others. Open standards means they
are being adapted to different levels.

Those are the environs of the Internet. None of them are the cause or the origin
of malicious activities. However, let us recognize that the strength of the Internet,
which is its openness, might also be its weakness. Bad guys can also access the

Internet, and they do not ask permission to launch viruses on the Internet.
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Hence the real challenge for any cyber security framework would be consistency
with the environs of the Internet. This includes the fact that we might need to
preserve the openness and the global nature of the Internet. We might need to
establish the right balance between factors that enable trust and that allow
communications between users. It is based on confidence, it is based on privacy,
and it is based on security.

We need to find the right balance between security and economic growth,
development and innovation. And finally, we need to recognize that different
security solutions are needed for different types of interactions.

With this in mind, what would be the global strategy, or the global framework, for
cyber security? It might be based on managing risk in a collaborative way. There
might be many definitions of risk. | love the one used by the OECD, “The effect of
uncertainties on objectives”, and as the OECD states, “This is a combination of
threats and vulnerabilities”. There will always be vulnerabilities. A 100% level of
security might not be achievable; we need to take that into account.

Risk is a naturally dynamic concept. It depends significantly on different aspects
of the digital environment, the people involved, and your organizational
processes.

There is a traditional approach to security which is based on identifying external
as well as internal threats; identifying or trying to assess their impact on the
organization, and trying to build or invent or craft measures to prevent the
perceived harm. More and more these days, however, there is a growing
recognition of a new paradigm. This new paradigm is about protecting
opportunities for economic and social prosperity. So this is the role of cyber
security, and security needs have to be considered in the ecosystem of the
Internet.

The new perspective on managing risk is to first take into account inward risk, the
risk that exists to the assets of an organization, of the state, or the user.

Secondly, and this is quite new, is managing outward risk. This is the recognition



of the risk that your organization itself presents, by its action or inaction, to the
Internet’s ecosystem.

An example would be poor security practices allowing a compromised computer
to join a long-life botnet. Or poor maintenance of what we call the open DNS
resolver, which is used as a reflector in case of a Denial of Services (DoS)
attack. Those are examples that show that accounting for those outward risks is
not evident, because they do not represent an immediate threat to the
organization in question. There is no direct business case for the organization in
guestion. One of the difficulties with cyber security is that there is little incentive
for some businesses or organizations to deal with it.

Lastly, when managing risk collaboratively, there is also the consistent idea of
shared risk management. Because we are in an interconnected world, one
network acting alone can make little difference; there is a collective responsibility.
What will the role of governments be here? Governments have a very important
leadership role in this. The role of government is to foster open, transparent,
collaborative development, deployment of security solutions, and to engage in a
truly multi-stakeholder way.

The reason | am saying this, is because what we have to avoid at all costs is a
top-down approach to security, both by regulations and by government. We
should even try to avoid deals within or between business leaders that would
impose specific protocols. Similarly, we should avoid engineers inventing
something without the engagement of governments and businesses. We really
need a multi-stakeholder effort here.

International cooperation is key. First of all, this means that when we have these
conversations at an international level, we need to use a common terminology on
what it is that we mean by cyber security. Governments need to share Best
Practices; they need to facilitate the sharing of information and, of course,
translate policy into technical solutions that work with what | call the environs of

the Internet.



It should be based on open technical standards, and it should be flexible enough
to deal with the different future threats. This has already been touched on by
several speakers today, that cyber threats change rapidly. Compliance-driven
regulation might prove ineffective or even counterproductive. We need flexibility
in any policy and any approach, and that applies to public-private partnerships,
information sharing, and voluntary industry adoption of Best Practices.

| could continue for much longer on this topic. We, the Internet Society, would
like to promote a vision of collaborative security. | like both words here,
‘collaborative’ and ‘security’. This is not a top-down approach, it really is a
grassroots, bottom-up approach with different stakeholders. | would like to
continue speaking about that if | get some time later in the conversation. Thank

you.

C. NMnyroTapeHkKo:
BonbLoe cnacubo.
3aKoHUYUTb 3TOT MeXAyHapoaHbin 6nok s nonpowy KoHcTaHTuHa [onroea,
yNONHOMOYeHHoro MuHucTepcTBa MHOCTpaHHbIX Aen Poccunckon depepauuu
Mo BOMpoOcaM npas YenoBeka, JeEMOKpaTUM U BEpXOBEHCTBa NpaBa. KOHCTaHTUH,
S1 BbIHY)XXOEH CKa3aTb, YTO Y Hac ABE MUHYTbl, N BCE OCTallbHblE CMUKEPbI TOXE

YCKOPAKTCA.

K. Qonros:

Cepren, cnacnbo, s noCTaparCb YNOXUTbLCS.

EcTb aBa namepeHuss npobnemsl BCE 6onee akTMBHOroO mcnonb3oBaHna MKT —
MHGOPMaLMOHHO-KOMMYHUKALMOHHbBIX TEXHOSTOMMN — B HEraTUBHbIX MNOAPbLIBHbIX
yensx. CoOOTBETCTBYKOLWNMA CNUCOK Yrpo3 npo3sydan u Yy Hwukonas
AHaTtonbeBnya, M y AnekcaHgpa AnekcanHgposuya. besycrioBHO, 3T0 #
cogencTene TeppopmnaMy M SKCTPEMU3MY, O YeM roBopwust rocnoaunH bapak, —

ncnonb3soBsaHne UKT B nogpbIBHbIX MOSIMTUYECKUX LENSIX.



A npveeay TONbKO OOWH MpPUMeEpP, KOTOPbIM CEerofHs, no-mMoemy, npeameTHO He
3By4yan. B nocnegHue Hegenwu Mbl CTOSIKHYNIUCH (3TO NPOM3OLUNO paHblle, HO
nonano B CMW n o4eHb akTMBHO 0OCYyXOaeTcsi TONbKO cenyac) ¢ npobremon
BepbOBKM POCCUNCKMX TpaxgaH co cTopoHbl UMUI. Yto ¢ atum penatb?
Mpobnema, B 06LWEM-TO, HE HOBasi, U HEe TONbKO Poccusa ¢ 3TUM CTankMBaeTcs.
Ewe B npownom rogy Bcemu 15 rocygapctBamMu MNpuUHATA chneuunanbHas
Pesontoumss Coseta besonacHoctn OOH, koTopasa HanpaBneHa Ha TO, YTOObI
npecevb pekpyTupoBaHne 60EBUMKOB, TEpPpOpUCTOB. IATO OYEHb XopoLlas,
3amevaTernbHasga pesonouus. Ectb afleksaTHoe MeXxgyHapoaHoe
COTPYOHMYEeCTBO Mo 3aToMy Borpocy? HeT. MHorne 06 3aToM roBopsT, HO MHOrne
rocygapcTtBa, K COXaneHuto, XXUBYT U OENCTBYIOT MO MNPUHUNMY «ECinN He HaluumX
rpaXkgaH pekpyTUpyrT, MOCMOTPUM, KaK Aanblle nonget». A pekpyTUpYyoT yxe
rpaxgaH n Eponbl, n CLUA, n MHOrMx Apyrmx cTpaH, He roBOpSA YXe npo
GnMXKHEBOCTOYHbIE rOCydapcTBa.

A nomHOCTbO cornaceH ¢ rocnoguHom bapakom B TOM, 4TO HyXeH
MErakoHTPOSIb, UM METAKOHTPOSIb (MOXHO MO-pa3HOMY rOBOPUTL) 3a UHTEPHET-
npocTpaHCTBOM. Bonpoc, Ha KOTOpbIM OH cam nocTtapancsd OTBeTUTb — KTO
ByaeT 370 ocywecTBnATb? CerogHsi 3TO NbITAa€TCH OCYLLECTBNATL O4Ha CTOPOHA
— CUWA, n Hwukonam AHaTONbeBMY O4YEeHb MpaBuUibHO 06 3TOM roBOPWUII.
AreHTCTBO HaumoHanbHon 6e3onacHoctn CLUA u agpyrve cooTBeTCTBYyHOLLME
crneucnyxbbl genatT 3T0 cyrybo B CBOMX WHTepecax, Hapylas npaBa Kak
amMmepuKaHCKUX rpaxaaH, Tak v rpaxaaH apyrux crpaH (o6 atom B BalunHrtoHe
npegnoynTtaoT ocobo He roBopuTb). [oxoauT A0 TOro, YTO B HapyLleHue
BeHckoln KOHBeHUMKM npocnyLwmnsaroT gunnomaTos!

NHdpopmauus, kotopyto npepoctasun CHoydeH, OOBOSIbHO KpacHopeuuBa, HO
39TO TONbKO Bepxylwka auncbepra. Poccusa BbiCTynaeT 3a co3fjaHue «npaBun
AOPOXHOI0 OBWXEHUA» B NMaHe perynvpoBaHus M ynpasneHus VIHTepHeToM.
NocnogmH Yxao, MexayHapoOHbI COKO3 3neKkTpocBaA3M — 3TO usual suspect B

TOM, 4YTO KacCaeTCA BbINOJIHEHNA COOTBETCTBYHOLLUNX beHKLI,MVI oT WMMEHU



MexgyHapogHoro coobuwectBa. Ho gasante He Oyaem 3abbiBaTb, YTO XOTS
npaBuna OOPOXHOIO ABWXEHUS MeXOyHapoOHble, Ha MPaKTUKe OHWU CUSbHO
oTnun4yatoTcs, Hanpumep, B EBpone n B CLUA. MNoatomy npasuna 6yayT xopoLum
TONbKO B TOM Crlyyae, ecnu Mbl BblpaboTaem WX KONMMEKTUBHO, €Cnn Bce
rocygapcrea NposiBAT NMOMUTUYECKYIO BOMO M OyayT XWUTb NO 3TUM MNpaBunam,
CcnocobCTBYsl OCYLLECTBIIEHMNIO TOFO CaMOr0 MErakoHTPOSs, O KOTOPOM rOBOPWUI
rocnoguH bapak.

Uto kacaetca CLUA, 1O, 6e3ycnoBHO, TaM €eCTb OnpefeneHHble MNOOBUXKM,
MNPUHAT HOBbLIN 3aKOH. HO 3TOT HOBbLIM 3aKOH (1 MMeto B BUAY «AKT 0 cBoboae»)
BHOCUT KOCMETUYECKME M3MeHeHusl. A He xoTen 6bl BCTynaTb B MOMEMUKY C
rocnoguHoMm bapakom, HO Bbl ckaszanu npo cyad. Cyn, KOHe4YyHO, HyxeH. B
CoeanHeHHbIx LTatax AMEpUKM OH eCTb MU cenvac. OTOT HOBbIN 3aKOH faxe
yBENMYMBAET MOSIHOMOYMSA Cyda B MNfiaHe paspelleHrMss Ha MpOoChyLKy, Ha
NepIOCTPaUNIO SNEKTPOHHbBIX COOOLWEHNN M Tak aanee. Ho cya-To 3akpbiTbiN,
cyn abconoTHo He nybnuydbii. O cywecTtBoBaHuu 3atoro cyga 99,99%
aMepuKaHLeB He 3HalT Boobuwle. OTO 3aKpbITbi Cyd, KOTopbln paboTaeT B
obnactn 60pbObLlI CO LUMMOHAXeM, U OH HENoCpeacTBEHHO B3aMOAENCTBYET C
npe3naeHToM M co cneucnyx6amu. To ecTb 3TO TakoW MNyn M3 Cneucnyxo u
cBOero co6CTBEHHOrO cyaa, KOTopble peLuatoT BONpockl Mexay cobown. Ecnu cya
OyoeTt Takmm, TO, KOHEYHO, OH He OyaeT paboTaTb, M HUKAKOro ynpaBIiEHUSs
MHTepHEeTOM He nony4unTcs.

BoT cambln nocnegHnin KOHKPETHbIA NPUMEP, C KOTOPbIM Mbl CTafikmBaemcsi B
Halen HenocpeacTBeHHon paboTe. AMepukaHuamu pasBsd3aHa oOxoTa 3a
POCCUNCKUMM TpaxgaHamu 3a pybexxom. Ecnn nocmMoTpeTb, KOro B NOCneaHUN
rog nonmanu B TpeTbUX CTpaHax, 4OOUNNCL 3KCTpagmuumn n Tak ganee (He éyay
cenvac nogpobHO roBopuTb O MPOTUBOMNPABHLIX MeTogax, kotopble CLUA ansa
3TOro 3afeNCTBYIOT), TO B OCHOBHOM 3TO cneuuanuctel B obnactu IT. Xakepsbl
OHW UMW He Xakepbl — 3TO elle Hago AokasaTb. [1pe3ymnuuio HEBUMHOBHOCTU

noka HUKTO He OTMEHsN, HO 06 3TOM, K COXaleHuo, aMepunKaHLubl 4YaCTeHbKO



3abbiBaloT. M Mbl 3HaeM O cnydyasx, korga noToM C HaWWMK rpaxgaHamm
npoBoanTcsa paboTta: Mx NbiTaloTCs 3acTaBUTb paboTaTb y)Xe Ha aMepuKaHCKoe
npaBnTenbCcTBO. BOT Takon cbop MO3roB nget no Mupy.

Ecnn CLUA GoptoTca ¢ npecTynHocTblo, TeM Bonee opraHn3oBaHHOW, B obnactu
WKT — ato npekpacHo. Ho toraa 6opoTbcsa Haao Bmecte. ECTb ABYXCTOPOHHME
MEXaHU3Mbl, €CTb COOTBETCTBYHOLIME MHOFOCTOPOHHME MEXaHMU3Mbl. XOTS
MHOrOCTOPOHHUX M He XBaTaeT, HO OHW ecCcTb, U 3gecb Poccus rotoeBa kK
nonHenwemy B3aumogencTeuo. He byay ob aTomM JOMro roBoputb, Tak Kak
MOMHIO O BPEMEHMN.

Ectb  wuwHmuymatmea no nwmHum WOC —  LaHxanckon  opraHmsaumm
COTpyAHUYeCcTBa. OTO 3amMevaTtenbHas MHULMaTMBaA, K KOTOPOU NPUCOeaNHUNUCH
n Kutan, n Poccus, un gpyrue ctparbl LLUOC. OHa kak pa3 nocsslleHa npasunam
nosegeHnss B obnactu obecneyeHns MexayHapooHOW UHAOPMALMOHHON
6e3onacHocTu. Nonb3ysack cnyyaem, npuadsan Obl BCeX Komner nocMOTPeTb Ha
3TY MHULMATMBY U MO BO3MOXHOCTM OKasaTb el COAENCTBUE.

To xe camoe B pamkax OpraHusdauum no 6e3onacHOCTU MU COTPYAHUYECTBY B
EBpone. NepBbIn War caenax: cornacoBaH Kakomn-To NepBOHaYarnbHbIN NepeyeHb
Mep fJoBepus B aton obnactu. Ho Hago wmatu panblwle, Hago pasBuBaTb
MHOFOCTOPOHHEE COTPYAHMYECTBO M CO34aBaTb MexaHu3Mbl, TeM bornee 4To
rMaBHbIN MexaHM3M — MeXayHapOodHbIN COK3 3NEKTPOCBA3M — Y Hac yxe
nMeeTcA.

Xouy B 3aKfoyeHne NogyYepKHYTb, YTO Nboe coTpyaHUYECTBO B 3TON obnactu
OyaeT apdeKkTMBHbIM TOMbKO TOrga, Korga OHO OyaeT OCyLecTBNATbLCA Ha
OCHOBe 00pon BonM M BanaHca MHTePEeCoB, a He B LIENAX NPOOBMXKEHNS CBOUX
KOPbICTHbIX reOMnOSINTUYECKNX WMAW  KakKMX yrogHo apyrmx wuHtepecoB. K
coXareHuto, 3TO Ta peasibHOCTb, C KOTOPOW Mbl CErOL4HS CTarknsaemcs.

Bonblioe cnacumbo.



C. NMnyroTapeHKo:

Cnacubo.

Ha 3ToM BbICOKOM MOSIMTUYECKOM rpagyce s1 XoTes1 6bl OCTaHOBUTbL OUCKYCCUIO B
MeXOyHapoa4HOM MSIOCKOCTM W Ha OCTaBlUeecs BpeMs MNepekniountb ee B
MNOCKOCTb KOpMNopaTUBHYK, MNOCKOCTb OGu3Heca. Haw cneaywowmin cnukep —
npeactaeButenb komnaHum Microsoft Anmkena Makken. OHa AgupekTop no
BOMpocam MonuUTUKK 1 cTpaTternn kmbepbesonacHoctu kopnopaummn Microsoft. Y
AHKenNbl BbICTYNNEHME C HEKMM Vvision no npobnematuke kmbepbesonacHoOCTH
Ha HEKOTOPOE KONNMYECTBO NeT Bnepes.

AHgKena.

A. McKay:

Good afternoon, thank you. | am honoured to be at the Forum and on this
distinguished panel.

Microsoft has a long-standing commitment to security, privacy, and transparency
for our customers. By that | mean all of our customers around the world:
consumers, enterprises and governments.

We have seen through experience that continuous risk management is the best
strategy for managing cyber security, with efforts to protect against threats,
detect the threats that occur, and respond effectively to them. Also, note that |
said ‘continuous risk management’, by which | mean continually learning over
time. Microsoft has a role in that.

We take action with technical innovations, such as reducing the number and
severity of vulnerabilities in our software; operational efforts, helping to take
down the botnets that have been talked about by several of the other panelists.
Also in the policy domain, we are working to advance cyber crime law and

protect critical infrastructures.



Our customers and enterprises also have a role, and governments do as well. In
particular, | would like to talk about private-to-private collaboration and
government-to-industry collaboration. Both of those are very important.

Here in Russia, we, along with others in the security community, have worked to
share information on threats that helps to reduce the overall threat in the
ecosystem through an effort called Netascope. Along with the Russian
government and other governments around the world, we have something called
the Government Security Programme, which helps governments see source
code directly so that they can know with confidence that there are no backdoors
in our products and services. This is done around the world.

And finally, one of the other areas of cooperation | would like to note is a focus
on capacity-building around the world through the ITUD. While 3 billion users are
already online, we have another 2.5 billion users coming online over the next few
years. It is the responsibility of my organization, as well as the others up here on
this panel today, to make sure that they are coming online and reaping the

benefits of the global economy. Thank you.

C. NMnyroTapeHkKo:

A nonpowy npogormkuTb BeiCTynneHne Hawero konnery Wneto CadvkoBa. Group-
IB — opraHmsauus, KoTopad He TMOoHacCrblWKe 3HaeT, 4TO Takoe
KnbepnpecTynHOCTb M KaknmMm 06pas3om C HEN MOXHO U HY>XHO BOpOTbCS.

Nnbs, Toxxe He Bonee nATK MUHYT.

WN. Caukos:

Bonblwoe cnacubo.

Y MeHsl eCTb NATb MUHYT, U, KaK HXU CTPaHHO, S HA4YHY C pacckasa npo fnowanen.
YenoBeyecTBO MCMNONb30OBano nowagen ons kasanepuncknx atak 6onee aOByx
TbICAY NeT, U B HECKONbKO Hedenb wunuv mMmecsues BTopon mMMpoBOW BOWHBI

4YernoBe4yecTBO MOMHOCTbIO OT 39TOM KMAeu oTkasanocb. W BoobOuwe, ecnu



obpatnTbCs K WCTOPUWU, YEroBEeYEeCTBO OT Yero-to OTKasblBaeTcs wunu
NPOM3BOANT PEBOSIIOLMIO B YeM-NMOO, Koraa, K coXarneHuto, rmbHyT MHorve u
OYeHb MHorve nwoan. B TedyeHne 12 net mbl NOMOraem pasHbiM rocygapcrsam
McKaTb MPECTYMHUKOB, NMOHMMAaeM, Kak OHWU AyMalT, Kak OHW BbIMSAAT, Kakue
OHM UCNOMNb3YHT MeToabl. M Kak YenoBek, KOTOPbIA He NMOHAacCsbILKe 3HaeT, 4YTO
Takoe KOMMbKTEPHas MPecTynHOCTb, A ©OOKCb, 4YTO €cnu npopbiBa He
npounsonaeT ecTecTBeHHbIM oOpas3om, To B Onwxanwee BpemMsa Hac XayT
YerioBeYECKNE XEPTBbI.

[ModAcHo cBow Mbicnb. B nocrnegHue rogbl y KNacCUYeCKOW KOMMbOTEPHOM
npectynHoctn 6bin0 aABe uenu: nnbo AeHbrn, nubo uHpopmauusa. ITO
N3MEHUIIOCb MNOCne MOosBMeHusa U ycuneHna WMcnamckoro rocygapcrtea. [Ans
npuMmepa ckaxy, 4To Mcnamckoe rocygapctBo aTakoBano B Poccum Gonee
ThiCA4YM pecypcoB abcontoTHO 6e30 BCSAKOM MPUYMHBL. Y 3TUX nogen Het
MOTMBaUMKN yKpacTb WHAOPMALMIO WU YyKpacTb [OeHbllM — Yy HUX eCTb
MOTMBALMSA NOSMYYNTb, Kak Bbl CTPAHHO MK CTPALLUHO 3TO HU 3BYy4arno, MMpoOBOE
rocnoacteo. W yenoBevyecTBO [OMMKHO MOHATb, YTO HYXXHO KapAuHalibHO
N3MEHUTb MOAXOA K YNpaBneHu WHGopMaunoHHon 6e30nacHOCTbO U
AENCTBUTENbHO BblpaboTaTb eauHble NpaBunia Urpbl, MOTOMY YTO KOMMbIOTEPHOE
npecTynyieHne — 3TO eOUMHCTBEHHOE MpecTynfieHMe B MUpe, KOTOpoe MOXHO
COBEpPLUINTb 3a OAHY CEKyHAy, HaxoOdsaACb B OLHOW CTpaHe, BO BCEX OCTallbHbIX
cTpaHax mupa. M/ Takmx npumepoB ThICAYM.

BTtopas npuyMHa — 93TO HaW naccuBHbIM NoAxod K WHMOpMaLMOHHOW
GesonacHocTn. S OByMA pykamum 3a TO, YTO ckasan rocnoguH bapak.
MpencraBnsete, 35 KPYNHENLWNX POCCUMACKMX GaAHKOB B TeYEHUE HECKOSbKMX
mMecsueB 6binn 3apaxeHbl BUPYCOM. baHkn ncnonb3oBany camble COBPEMEHHbIE
cpeacTtsa MHpopmauMoOHHOM Be30nacHOCTK, NOTpaTUM Ha 3TO Kydy OeHer, Ha
KaXQOM 3apaXXeHHOM KOMMbiTepe OblnNn  aHTUBUPYCbl  NYyYLWUX MUPOBbLIX
npousBoauTenen. A 3noymbilnieHHUMKM 3a gekabpb 2014 roga ykpanu opuviH

Munnuapg pyoénen. Moatomy cenyvac, BHMMATENbHO rMaaa Ha Mcnamckoe



rocygapcTBo M UCNOMb3ysd TOT OMbIT, KOTOPLIA Y HAac eCTb, 1 MOry cka3aTb: TO,
4YTO ObINO CKa3zaHO CEeroaHs, HyXXHO caenaTb B 9TOM rogy. MIHaye, K coxaneHuto,
B Onuxanwme rogbl MOXeT NPOM30ONTK KaTacTpodha, koTopasa npmMBeaeT K rmbenu
bonblioro konuyectBa nwgen. M Tonbko nocne 3TOro, MCNonb3ys CBOW
NCTOPUYECKUI OMbIT, MUPOBOE COOOLLECTBO COENAaeT KakMe-TO WU3MEHEHMUS.

Bonblioe cnacubo.

C. NMnyroTapeHkKo:

Nnbsa, 6onboe cnacmnbo.

M ewe oagHo BhicTynneHne — CeeTtnaHa LWam3oH, «Komnanus TpaHcTeneKomy.
CeeTnaHa, A 3Hato, 4YTo y Bac ecTb Heckonbko Tem, koTopble Bbl xoTenn 6bl
packpbITb. 1 MHE cenvac ganu curHan, Yto y Hac ewe eCTb BpeMsa — nopsiaka
AECATU MUHYT C Y4ETOM 3aBepLualoLero crnosa MMHUcTpa. Noatomy Bl MmoxeTe

B3ATb A0 NATN MUHYT.

C. lWam3oH:

bonbwoe cnacnbo.

A xouy noutm ot obwero. Mbl cerogHs roBopuM O  CTpaTerum
knbepbesonacHocTn. O4eHb BaXXHO NMOrOBOPUTbH O TE€X YPOBHSIX, HA KOTOPbIX 3Ta
cTpaTterus gormkHa 6ynet aencreoBaTb. OOUH YypOBEHb — 3TO TO, YTO KacaeTcs
HenocpeacTBEHHO 6Ou3Heca, W TO, 4YTO KacaeTcss 93KOHOMMKM. CerogHsa
BOONbLUNHCTBO POCCUMCKUX KOMMaHUM, OCOBEHHO MHMPPACTPYKTYPHBIX KOMNaHUA,
NPeAoCTaBnAWMX MarncTpanbHble yCryri, NpeaocTaBnsoT CBOMM KIIMEHTaM
eLle 1 KOMNeKC yCryr, CBA3aHHbIX C TaKUMW BELLAMU, KaK MeXceTeBble 3KpaHbl,
3awmTta ot DDoS-aTak, wudpoBaHne Tpadduka. OTO HanpaslieHMEe cenyac
OYeHb aKTUBHO pa3BMBaETCS.

Ana Toro 4ytobbl NepenTM Ha cnefyllwnin YpoBEHb, OYEHb BaXHO cKa3aTb O
cnepywowien sewn. Ecnun B npegbigyline nepunogbl OCHoBOM kKnbepbesonacHoCTH

Oblna aBTOHOMHOCTb CUCTEM, TO Ha CEerogHsWHWW AeHb 3TO NpakKTn4eCcKun



HEBO3MOXHO. 3TO BO3MOXHO, HO Ha YpPOBHE noAnMCaHuUsa ykasa o
rocygapcTtBeHHOM cerMeHTe WHTepHeTa. 3T0 (pakTuyeckun BblaeneHHas
KoprnopaTuBHasi CETb, KOTOpAs MMEET MaKCUManbHYyO 3awmTy. [na Takux ceTen
OepyTca ungpoBble KaHanbl, 00beanHATCA B CBOK CETb, a Kakas Tam Oyaer
3almTa, yxe pellaeT HenocpenCTBEHHO CaM 3aKa3yuK. OTa CeTb MPaKkTUYeCcKu
aBTOHOMHa.

OBOpPS O TOM, YTO CErogHs Mbl Norib3dyemcs rnobanbHON CMCTEMON, S NnpuBeay
Ans npumepa HebonbLUYyo CTAaTUCTUKY O TOM, FAe XPaHATCA AaHHble. AHANUTUKK
komnaHum IDC nocumtanu, 4yto B 2013 rogy o6bemM MMPOBOro pbiHKa 0BMaYvHbIX
cepBucoB coctaBsun 45,7 munnunapga gonnapos. CoOBOKYMHbIA PbIHOK 06s1a4YHbIX
ycnyr B 2013 rogy B Poccum Belpoc 6onee vyem Ha 70%, n B nocneaywowme ¢
2013 no 2017 roagbl NPOrHO3MPYETCHA POCT 3TOro pblHKA Ha 27%, YTO rOBOPUT O
TOM, YTO BCE HallM AaHHble, BCS Halla MHpopMauus akTUYeCcKn XpaHUTCS B
obnakax. [Mo3aToMy 0 Kaknx aBTOHOMHbIX CUCTEMAaX Cervyac MOXHO rOBOPUTbL?
[MepBbIi ypOBEHb, O KOTOPOM $1 CKasana — 3TO YypoBeHb OusHeca. Btopown
YPOBEHb, O KOTOPOM, HaBepHOe, TOXe HYXHO cKasdaTb, — 3TO TOT ypOBEHb, Ha
KOTOpPOM cenyac B Poccumn npyHMMAOTCs OYEeHb Cepbe3Hble Mepbl. ATO TO, YTO
KacaeTCa pPOCCUMCKOro 3akoHodaTesibCTBa. JTO Te aKTbl, O KOTOPbIX FOBOPWUII
Anekcangp AnekcaHOpoBMY, 3TO TO, YTO KacaeTcs 3alnTbl MNYHbBIX AAHHbIX, 3TO
TO, YTO KacaeTcs 3awuTbl geten. VI Ha cerogHAWwHUM aeHb Poccusa npuHumaet
AOCTaTOYHO Cepbes3Hble 3akoHOoOaTeslbHble [OOKYMEHTbI, KOTOpble MO3BONAT
3 (peKTMBHO 3almLaTh CaMbl HE3ALWMULLEHHbIA CETMEHT — HaLWnX AeTEWN.

Mpn aTOomM ecTb euwe Oonee BLICOKMA ypoBeHb. [loCKONbKy cucrtema
MexgyHapogHasa u Bce Mbl Nosibd3yemMcs ogHUM IHTEPHETOM M XpaHUM AaHHbIE B
obnakax, 3gecb HeobxoauM crieaylLwmnn ypoBeHb — MexayHapoaHbli. O4veHb
BaXHO o6paTuUTb BHMMaHMEe Ha TO, 4YTO B CBOEW npe3eHTaumm mnokasarn
AnekcaHgp AnekcaHgposud. Bce, 4TO KacaeTcs 3awuTbl OeTeNn — peecTp
3anpeLleHHbIX canToB AN AeTten n pabota onepaTtopoB MO COXPAHEHUIO 3TOM

nHdopmaumm, — ectb B BenukobputaHumn, Bo ®PpaHumm, B Poccun u euwe B



uenom psige ctpaH. O6o6LleHne Takmx NpakTUK M co3gaHue NycTb Aaxe He
pernaMmeHToB, a pekoMeHgauun Ha YypoBHe MexagyHapogHOro corosa
9NEeKTpPOCBA3N Morno  Obl  cTaTb MNepBbiM  WAroM K  TOMY, YTOObI
cUcTeEMaTM3NpPOBaThb 3TO MPOCTPAHCTRO.

Ha atom g octaHoBnocbk. Cnacubo.

C. NMnyroTapeHkKo:
bonbwoe cnacnbo.
N y Hac ecTb ewe oauH akcnepT — AHgpen CemepukoB, «IP-Tenekom

XOonauHM.

A. CemepuKoB:

Cnacubo.

[JencTBntenbHo, nonyyMnacb O4YeHb «KpyTast» [OUCKYCCUS, COAEpXKaTenbHO
Aob6aBuTb Hevero. Xoten Obl TONbKO CKa3aTb, YTO, Kak FOBOPMUTCS, «HE XO4dellb
A3BY Xenyaka — He elWb Nfoxue npoaykrbl». Mo3dToMy HY)XHO gymaTb U O
NIMYHOW TUIMEHE C TOYKM 3PEHNA NOSIb30BaHNSA ycryraMmn. A yBepeH, YTO cerogHs
MHOrme, abCoNMTHO He 3agyMbiBadCb, MNOMb3ylTCA ycnyramu ©GecnnaTHoro
npoBangepa Wi-Fi co cTpaHHbIM HasBaHuem «®opym 2015». UTtOo 3970 3a
npoBangep? Bcem NOHATHO, YTO OH OAHOPAa30BbIN, HO OH ©ecnnaTHbIn, W
NO3TOMY Mbl CMESNIO OTNpaBfiiEM B 3Ty CEeTb BCE CaMble KOH(MAeHUMNanbHbIE

AaHHbl€, KOTOpPble Y HaC €CTb. A 06 aToM Hago aymathb.

C. NMnyroTapeHKo:

[MOHATHO, 3TO Takoe XOpOoLlee HanyTCTBME MO OKOHYaHUM MEepBOro AHS paboThbl
dopyma. EcTb elle gBa gHsA, 1 MOXHO caenaTb BbiBOAbI.

A xoten 6bl npegoctaBuTb cnosBo Hukonat AHaTtonbeBudy Hukndoposy ans

HEeKOTOpPOro pes3toMe Hallen CcerogHslWHen OUCKYCCUMOHHOM naHenu. Hukonan



AHaToNbLEBMY, OCHOBHbIE BbIBOAbI, KOTOpblE Bbl Mornm Obl coenatb No ntoram

BCEro ycCriblllaHHOIO.

H. Hukndopos:

YBaxxaemble Konnerun, goporve apysbs, xoten 6ol nobnarogapuTtb BCEX 3a OYEHb
NHTEPECHYH OUCKYCCUIO.

MHoOrne cnvkepbl FOBOPUNM O pasHbiX acnektax kunbepbesonacHoctn. N ato
XOpOLO, MOTOMY YTO Mbl PACCMOTPESIM €€ C pa3sHbIX CTOPOH. Ho MHe KaxeTcs,
anckyccuio obbegmHuna ogHa dpasa (Mo KpanHen mepe, MHE OHa MoYeMy-To
OYEeHb XOPOLIO 3arnoMHMNack), KOTOPYK NpousHec rocrnoauH bapak. N3 ero yct
OHa npo3ByYana kak resume trust. OgHa u3 npobnem, K KOTOPON Mbl MOAXOANNN
C pasHblX CTOPOH, 3aKN4yaeTcsa B BOCCTaHOBNeHuuM poBepusi. O4yeHb MHOro
Hanomanu ApoB. A He 3Halo, Kak 3TO nepeBeayT Ha aHrmMUNUCKUA A3blK, HO
MMEHHO MK3-3a 3ToM npobnembl, WM3-3a Tex [OpOB, KOTOpble Hanomanu
rocygapcTsa, M3-3a TEX PUCKOB U Yrpo3, C KOTOPLIMW Mbl pearibHO CTOMKHYIUCH U
n3-3a KOTOpbIX YyXe rmbnn nwoan, — un3-3a BCEro 3TOM0 HaM HYXHO
BOCCTaHaBnMBaTb JOBeEpUE.

Poccuiickaa ®depepaumsi, kak U MHOrMMe Hawu 3apybexHble napTHepH.!,
BbIiCKa3blBaeTCsA O TOM, YTO 3TO AOBEPME HYXHO BOCCTaHaBNMBaTb HaA OCHOBE
MeXOyHapooHOro npasa. B koHUe KOHUOB, MMEHHO npaBO Aderaetr Hac
umBunmMsaymen. 31o obwme nernTuMHblie npasuna urpbl. Mbl cuntaem, 4To 3TO
AOIMKHO npoucxoanTb nod armgon OOH, noToMy 4TO MMEHHO Ha ypoBHe OOH
Mbl CErogHs BuAMM (UHaANM3aUMI0 MEXOYHapOAHOro npaea. Yrpo3bl cTanu
rnobanbHbiMK. ['ocygapcTBa AOSMKHbI 00 beaUHUTE CBOU yeunus. [JomkHbl ObiTb
BblpaboTaHbl HOBble npaBuna wurpbl. Kak MWHUCTEPCTBO, Mbl Takxke
KOHLEHTPMPYEMCS Ha NpaBax rpaxgaH, KoTopble, Ha camoM dene, Aaxe Lupe,
4YyeM NoHATNE «knbepbesonacHoCTbY.

Mbl cuntaem, 4to 1 ynpaeneHme MHTepHeToM, 1 gpyrue npasuna Urpbl OMKHbI

OCHOBbIBATbCS HA MHOIOCTOPOHHEN MO4ENN yrnpaBlieHnd, HO, elle pa3 noBTopHo,



rnpasosol Mogenun yrnpaeneHus. Y Hac ecTb Takue npumepbl N0 MHOMMM ApYruMm
HanpaBfEeHNAM, HO HET Kakon-nmbo KOHBEHUMN N AENCTBUTENBHO YTBEPXKAEHHbIX
OOLLENPUHATBLIX MEeXOYHAPOLHbIX MNPaBWUil XU3HU B KMOEpPnpoCTpaHCTBE M,
COOTBETCTBEHHO, cobntogeHus kubepbesonacHocTn. Mbl BbICTynaem 3a TO,
yTo6blI Ha nnowagke OOH npopomkanacb auckyccms B dopmaTte BCTped Ha
BbICLLUEM YPOBHE MO ynpaBfieHnio MHHPOPMaLNOHHBLIM 00 ecTBOM. OYeHb BaXKHO,
4YTO B LEnn aecaTunetTnsa Obinm BKOYEHbI KNOYEBbIE NoKasaTenun no pasBuTuio
NHPOKOMMYHMKALUMOHHBIX TexHornornin. [JaBante Bmecte AobuBaTtbCH, YTOOLI B
3agaydn HOBOro AecaTuneTus Mbl 06a3aTenbHO BKAYUNM M 3a4a4un, CBs3aHHbIE
C KnbepbesonacHoCTbIO.

CerogHa wnpeT obcyxaoeHne 9Tux BonpocoB. Yrto-Tto agenaetr dopym no
ynpasneHmo NHTepHeToM. Ho 3TOro HegOCTaTOYHO, Y HEr0 HET MOSIHOMOYUN, Y
Hero HeT maHgaTta. MHorme cTpaHbl BbICTynanu 3a TakoW NoAaxo4 WMEHHO B
dopmaTte Tex UNKN UHbIX KOHBEHLMA. Mbl BbICOKO OLeHnBaem paboTy, KoTopas
npoxoant Ha nnowagke LWOC — LllaHxanckon opraHusauum CoTpyaHUYecTBa.
Mbl cunTaem, 4YTo HY>XHO MMeHHO nog armaon OOH BbipaboTaTb HOBblE NpaBuna
MeXayHapogHoOW urpbl. OTWU nNpasBuna byayt kacatbca paboTbl rocygapcTtB U
onpeaensit npaBoBble MexXaHW3Mbl AN B3auMOoAencTBusa OmM3Heca n 3alumTbl
Hawmx npaB 1 ceoboa.

MHe kaxeTcsl, YTO Mbl C BaMU XXMBEM B O4EHb MHTEPECHOE BPEMSI N CTAHOBUMCS
cBnaeTensiMm He NPOCTO UCTOPUK, a, NO CYyTU, HOBOIO Ka4yeCTBEHHOro nepexoaa
Hallero UMBUIN3aLUMOHHOIO pasBnTUS. OTO NPOUCXOLAUT HE B 3TU AECATUNETUS,
a GykBanbHO B 9T rogbl. V1 MHe kaxeTcs, Angd Bcex Hac 6onblias YecTb XUTb B
3TY UCTOPUYECKYID 3MOXY U BHECTU CBOW MOCWUIIbHLIM BKNag B TO, YTOObI HOBbIE
BO3MOXXHOCTW, KOTOPbIE Janu HaM TEXHOSOrMN, NPUHECN TOSNbKO NO3UTMBHOE. A
BECb HeraTMB Mbl cMmornum 6bl BoBpemMsi oby3gaTb M NPUHATbL Takue npasuna
nrpbl, 4TOObI 4E€NOBEYECTBO pasBMBanocb Aanblle, nosiydano MNO3UTUBHbIE
cosupgaTenbHble MMmnynbchl. [laBante paboTtatb Ana 3Toro. dTa MUCCUsA, 3Ta

3agaya OOCTOMHa Toro, 4Ytobbl Mbl BKNaabiBanuM B HEE CBOe BpeMd, pecypcChl,



(bVIHaHCbI, ycunma rocygapcts. N Ttorga ot atoro BblrpaemM Mbl BCE, BblUITpaeT
Halla nnaHeTa, BblUrpaeT BCA Halla LUnBUINM3aLna.

Bonblioe cnacubo.

C. NMnyroTapeHkKo:

Bonblwoe cnacndo, Hukonam AHaTtonbeBny.

He noBepute, y MeHs Obina Takas pemapka. A Hanucan cebe: B Tom criydae,
€CNnn OCTaHeTCs BpeMsi Afs BOMPOCOB M OTBETOB, faBHbIA BONPOC, KOTOPbIV
HY>XHO NOAHATb, — 3TO BOCCTAHOBIIEHME JoBepus. A gymato, 4TO BCEM HaM —
oTpacnu, rocyaapcrBy, pa3HbiM CTpaHam W, HaBepHOe, cCaMUM MOoSb30BaTENAM
— AENCTBUTENbHO HYXXHO Hag 3TUM paboTars.

[aBante Ha 9TOM HOTE N OOBLABMM 3aBEPLUMBLUENCA Hally ANUCKYCCUOHHYIO
naHenb. OrpomHoe cnacmbo Bcem foknagynkam u Bonblioe crnacnubo Bcem

cnywatensm.
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