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D. Schlesinger:

Good morning, ladies and gentlemen, and welcome to this panel: ‘Mobility Meets
Big Data.” Certainly these are two of the most disruptive forces today in the
world. Mobility is eliminating the lines of life, the lines between work and play,
between home and office, between friends and colleagues, between uptime and
downtime. Big data is eliminating the lines between public and private. Together
they are making our lives, actions, and predilections more knowable than ever
before, by more actors: known by ourselves, by our friends, by our families, by
marketers, and by governments. Our lives are everywhere and available
everywhere. Our lives and actions are in the instant, observed immediately,
analysed immediately, and acted on immediately. Making sense of all this is key.
The amount of data produced every second by people on the move: pictures,
tweets, updates, location check-ins, shopping decisions, map queries, service
lookups; it is overwhelming, illuminating, frustrating, shocking, and mesmerizing.
There is a gold mine in this for companies who want to understand their
customers; there is a paradise for those customers who want to be understood.
But the privacy issues are real; with the public and private shared, analysed and
acted upon, is there any place just to be oneself? Government, which traditionally
has made and enforced the rules around privacy, has been shown to be one of
the biggest users and analysers of data around. What does all this mean?

With us today to discuss these issues is a wonderful panel: we are very, very
pleased to have these people here. From the right: Luis Martinez Amago,
President in Europe for Alcatel-Lucent; Michael Kleinemeier, President at SAP
for Middle and Eastern Europe; Jon Fredrik Baksaas, President and CEO of
Telenor; Wan Biao, Member of the Board of Directors of Huawei and President of
Huawei Russia; Jo Macri, Vice President of EMEA Public Sector for Microsoft;
Christian Morales, VP and General Manager of EMEA for Intel; and David La

Rose, General Manager for Central and Eastern Europe for IBM.



In the front row, we have some respondents: Alla Morrison, Programme Officer,
Open Finances for the World Bank; Aleksey Komissarov, Moscow Government
Minister and Head of the Department of Science, Industrial Policy and
Entrepreneurship with the Moscow City Government; and Sergey Fedorinov,
CEO and Co-Founder of Ulmart.

Thank you very much for joining us today. | would like to start just by asking for
some specific examples that you see as most emblematic of these new trends in
your company, or with your industry, or with your customers. Let us start with

Luis Martinez Amago.

L.M. Amago:

Thank you, David. Before giving you the example, | will give you the relevance of
the example: the importance of networks for big data. There are different families
of big data, and normally the owners of these big data are partial, depending on
the applications they use, and they sit in a data centre. But to get there, they
need a powerful network, and there is a second family of big data which is what
happens in the network, not only the information in transit but how this
information is combined, gathered and transferred by these networks. The big
thing is that this big data needs powerful networks, and the powerful networks
need big data to really keep them developing, and they need collaboration
between them. Today there is a sort of competition between telcos and
application providers, and this should be a kind of development of this
collaboration.

The example is, with the tools we are providing to the service providers to run
analytics on the big data, the traffic of the network, we detected recently that, in
the new version of Facebook, the incidence of signalling the network was
increased by 10%, just by the new application. Facebook was not aware of this.
This provoked an increase in demand in the particular network, and much more

consumption of battery life in the terminals of the users. Several operators with



this tool informed Facebook of this anomaly. They corrected the application to
bring it to the normal status. This collaboration, in that case, was win-win, and in

a number of cases that can be converted into a business proposition.

D. Schlesinger:
Fantastic. Michael, you gave me an example earlier which also speaks directly to

this point.

M. Kleinemeier:

Thank you, David, for the question here. This is also true with our networks: we
cannot communicate. The question of big data is where is this entire data coming
from? Today, | think we are doubling the data every 18 months, but we are just in
the beginning of selecting all that data. If you look at where the source of the data
IS, it is clear that sometimes we have this transaction data, but | would say that
this is in the minority. You mentioned all this data coming out and uploading
photos or whatever, but | would also say we have this mobile world. Today you
have more mobile phones on this planet than toothbrushes; we have 6 billion
people on this planet and 4.8 billion have mobile phones, and they produce data
every day.

And it is not just mobile phones, | would say we are going into the next century of
the Internet of Things, where everything is connected with anything. In the future
you will also be connected to your products via sensors. | thought of the example
of Pirelli, where we had a project to build sensors into tires. Now we can measure
temperature, pressure, vibration and so on, and we can give the driver more,
then, because we can now analyse this big data in real time, in a memory
database. We can now say to the driver, “It is best if you stop in the next parking
space and change your wheel. Otherwise you will run into serious issues.” When
everything is connected to anything, this gives a lot of new possibilities, and also

a lot of new business models.



D. Schlesinger:
Thank you for that. Jon Fredrik, you are right at the centre of this with Telenor.

What are the examples that you see?

J.F. Baksaas:

Thank you, and thank you for the introduction here. Having heard colleagues
from the ecosystem that is enabling this to happen, such as SAP from their
perspective on data, and also from the side of the network, of course we are the
third party to what you all bring, in order to tie it all together. And yes, there is a
phenomenal development out here, and it is probably too early to say how it will
eventually play out, but I think that everyone who executes business in one form
or fashion will have to ask himself or herself what will the world going digital
mean for his and her activities. | think it is ongoing, it is happening fast, and those
that do not act fast will probably lag behind others that are acting faster. So that
is the upside potential on this. You said it: it is about the network, it is about
handsets and it is about services, because it is really the service side that drives
this phenomenon where the world is going digital.

A couple of examples were already briefly mentioned. The signalling storms that
the new generation of smartphones created hit the regional network in 2011, and
we were out for 11 hours on a national scale. It was a signalling storm which
completely underestimated the data volumes that the active handsets
themselves produce in a network while they are active. Maybe customers like
that? Not at all'! This was like a doomsday for us, having connectivity as the
prime delivery to the market, and we learned that exercise at that point in time.
So there is also greater complexity.

Number two, as another example at the other end, and more on the benefits of
this: in February this year, we launched something we call Capture in Norway. It

Is an automatic upload of your photo taken by mobile phone to storage in the



cloud. It does not play in the same way as Dropbox or other offers on customer
data storage. It is a more sheltered storage with more of a security dimension to
it. And 100,000 customers, without any marketing, subscribed to the service in
two months, having already uploaded 50 million pictures, which is not very much
if you think about the huge population of Russia, but if you think about it in a
smaller country with the 3 million customers that we have in Norway, then it
becomes quite substantial by volumes.

The big potential here is how we utilize the knowledge about customers’
preferences and behaviour and turn it into commercial usage, both we as a telco
player, when we offer our services, and also the fact that we are potentially

enabling everyone who has something to sell in the digital world.

D. Schlesinger:
That is a great introduction. | will hold you right there, and then we can probably

come back to these points, that is terrific.

J.F. Baksaas:

It is a teaser, at least.

D. Schlesinger:

A wonderful teaser. Wan Biao, as an equipment manufacturer, you must have
concerns about how you actually access some of the spectrum and how you can
continue to develop in all this exponential growth that we have been talking

about.

W. Biao:
Yes, thank you, David. In the future, we do believe there will be thousands of
billions of things becoming active, so then it is a matter of how we channel the

huge amount of big data. The problem is how to make this kind of big data



profitable and affordable; those are big questions. It is obvious that in order to
support this big data, the investment will be huge. At first, the spectrum will be
quite limited to support such huge amounts of big data. The first thing is how to
utilize, highly efficiently, this kind of spectrum of resources. The second is how to
reduce the cost of site acquisition, because in order to support such huge
amounts of data, there will be many, many sites, both mobile access sites and
fixed access sites. The cost is quite huge: how do you save on the cost? The
third is the network evolution. You probably know that formerly we made calls
based on a 2G network, right? But today, there is the 3G network to support data
services, and now 4G is coming, and in the future, 5G will come as well. So the
investment is quite huge. How do we save on this cost? It should be based on
very, very innovative ideas and solutions to support big data affordably and

profitably.

D. Schlesinger:
That is great. Thank you for that. Christian, you are with Intel, powering a lot of

this. What is your perspective and some specific examples?

C. Morales:

Thank you very much. | just want to comment, but not reiterate what has already
been said. We are in a more and more multi-device environment, particularly with
the millions of new users and the new generations of people who are 15 to 25
years old, who have always worked with two, three, or four devices. | also want
to mention that 10 years ago we thought that by 2015 there would be 10 to 15
billion devices connected, and now we are talking about 15 to 20 billion. By 2020,
we are talking about 40 to 50 billion devices. All of this, in the end, is a lot of
information that has to be stored, but also analysed, because if you have so

much information and you cannot do anything with it, it is not really worth it. It is



very important that you have analytic capabilities to get you exactly the right
amount of information and the quality of information you need to make decisions.
Also, we ought to mention that a car, for example, which until very recently was a
device with embedded applications, is now becoming an Internet of Things,
because it is connected to the cloud and to the Internet. Cars are going to
become big data and mobile devices, so there are new devices that are going to
be joining mobility. There is an absolute exponential growth of the amount of
content that is uploaded every day onto the Internet, and we are going to be
seeing even more of this taking place with worldwide connectivity improving, and
all this collaboration and innovation taking place from people across any place in
the world, collaborating and innovating with each other. This is just as an

introduction, and then there will be some more comments to follow.

D. Schlesinger:
Fantastic. Joe, Microsoft is going on quite a journey from powering the PC to now

their handsets.

J. Macri:

And the cloud behind it, yes. Thank you for the opportunity to contribute. We are
really operating in a cloud-first and mobile-first world. There is no question about
that. | would like to pose probably three challenges for the discussion, and then |
will give one example; we have got many examples, but | will give one example
to hopefully illustrate some of the solutions to those challenges.

The first is that the innovation of touch and the mobile device is great for
consumption. It is great to read, to browse, to do limited typing. But if you want to
get stuff done, if you want to work and create, you still need a keyboard or you
still need a pen, and so we are still evolving, | think, in the technology on that

front.



The second is, although companies like Microsoft would love you to use our
devices, what we are clear about is users actually do not care about the
operating system. They care about the app, and they care about the service and
the data behind that service. It is not uncommon that people in this room have at
least two, if not three, different devices: a Windows device, or an Android device,
or an Apple device. It is very, very clear to us.

The third and most important issue, which you have already raised, David, is the
issue of trust. Do we trust where companies at this table and other companies
store the data? Do we trust what they do with the data? More importantly, do we
trust them not to do things with the data? An example that | would like to give is
about what | think is a very progressive city, which really thinks about this data
culture and turning data into insight: the city of Barcelona. In the city of
Barcelona, the Mayor there has a dashboard. The dashboard is updated in real
time using open data. That data is coming from structured data feeds, from
reports, from insights, and it is also using unstructured and streaming data from
traffic management systems and energy systems. He is able to view, on a good
old dashboard of red, green, and amber, what is going on in his city, and how he
and his leadership can really take action in a very mobile way and in a very data,

cloud-driven way.

D. Schlesinger:

Fantastic, thank you for that. David, | do not feel very old, yet | put myself through
college, in fact, through high school, programming on an IBM 1130, which was
about half the size of this room, with less power than | carry in my pocket now.

So you have gone on quite a journey.

D. La Rose:
We have. | think, we passed a hundred years last year. Look, obviously | pick up

on a couple of points that the panel has already made: data is there, it is there



now, and it is going to continue to be generated at a rate that we probably still do
not even understand. The question is, and | think Joe touched on it a little bit,
how do we take that data and how do we use it for insight? That is our job, in my
view, in IBM'’s view and our point of view. It is our job because we have this
convergence going on right now between big data, mobility, engagements which
are connecting people through social media, and the ease of getting that
information and the movement of that information through the mobility.

| will give you one example, which is actually an example here in Russia.
VimpelCom, the third-largest telecommunications firm here, actually engaged us
very deliberately to help them with two things: one, they were losing clients, so
they had customer loyalty issues; and number two, they were not getting a return
on the campaign investments that they were making. What we looked at doing is
to provide analytics that use the data available to them, which were being
provided by mobile technology, to then analyse that data and allow them in real
time, through their campaign management, to actually very specifically get to
what we call a Segment of One. We are a Segment of One. This is about what is
relevant to you, David, in terms of how you use your mobile phone and what
services you want, and use analytics around that to actually provide them with
the ability to do that on the phone, live, in real time. This created a 300% return in
terms of their campaign investment and a 9% increase in their market share.

| think it is our job, and | think | would pose a question to the panel that says, not
only does mobility need big data, but big data needs mobility, and it is all

entwined.

D. Schlesinger:
Fantastic, thank you. Aleksey, | just want to turn to you, because Joe mentioned
Barcelona. Could you talk about, from the Moscow perspective, using data for

policy?



A. Komuccapos:

«bonblmne paHHbie» cenyac npuobpeTatoT OonbllOoe 3HayYeHue NS Bcex
mMeranonmcos, 1 MockBa 34ecb He uckrnoyeHue. B gekabpe npowrnoro roga B
MockBe npoxoaun ypbaHuctnyeckui opym, roe Bnepsble Obil NpeacTaBreH
AoKnaa, NoCBsILEHHbIM ucnonb3oBaHutio Big Data ans passutuna ropoga. A 6ol
XOTen OCTaHOBUTLCA Ha Tpex npeumyllectBax Big Data B aTom kKoHTekcTe. Bo-
nepBblX, 3TO O4YEeHb BbICOKAA CKOPOCTb W3MEPEHUNM N0 CPaBHEHUO C
COLMONOrM4eckuMm onpocamm n TpaguumMoHHbIMK 3amepamn. Bo-BTOpbIX, 3TO
BO3MOXHOCTb HE TOJSIbKO MOSTydeHUs hakToB, HO U MPOrHO3NPOBAHUSA CUTYyaLUW.
B-TpeTbnx, BO3MOXHOCTb OLEHKM HE TOSIbKO ParMOHOB, HO U MUKPOTEPPUTOPUMN,
BMMOTb 4O HEBOMbLUMX 4BOPOB.

BoamoxHocTn ucnonb3oBaHus Big Data gna ropogckmx Hyxa 6esrpaHuyHbI.
Mpexpge Bcero, 3T0 BHYTPUropoackas Mmurpaums: B LeHTp MOCKBbI Kaxabl AeHb
Bbe3XaeT M Bble3)XaeT U3 Hero OKOMo ABYX MUMINIMOHOB 4verioBek. [lanee, aTo
BO3MOXHOCTb MNSIAHMPOBAHUSA FOPOACKUX TEPPUTOPUA C TOUKM 3PEHUS HE TONBbKO
TPAHCMNOPTHOWN CUCTEMbI, HO W pasMeLlleHUs Xumnbs, OgUCOB, MecCT, rae
cospatoTca pabovne mecta. Kpome TOro, 310 BO3MOXHOCTb O4YeHb ObICTpOWn
OLIEHKM NMPOEKTOB rOPOACKMX BNlACTEN — HE TOSbKO NO NepeaBuKeHNaM Xutenemn
N rocTen ropofa, KoTopble OTCNeXmBarTcs No MOBUNbHbIM TenedoHam, HO W,
Hanpumep, MO TOMY, KakoBa MOMyNApHOCTb doTorpapum Tex WM WHbIX
ropoacknx ob6bLEKTOB, KOTOpble pasMellarnTcd B ceTu. A gymaro, 4yTo B nraHe
pasBUTUA rOPOOCKUX TEPPUTOPUMA ITO TOSMbKO MepBble Warn B MCNOfb30BaHUN

Big Data, un Hac xaeT 6onbLuoe byayLiee.

0. Wne3uHrep:

Thank you. Sergey, we’ve heard from providers, from network designers, from
equipment manufacturers. Being an entrepreneur, from an entrepreneur’s point
of view who’s build a new Internet business, how do you see the mobility and big

data question?



C. PenopuHoOB:

«KOnmapT» — OTHOCUTENBbHO MONOAOW NPOEKT, oH nosisuncs B 2008 rogy; Tem
He MeHee TepMWH «bonbluMe OaHHbie» CHOPMUPOBANCs HEMHOro nosxe. lMpu
9TOM M3HaYanbHO MMEHHO (PeHOMEeH «BOoMbLINMX AAHHbLIX» MO3BOMAW KOMNAHUK
cos3gaTtb TOT MPOAYKT, KOTOPbIA cendac nomoraeT Ham ObiTb nugepamm Ha
pblHKe. Mbl M3HavanbHO NpuaepXuBanucb YCTaHOBKM Ha TO, YTO Hago co3faTb
XOPOLUNIM NPOAYKT, XOPOLUMA PO3HUYHLIA OU3HEC, XOPOLUO YCbiwaTb, KaKoBbl
noTpebHOCTM noKynaTens, M MNocMoTpeTb, 4YemM OH 6OyaeT nonb3oBaTbCA B
onwxanwme gsa-tpy roga. Mbel cpasy MNOHANU, YTo UHTEpHET — 3TO npexae
BCero nnatopma, C MNOMOLLBKD KOTOPOM MOXHO MpubnnM3nTb puUTEnn K
nonb3oBaTento, coopmMMpoBaTh HOBYIO KynbTypy MOKYMNOK, Korga BuTpuHa byaer
BCerga psgom — Ha mMobunbHom ycTtponctBe. OQHOBPEMEHHO 3TO poXaaeT
BO3MOXHOCTb C NOMOLLbI0 06paTHOM CBA3M co3faBaTb popmMaT HOBOro YPOBHS,
KOTOpbIN ByaeT HaxoauTb OTKMMK B cepauax nokynatenen. Takmm obpasom, Mbl
caenanu coyetaHne Hambornee ygayHoro uHTepdenca, B KOTOPOM yxe cendac ¢
MOMOLLBI0 «BOMbLINX OAHHbLIX» Mbl MPUMEHSAEM MWHTENNeKTyanbHble CUCTEMbI
npyn BblbOpe ToBapa: YenoBeK MOXET Yyepes Hall CauT caenatb Takou 3anpoc,
Kak, Hanpumep, «HOYTOyK, Hambonee ynoobHbIN Onsg noe3fok». [axe C Takum
HebopmanmMsoBaHHbIM 3aNpPOCOM C NMOMOLLLIO BOMbLUMX CTATUCTUYECKUX OAHHbIX
Mbl MOXEM NOMOYb €MY BbIMTU Ha HYXHbIN OTBET. [1pnyem nckaTb OH BygeT cam
— Ha BUTPUHE, KOTOpasi HaxoguTca Ha MoOunbHOM YycTpoucTBe. Mmes
BO3MOXHOCTb, onepupysa «B60MbWUMN AaHHLIMWY, KOHTAKTUPOBATb C KaXKablM
nokynatenem, Mbl COPMUPOBAnnM CXemMy FfOrmMcTukM Takum obpasom, 4TOObl
KNWEeHT nonyyan ToBap Tak, kak emy yaobHo, n Torga, korga emy ygobHo. Bo3HUk
rMbpuaHbin - oopmaT, KOTOpPbIM cendac, No uToram MATUNETHEro pasBuTUs,

ABNsieTCs NMOEPOM MHTEpPHET-Toproenu B Poccun.

D. Schlesinger:



Thank you. Alla, let us finish with you, because we have heard really from the
world of commerce and the world of business, but the World Bank, | know, sees
lots of potential here for doing good for society and raising development issues,
so from your perspective, and | think you also have a challenge for the panel as

well.

A. Morrison:

Absolutely. Thank you, David. It is a pleasure being here. At the World Bank, we
are very interested in data: big data and open data. We are actually one of the
pioneers of open data. We opened up our own data, the World Bank Economic
Indicators, which are actually very widely used by the private sector for market
analysis and for all kinds of macroeconomic indicators. We used to sell them, but
we now offer them for free to the private sector and everyone. We have also
been encouraging governments to open up their data. We are seeing an
incredible amount of innovation that is happening in emerging markets by start-
ups and small enterprises coming up with very interesting solutions, and also
solutions with a social impact.

We are very interested at the World Bank in looking into new big data and big
mobile data as a platform for delivery of important social services in an innovative
way, and that ranges from delivery of maternal health services in India to delivery
of services in Africa, to disaster relief and disease tracking, and all of that has an
important big data and mobility component, in fact. Data is also very important for
us because it allows us to do development-related research in new and less
expensive ways, where we can use mobile data as a less expensive proxy to
field surveys. Examples are using mobile data account information and patterns
as a proxy for poverty levels and economic indicators in Africa, for example, or
using mobile call records data to map traffic flows and passenger flows for

transport projects.



Big data is very important to us, and we see a lot of potential. What we would like
to do more as a development aid agency is to collaborate with the data holders,
companies like yours. We have had some great examples of collaboration. For
example, in Mexico, we worked with Telefonica and they released their call
detailed records (CDR) for a transportation project. We also had examples where
mobile operators in Egypt and Armenia were willing to provide data for specific
projects, but then ultimately were not able to do that because of the local
regulators. My question for you is: how can we, the public sector and private
sector, work together? You hold data that can have great social impact. Are your
companies interested in sharing that data, and if so, what would be your
incentives, what do you see as barriers, and what models for cooperation could
there be?

D. Schlesinger:

| think that is a fascinating question that | would like people’s view on. We have
this whole dichotomy between openness and proprietary trust and privacy. All
these are very complex, and | know some of the companies here are very much
under the gun in terms of regulation and scrutiny. So who would like to pick up on
this?

L.M. Amago:

David, going back to the point that you were making and that | made at the
beginning, we need collaboration between the different actors. The most
important one, which may be the biggest bottleneck that we may suffer in years
to come, is the lack of collaboration between the application or the owners of the
data flow in the different applications and the network itself.

Let me give you a couple of examples: Ofcom in the UK made an analysis that
10% or 20% of the roads in the UK are not covered by data services. You can

imagine the investment that Google, for example, is making in creating the car



without a driver; it is useless if you do not have 100% coverage on the roads that
this car can go on. You need to understand that there should be a collaboration
between both. There should be a kind of motivation for investment for the service
providers to employ enough data coverage for this application and for many
others.

Another example where collaboration is needed is where we most need a
smartphone: in a big arena or a stadium, watching a music concert or a football
team. It is where we like to take pictures or shoot a video and upload it to one of
these applications, and normally this is where we have the most difficulties
because of the density of the spectators at the event. All these types of
unbalanced ecosystems are making difficulties in the moments where this big
data is needed most. | think this is where we need regulation in Europe, where
we need to open a real debate about net neutrality, meaning the network has a
value that has to be commercialized in a fair way, but in order to put in balance
the value of the big investment in networks compared to the benefits that these
networks will bring to the people that can commercialize big data. | think we need

to find this balanced ecosystem that will be good for everybody.

D. Schlesinger:

Jon Fredrik, you must deal with this with your customers every day.

J. F. Baksaas:

Yes, a comment to that: you say it is a waste if Google creates the self-driving
car if there are not sufficient data capacities along the road. First of all, | like
driving my car, driving myself, but that is probably not the point here. The point is
that then it would be worthless for the operators deploying a lot of equipment to
realize that connectivity if the network neutrality concept goes too far. Safe car
driving for sure needs traffic management, because think about it: there is a self-

driving car coming up to a crossing, and there is a bus coming from the right with



a busload of youths being entertained over the same network. Is it the bus that
has the right to the signal, or is it the car that is driving by itself? Which vehicle do
you want to be in? | think it ought to be the bus, being entertained, rather than
the self-driving car that has a problem with the network quality approaching that
crossing. The self-driving car is something that we have been discussing for quite
a number of years, and it is not very far away, really, but of course it needs a
huge investment on the network side. If we deploy this, and you know this,
because you are on the receiving end of that deployment, then of course there
needs to be commercialization of the network capacity that you throw in. Here,
the balancing act has not been discussed properly as yet.

To one aspect from the World Bank: yes, we are willing to work on social aspects
of mobile telephone systems and mobile communications services. Yes, of
course. Telenor in the emerging markets in Asia, countries that you mentioned, is
doing exactly things like that, but in cooperation with governments and in
cooperation with partners that have the necessary knowledge to do things like

the ones you alluded to.

D. Schlesinger:
Thank you. David?

D. La Rose:

| do not think this is a new thought, to be honest. Joe and | just participated for 90
minutes in an earlier panel about exactly that: how business and government is
collaborating around technology to provide smarter services to a community.
From an IBM perspective, at least, we launched Smart Cities ten years ago, so
what does that mean? What it means is how do we cooperate with government
through the use of technology to bring services both integrated and closer to the

citizens of the city?



| will give you an example that | gave in the previous panel: Rio de Janeiro.
Eduardo Paes, who is the Mayor of Rio de Janeiro, had to effectively tell his
citizens in his first year as Mayor that they could not commute to work because of
the floods that were happening. He decided at that point that he needed to have
a smarter solution to be able to predict and then deal with problems, as opposed
to dealing with the consequences of problems. And so, with our help and the help
of some of our partners, to Jon’s earlier point, we have established an effectively
operating control centre where we integrate services and provide that back to the
citizens; for example, weather forecasting and emergency services, providing
over 150 Facebook posts and tweets every day to provide people with
information on which way to go to work and which way is most effective and what
issues are occurring in and around weather, so providing a safer environment to
provide their access. | do not think it is a new thought. However, | think we have

to accelerate the integration between social and business.

D. Schlesinger:

Thanks. Christian first, and then Joe.

C. Morales:

Thank you, David. Very, very briefly, first of all, | want to recognize the much
better bandwidth we have here in St. Petersburg this year compared to last year.
We can download 20 or 30 megabits in a couple of seconds, and it works on the
smartphone, on the PC and everything, so that is really great. | want to commend
Mr. Aleksey for what he has done in Moscow, where you have 300 megabits per
second now. Certainly the Smart City strategies that David and Aleksey were
talking about are very important.

To Alla, just a quick point: you mentioned several examples in India, Latin
America, and Africa. In Kenya, for example, 13% of the GDP now is transacted

through the phone, which is the highest percentage in the world, which means



they do not have to walk for a day to go to a bank to do transactions or whatever,
because they do not have the transportation. Those are examples where we
need more public-private cooperation to really advise on this.

In Smart Cities, certainly there is a lot to be done, as was mentioned by David.
There are great examples; as Joe mentioned, Barcelona, London, Dublin, we
have Paris now because of the huge pollution they had some weeks ago,
Moscow — obviously, a lot of cities. When we think how many people are going to
be living in cities, or maybe not, if we can bring them the mobile services at
home, that way not everybody has to live in the city to have access to this. | think
those are great examples where we need to have this cooperation, because
these are very, very complex equations to solve. One part is the technology, but
the other part is going to be how this is planned and strategized to anticipate the
iIssues rather than deal with the consequences.

Also, | need to mention the last point: it is still the start of what is going on in
mobility. Joe mentioned that we still need keyboards, and yes, we still need the
mouse, we still need touch, but this is an age of many ways of interfacing with
devices. It is going to move into natural interfaces with voice, with gesture
recognition, with eyes, and so on and so forth. Many, many more people will
have access to these services thanks to this, which means even more big data

and more need for more analytics for this.

J. Macri:

| just wanted to come back to Alla’s point. There are actually two sides to what
you said, Alla. One was around the public-private partnership, and although |
gave Barcelona as an example, we are working with many cities, including the
city of Moscow. We have what we call Microsoft Innovation Centres; we have six
in Russia, and we have signed a MOU with Moscow specifically. You gave the
challenge: | will take the action and check with the local team to make sure we

are looking at this topic as well.



The second part that you talked about was around opening up data and the
regulators, and this is something that Microsoft and many other companies have
been grappling with. Very recently we worked very closely with what is called the
Article 29 Working Group, which is the agency that represents the 28 EU states
on this notion of data protection. There are really three critical things that we
have to solve. Firstly, we have to be transparent. As an industry, to get trust from
government and from citizens, we have to be transparent in what we do in our
data centres. That is number one. Number two is that we have to commit not to
have secondary use of personal information. We have to commit to that, and to
use personal information to do other things like advertising: personally, | think it is
obscene. We have to commit to use personal, identifiable information purely for
the purpose that it was intended for, and in that way we get trust.

Then the third thing we need to do is the most difficult, because everybody has a
consumer device. Many devices are provided, but many are bought personally,
and the most dangerous thing is when an employee of a commercial organization
or governmental organization takes a confidential document and puts it on a
public cloud consumer service. That is really dangerous, so we need to make
sure that we keep those two things separate. We need to get trust so that
commercial people and government people can use the public cloud in a very
transparent, safe, secure way, and then we need other cloud services, like traffic
management, to enable more consumer and more openly available data.

Just to finish on Christian’s point, | was just checking the bandwidth and checking
the traffic flow, real time, in St. Petersburg, and it is pretty good. | think | am

going to make my flight tonight. Thank you for the tip!

D. Schlesinger:

Wan Biao, you wanted to say something?

W. Biao:



| would like to make three comments. First, for sure, all the data, especially the
private information and private data, should be respected. Secondly, | think that
all the players, including governments, companies, regulators and operators,
vendors, and ISPsshould all work together to work out a mechanism and policy
for how to use this data. Number three is that we should have technologies to
guarantee the security of that information, of that data, when we talk about
openness, for example, with the storage solutions and the transmission solutions.
Based on that, we should also not forget how to make this data affordable and
low-cost as well. Then we should have innovative ideas, because when we get a
lot of information, then we have a different way. For example, when we talk about
mobile data, all these data are coming from mobile networks, right? How do we
reduce the cost of the mobile network — 2G, 3G, 4G, or 5G - for the future? How
do we reduce the cost? From Huawei’s perspective, our idea is vendors,
operators, and state organizations should work together to think about how to

find ways to drive the cost of the network deployment down.

D. Schlesinger:

Thanks. | wanted to pick up on this question of privacy, and it struck me, Joe,
that what you say makes great sense, but just yesterday we had the story of
eBay being hacked. It seems that despite everything, all the precautions they
took, they did mix individual employees who had access to the secret data, and
somehow it was able to be compromised. With all the good will in the world and
all the great statements in the world, how much protection is reasonable to
expect? We can maybe talk to Michael here; you come from a place in Germany
where people have very strong expectations of privacy. People must be looking
with some horror at some of the stories that come through, and yet the world is

moving in the direction where the public and private are mixed.

M. Kleinemeier:



Yes, thank you. You may be right, but it is also a question of generations. If you
look at the Millenials, they have totally different behaviour in working with data.
They are more or less open. Then we have other generations, and | am also part
of this generation, where you say, “Okay, | do not want to share all the data with
everybody.” So this is a bigger question.

On the other hand, maybe we can also make an example out of the health care
area. You see in cancer research that today we are able to analyse DNA and to
compare the DNA of one person with another so you can see the pattern of
cancer. The question today is, because these are very sensitive personal data
they are sharing on that, there is some need here to work together, because
there is no privacy in the networks. | met last week with a board member, and he
explained to me that his assistant shared all the secret documents via Twitter
before they had the shareholder meeting. So you see, 80% of the problem is in
front of the screen and not just in the system, because you cannot have 100%
security in the system because it would overload the system and you could not
use it. Here we have to do a lot of things, but sometimes, as in the example of
the cancer research, this question is what we have to open up, because if | have
a special kind of cancer, and in Philadelphia someone has the same kind and
they have found a solution for that, we can share it. Here, we have to find ways

to also open up this data, which is very personal.

A. Morrison:

| agree that trust and transparency are really, really important, and it is a big
issue for big data. Last week, the World Economic Forum published a report on a
multi-year research project they did engaging high-level leaders from industry,
the private sector, academia, and civil society. They basically stated that we are
currently in a crisis of trust. We are in a fog of data ignorance, and society is
overwhelmed and anxious about moving into this interconnected world that we

do not quite understand. Seventy-eight percent of people do not trust companies



that have their data to use the data right. But at the same time, | think it is
important to not say that we cannot allow use of data for uses other than what is
specifically stated upfront because a lot of innovation in big data actually comes
from unexpected uses of data, from uses that could not be anticipated at the time
they were collected. | think the key is to strike a balance between the privacy
issues and the trust issues, and at the same time not hindering innovation around
big data, because a lot of innovation comes from the so-called data exhaust, the

transaction data that is captured that the customer just cannot be aware of.

J. Macri:

You are absolutely right, but maybe | was not clear: | was speaking about
personally identifiable data, which is different from data that is taken at a macro
level around trend analysis for research purposes. | am completely with you. It is

striking the right balance.

A. Morrison:

| think what is also very helpful about this research by the World Economic
Forum is that they are identifying the need for better data taxonomies, because
people are confused about big data, open data, small data, and all sorts of data,
and what they are proposing is that we look at data in a more structured way.
From a consumer perspective, there are three categories of data: one, data that
people share, understanding that they are sharing data, such as job applications
or data that they shared somehow with somebody on the understanding that it is
identifiable; then there is observed data; and then there is inferred data. Inferred
data is assuming something about people and making predictions for credit score
ratings and such that have quite an impact on individuals. | think a better
understanding of people’s sensitivity to different types of data could help drive a

solution.



D. La Rose:

| have two comments. The data you provided around the trust element is
interesting, and yet most of us, as consumers and users of mobile technology
and users of social networks, are very comfortable with providing very personal
information into the public domain. So where is the line between our
responsibility as to what data we are prepared to offer — because we can make
that decision — and the responsibility of the holder of the data to secure that?
Obviously there is a requirement to have that secured, and | agree with Joe,
that at the macro level, using trends and information, that we can actually get a
benefit. But | also think it is naive to think that we can put a lot of regulations on

this thing. | am not sure that regulating the access to data is the right thing to do.

J.F. Baksaas:

Now we are touching on a bit of a problematic side of all of these data being
collected about us as people and this and that, but if we try to make the problem
a little bit smaller, we can at least begin with letting customers opt in and opt out.
That is a good start, at least when you are thinking of using big data for
commercial purposes. When we come into St. Petersburg, my being informed if |
want to be informed about what is going on in the city for the weekend, where
this is and where that is: that could be an opt-in service for me being a visitor to
St. Petersburg. But then, of course, if that information is abused to the extent that
[, as a visitor, am being put into a kind of business proposition that | do not want
to engage in, then the trust factor is gone. Then of course the business idea
behind it gradually erodes. But | think the market and customers, if they opt in
and opt out, will gradually, in a way, mature this business by itself, by pure
behaviour. Those that want to execute this business model of trying to sell me a
service locally will gradually understand that mechanism.

Why is it that the telco providers have a certain trust level when it comes to you

call me and | call you? And hopefully there is no Mr. Snowden or any others



listening in to us? At least, that was something that we got completely after
Snowden. People’s response was, “Let’'s encrypt everything, every form of
communication. Let’s encrypt it.” That is not possible because it would just break
down the capacities that are available. It is easy to say for Google, but it is
impossible to execute an encrypted standard on Google’s kind of communication.
Smaller pieces, of course, but not on the whole.

New questions are being raised. Let this be a marketplace. Let this involve some
regulation, which will come because there will be overstepping here and there,
and cultures will define this differently. In the USA, once a person understands
the currency of big data, they are out. In Europe, say, we have a closer
relationship to consumers in that respect. The culture will also play a role in what

Is acceptable.

D. Schlesinger:
Thank you. Sergey, | would ask you, as someone running a B2C business, how
do you deal with the privacy expectations of your customers, and has that

security been an issue for you?

C. ®enopuHOB:

BesycnoBHO, Ang Hac 3awmta, KOHMpUOeHUManbHOCTb U CBHA3A@HHbIE C HUMWU
NpobremMbl SBASAITCA O4EHb akTyasribHbIMU. A X04y 06paTuTb Balle BHAMaHWE Ha
cnepywouwee. Cto net Hasag noan obmeHmBanucb MHGOPMaUneEn, N 3TO TOXe
Obinn GonbluMe AaHHble. PasHuua 3akniyaeTcd Nub B TOM, YTO ceryac 3Tu
AaHHble  (popmManu3oBaHbl  UHAPOPMALMOHHBIMM  TEXHOMNOIMAMKW, U B
pa3HoOOpa3sHbIX UCTOYHUKAX ocTaeTcs bonblie nHgpopmauuun. B aTom, Ha Mown
B3rnsig, npobnema.

MHTepHeT, kKak B TOM 4uUCre KOMMep4eckass cpefda, C OOHOM CTOPOHLI,
npegpacnonaraeT kK 06e3nMyeHHbIM U caMblM pa3HOOOpa3HbLIM KOMMEPYECKUM

onepauunsam. MHorune He,qo6por|ops|,u,qub|e nofib3oBaTesin 3TO ISKCMI1yaTUpyHroT.



Mol co3gaem KynbTypy apyroro VIHTepHeTa. Mbl JaBHO CTepsiv rpaHuly mMexay
nokynatenem W coTpygHuMKoM: 6Gnarogapa  «6onblWMM  OaHHbIM» - HaLUM
noKynatenu yxe CcTanM Hawumu coTpygHukamu. Bonpoc B TOM, 4TOObI
co3gaBaTb TEXHOMNOMMIO OBLLEHNS C KNMEHTaMK, B KOTopoKr ByayLimin nokynaTernb
BOBJfieKaeTca B co3faHve dopmaTta U TexX MHCTPYMEHTOB WHGOPMAaLMOHHOro
0o0LEeHns, KOTOPbIMU OH >Xe W NMomnb3yeTcs. S He Bepto B 3anpeTHble CUCTEMbI.
Bonpoc B TOM, 4TOGbI NpaBUbHO BO3rNaBUTb 3TO ABWXeHME. Tak, 1 HedaBHO
aenan pgoknag, OH HasbiBancsa «llokoneHwe aucnneesBy». KnioyeBon B 3TOM
Aoknage Obina MbiCnb, YTO cendac coBceM MOSoAoe MokorieHne obyyaetcs
nonb3oBaTbcs iPad paHblue, YeM YnTaTb U NUcaTb. ATO AAHHOCTb, XOPOLIO 3TO
NN NNOX0 — oTAenbHas TeMa. 9Ty JaHHOCTb TakKe HaZo ucnonb3oBaTb, ANA
TOro 4ytobbl fOANM MO COBEPLUEHCTBOBATL 0OOLEHNE U NMpUHUMAaTb y4acTue B
co3gaHun, B TOM Yucne, MHPOpMaLNOHHON 3KOCUCTEMbI JaHHbIX BOKpYr cebs, B
KoTopo MM 6b1I10 Obl KOMOPTHO M 6Ge3onacHo. B co3gaHne cuctemsl
6e30nacHOCTU HYXHO BOBMekaTb BCeX, KTo et nonb3yetcsa. K aTomy
npegpacnonaraloT camu «bonbline AaHHble» WM TEXHOMOMMU COBPEMEHHOTO

NHTEPHET-00LLEHNS.

D. Schlesinger:

Thank you very much, and | really appreciate your discussion about the younger
generation using apps before they can read, because what | wanted to do in the
remaining minutes is to ask the people here to spin ahead 20 years from now
and really see where things actually are going, because we are clearly on the
brink of some fundamental changes in our industry and our society, with a
generation that is going a completely different way. Alla, | will start with you.
From the development point of view, certainly the demarcation between the
developing and developed world is going to look very different because of

technology and mobile technology, especially.



A. Morrison:

A very good question. | think what big data is going to allow us is to basically use
the limited amount of resources that we have on this planet. We have a growing
population, and what we can do with data is use it like knobs. We can turn data
knobs to modify the use of resources in the most efficient way. There are very
interesting solutions in energy saving already, like the company Opower in the
United States. There are interesting solutions in transport and infrastructure

uses. | think this is the future, and this is what data can really do for society.

D. Schlesinger:

Fantastic, thank you. David, your crystal ball?

D. La Rose:

For IBM'’s perspective on this, | will come back to my original point: big data, as
Sergey said, has been around a long time. It was around in paper form; it is now
around in electronic form and digital form. It is going to continue to explode. Our
point of view is that it is not the big data itself but the analytics that you apply to
the big data to provide insight, which is to your point around the dials. Where is it
going? From our perspective, it is going cognitive. That is the next step. It is
systems becoming smarter, systems learning. Then it can be applied to health

care or public services. From my perspective, it is cognitive.

J. Macri:

Absolutely, big data has been around for a long time. What is different is the
explosion. To make that real, the estimate is that more unique content is going to
be created this year than in the last 5,000 years. That is the current estimate. So
that is what we are dealing with. | want to come back to a point that Christian
actually made, and he is absolutely right: it is going to be about the natural user

interface and how one can interact with that data, not just using a keyboard or



even a touch interface, but using voice and gesture. One example of that, as we
close, is a technology we developed for gaming called Kinect. It is actually used
in health care too for palliative care for people in remote locations in the Nordic
countries. They are using body tracking to see what is happening with these
patients remotely, and that gesture technology is then reading information back
to the clinician and giving them real-time information. That is what we are doing

today, so imagine what we could do in the future.

C. Morales:

| would just like to add to everything that has been said here, the technology and
the mobility, and add to this big data and analytics: imagine 5 or 10 years from
now, when each of us has some extension of the smartphone, the tablet, the PC
or whatever device we call it, so that we get some additional pieces of
information when we need it. This is going to help us exactly in the direction Alla
was commenting on, which is to optimize the usage of everything we have on
this Earth. There are going to be 8 or 9 billion people by that time, so this is going
to be absolutely critical and key to addressing big issues like energy, health care,
climate change, pollution, the environment, and so on; all of those big issues that

humanity has got to start thinking really seriously about for the forthcoming years.

W. Biao:

| am quite positive about big data in the future because big data can allow us to
share all the information. The world is becoming more flat than ever before, and
also, big data can drive innovation much faster than ever before. So for sure, big

data can improve quality of life as well.

D. Schlesinger:
Thank you. Alexey, from the perspective of planning a city’s growth and planning

a city’s data, how do you spin it out two decades from now?



0. lne3uHrep:
Alexey, from the perspective of planning a city, planning a city’s growth using Big

Data, how do you spit it out 2 decades from now?

A. Komuccapos:

Cnacubo, [oBua. A 6bl xoTen cHayana BblpasvTb MHEHWE MO NOBOAY ANCKYCCUN
BOKPYI 3alnTbl aHHbIX. MHe KaxeTcs, YTo oTHocuTenbHOo Big Data aToT Bonpoc
He SABNSETCA CYWeEeCTBEHHbIM, MOTOMY 4YTO MpPeMMywecTBo  «BonbLumx
OAHHbIX» — WMMEHHO B aHanuM3e obwero mMaccmBa, a He KOHKPETHOM
NHpopMaLMM O KOHKpeTHOM 4ernoBeke. Korga mbl obpaiwaemcs K «b6onbimm
AaHHbLIM» B ropoge, HaM HeuHTEepPeCHbl AaHHble O NepeMeLLeHNN KOHKPETHOro
YyenoBeka: HaM BaXHO CMOTpeTb TpeHAbl M obwwme notokn. A Obl xoTen
BOCMNOMb30BaTbCA BO3MOXHOCTbIO M nobnarogapute [aBuga v BCexX Konner:
ANCKYCCUSA 3Ta JIMYHO ONs MEHS1 OYeHb MHTepecHa, U s HameTun ans cebs
HEeKOTopble HOBble BO3MOXHOCTW, KOTOpPble ropod MOXeT WCNonb30BaTh B
OTHOWEHUN «BONbLWNX OaHHbIX». A TakkKe MOHAM, YTO HaM HYXXHO 6onblue
paboTatb C TeMW, KTO TakMMW AdaHHbIMM obnagaeTt, M HaxoguTb NyTn Ans

coTpyaHudectsa. Cnacubo.

D. Schlesinger:

Jon, your crystal ball?

J.F. Baksaas:

You asked about 20 years. That is an enormously long period if you look ahead.
But if you look backwards, in 1984, | travelled China with my backpack without a
mobile phone. There were no high-rises on the other side of the bridge from
Shanghai. There was only a green area. In 2004, Telenor had 20 million

customers. We were opting for emerging markets. Today, we have 180 million



customers, and we are deep into data communication in our business models.
Twenty years from now, | think we will look back at this kind of debate and say,
“Wow, did we really discuss that?” This will become the natural way of living, and
the interface will have moved many layers, if you ask me. Will it be in this format
or that format? That is difficult to say, but this is really changing the world, as we
have seen in other aspects that have changed the world over the last 20 plus

years. In that sense, | think we will see a lot of community.

D. Schlesinger:
Thank you for that. Michael.

M. Kleinemeier:

Yes, it is easier to look 20 years back than 20 years ahead, but | think we have
some new initiatives coming up: Internet of Things and all that stuff. | think we
also had big data in the past. The question was what can we do with big data and
how can we analyse this big data. There is also the new so-called in-memory
technology, where response time is no longer an issue, and also the amount of
data we can analyse in real time already matters today. This will give us totally
new opportunities in working on smart cities and smart energies and optimizing
our resources in the future. | think we have a lot of stuff to do in a collaborative
way in the future, but also optimizing and getting the right conclusions out of this

big data will, of course, change the world, hopefully in the right manner.

L.M. Amago:

| think cognitive data has been mentioned already, more intelligence in the raw
data that we are gathering today, with an important component, which is more
intelligent machine-to-machine communication. As an example, | have come
from Israel. | was there at the beginning of the week at a small start-up with an

advanced product, which is sound recognition. But not voice and not songs: it is



noise. They are proving that they can supervise machines, coffee machines, air
conditioners, industrial machines, etc., just by the pattern of their noise. They can
substitute most of the complex electronics that these machines have and replace
it with a simple chip that understands the pattern of the noise. It knows whether
the machine is working properly or is getting into a complex status, and they can
save a lot of money by analysing this pattern of noise. This is just an example of
young people out there understanding the world in a completely different way,
and | am sure that in the years to come we are going to see this machine-to-
machine communication with much more intelligent communication that will

provide new types of data.

D. Schlesinger:

Thank you for that. | have found this a very, very stimulating session. | think, for
me, when we have been talking about all this innovation, what has made me very
hopeful is how often the words ‘trust’ and ‘collaboration’ have come up, moving
from a time of pure competition to one where competition is actually framed in
very different terms, with much more of a trust element. | think that can only be
hopeful. Please join me in thanking these wonderful panellists, and we will see

how these years play out. Thank you very much.



