Confidentiality Agreement on Personal Data

	St. Petersburg
	“___” ________ 20__  



___________________, hereinafter referred to as ________________, represented by ________________, acting under __________________, and
the Roscongress Foundation, hereinafter referred to as the “Foundation”, represented by Director of Information Security Vladimir Igorevich Lytkin, acting under Power of Attorney No. РК-24/Д/157 dated 6 December 2024,
hereinafter collectively referred to as the “Parties” and individually as the “Party”, have entered into this Confidentiality Agreement on Personal Data (hereinafter referred to as the “Agreement”) as follows:
1. Subject of the Agreement
1.1. [bookmark: _Hlk194871361]In connection with the performance of contractual obligations, the Parties undertake to ensure the confidentiality of personal data obtained in the course of executing contracts and/or the Assignment for the Processing of Personal Data of individuals involved in the preparation and conduct of, as well as participating in, events organized by the Roscongress Foundation in 2025 (hereinafter referred to as the “Assignment”).
2. Terms and Definitions Used in the Agreement
2.1. The terms used in this Agreement shall have the following meanings:
Personal Data – any information relating to an identified or identifiable individual (data subject), either directly or indirectly.
Information – data (messages, details) regardless of their form of presentation.
Confidentiality of Information – an obligation on the part of the recipient of certain information not to disclose such information to third parties without the consent of its owner.
[bookmark: _Hlk194871095]Disclosure of Personal Data – any actions (or inactions) resulting in personal data, in any form (oral, written, or other, including via technical means), becoming known to third parties without the written consent of the data subject, except where provided by federal law.
Dissemination of Personal Data – actions aimed at making personal data available to an indefinite number of persons.
Provision of Personal Data – actions aimed at making personal data available to a specific person or a specific group of persons.
3. Rights and Obligations of the Parties
3.1. To fulfil the subject of this Agreement, the Parties undertake:
3.1.1. [bookmark: _Hlk194870415]To process personal data received from each other solely for the purpose of executing concluded (or to be concluded) contracts and/or the Assignment in compliance with the requirements of the legislation of the Russian Federation on personal data, as well as the internal regulations of the Parties in this area. Personal data processing includes, with or without the use of automation, the following actions: collection, recording, systematization, accumulation, storage, clarification (updating, modification), retrieval, use, transfer (provision, access), blocking, deletion, and destruction of personal data.
3.1.2. To maintain the confidentiality and security of personal data during processing, and to implement legal, organizational, and technical measures to protect personal data from unauthorized or accidental access, destruction, modification, blocking, copying, provision, dissemination, and any other unauthorized actions, in accordance with Article 19 of the Federal Law “On Personal Data” and internal regulations of the Parties.
3.1.3. To transfer personal data only by means that comply with the legislation of the Russian Federation. Any documents containing personal data shall be sent as registered (valuable) mail or delivered by couriers of the Parties.
3.1.4. Not to transmit personal data (or documents containing personal data) via open communication channels, external computing networks, or the Internet without implementing the security measures agreed upon by the Parties.
3.1.5. To handle personal data and physical data carriers in accordance with the internal regulations of the Parties.
3.1.6. Not to distribute or disclose (including through sale, exchange, or publication) personal data received from each other by any means, including photocopying, reproduction, or electronic media, without the prior written consent of the other Party.
3.1.7. To provide personal data to government authorities and other state bodies only in cases and in the manner prescribed by the legislation of the Russian Federation.
3.1.8. To immediately notify the other Party of any instances or attempts of unauthorized access to received personal data, as well as any other violations related to the processing of personal data.
3.2. The Parties shall not engage in cross-border transfers of personal data.
4. Additional Conditions
4.1. Personal data and/or information containing personal data remain the property of the transferring Party.
4.2. The transferring Party has the right to request the return of personal data (or documents containing personal data) at any time by sending a written notice to the receiving Party.
		Within thirty (30) days of receiving such notice, the receiving Party must return all personal data (or documents containing personal data) and destroy all copies, materials, and other physical data carriers in its possession, as well as ensure the destruction of any such data held by third parties to whom it was transferred, in compliance with the terms of this Agreement.
4.3. The rights and obligations of the Parties under this Agreement shall pass to the legal successor(s) in the event of a reorganization of either Party. In the event of liquidation, the liquidating Party must return all original documents and destroy all personal data and data carriers before completing the liquidation process.
4.4. Responsibility for monitoring compliance with the processing and confidentiality of personal data within ____________ is assigned to __________________.
		Responsibility for monitoring compliance with the processing and confidentiality of personal data within the Foundation is assigned to the Director of Information Security Vladimir Igorevich Lytkin.
4.5. Any matters not covered by this Agreement shall be resolved in accordance with the legislation of the Russian Federation.
5. Liability of the Parties
5.1. A Party that discloses or disseminates personal data shall be liable in accordance with the legislation of the Russian Federation, including liability for any losses incurred by the transferring Party as a result of the receiving Party’s disclosure of personal data.
5.2. Any disputes or disagreements arising between the Parties in connection with the execution of this Agreement shall be resolved through negotiations.
5.3. If no agreement is reached through negotiations, any disputes, disagreements, or claims concerning the execution of this Agreement shall be settled in court in accordance with the legislation of the Russian Federation.
6. Duration of the Agreement
6.1. This Agreement enters into force on the date of its signing by the Parties and remains in effect until 31 January 2026.
7. Final Provisions
7.1. In accordance with Clause 2 of Article 160 of the Civil Code of the Russian Federation, the Parties agree that facsimile signatures, whether produced by mechanical means, other means of reproduction, or any other analogue of a handwritten signature, shall be deemed valid for the purposes of this Agreement.
7.2. This Agreement is executed in two copies, each having equal legal force, with one copy for each Party.
7.3. Any amendments, modifications, or additions to this Agreement shall be valid only if made in writing and duly signed by authorized representatives of both Parties.
Signatures of the Parties:
	______________________

Legal Address:
______________________________________
______________________________________

Actual Address: 
______________________________________
______________________________________

Taxpayer Identification Number (INN): ______________________________________Tax Registration Reason Code (KPP): ______________________________________Primary State Registration Number (OGRN):
______________________________________All-Russian Classifier of Enterprises and Organizations (OKPO): __________________
Banking Details: 
______________________________________
______________________________________Bank Identification Code (BIC): ______________________________________
Correspondent Account: ______________________________________ Payment Account: ______________________________________




	The Roscongress Foundation

Legal Address:
12, Krasnopresnenskaya Naberezhnaya, Entrance 7, Room 1101, Moscow, 123610

Actual Address: 
88A, Sredny Prospect, V.O., St. Petersburg, 199106

Taxpayer Identification Number (INN): 7706412930
Tax Registration Reason Code (KPP): 770301001
Primary State Registration Number (OGRN): 1077799005426
All-Russian Classifier of Enterprises and Organizations (OKPO): 99646931
Banking Details:
PJSC Bank St. Petersburg, St. Petersburg, 

Bank Identification Code (BIC): 044030790

Correspondent Account: 30101810900000000790
Payment Account: 40703810148000002341


	General Director


__________________/________/
Corporate Seal (if applicable)
	Director of Information Security


_____________/Vladimir Igorevich Lytkin/
Corporate Seal (if applicable)



