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E. Auchard:

That video spelled out a few of the issues we are going to be talking about today.
This panel appears to be about cyber crime. | say that, because nothing in this
subject is ever what it seems. Things are very murky whenever we talk about
cyber crime and try to attribute responsibility for what is happening. The format
today is that we are going to have the various panellists give short introductions
about their take on this particular issue from their company or regulatory
perspective. | will follow up with specific questions from each of the speakers,
and then we will open it up for members of the audience to ask questions of the
panellists. | just want to make sure to point out that four of our panellists are over
there; they are very much a part of the panel, but it is just that our format is such
that we have a round table plus four more. With that, | would like Jon Fredrik to

get started.

J. F. Baksaas:

Thank you, Eric. | have the luxury of having the “B” in the alphabet. | am ready to
start. The question about cyber security is a question that comes to mind through
examples, which we just saw. The other side of this coin is that while the world
goes digital, we tend to see the opportunities of that digitalization very clearly,
and many companies rush for their opportunities. But there is still a whole
ecosystem in play here, with lots of elements that form what is perceived or the
actual security level of things when they reach the consumer or the user, whether
that is a company, a government institution, a bank, or an individual. It is a very
complex world out there to be able to say that this is an absolutely secure
environment.

My hat today is GSMA. GSMA is the industry organization of mobile operators in
the world. Basically, all mobile operators are members of this association. And in

this association, cyber security is, of course, a very central point. But we are only



one element of the many elements that need to take part in the security
guestions around societies becoming more digital.

The first aspect of what we are concerned about in this organization, GSMA, is
the network access security element. Who is on the network on any point in
time? What is that player in the network doing in the network at all times? That is
our number one concern. Here, we are working with industry players in the
ecosystem in general, but also with communities of hackers in a kind of friendly
setting where the network access element is being put up to special tests, and as
such, developing. It is widely known that the 2G protocol that was launched in the
late 1980s has been exposed and can be fairly easily penetrated these days. But
on the other hand, both the 3G and the 4G protocols are much better. Are they
bulletproof? Probably not. But they are at least on a completely different level
than the 2G.

The new element that is coming up is the Internet of Things. An Internet of
Things is described as a phenomenal opportunity for many players, addressing
new needs for everything related both to companies’ usage and individual usage.
The potential is so strong. But on the other hand, if the Internet of things does not
have a security element attached to it that is also very strong, we will have a
severe problem, both when it comes to cyber crime and also for many other
potential issues. So, one could say that as industry players with network
capacities, we are moving slowly in that direction.

That slowness is also a concern and mirrors the need for security on the Internet
of Things coming into the world. Because, as an individual, | want my Internet of
Things to be secure; | do not want any one of you guys to look into my things. |
think that goes without saying; that is normal consumer behaviour. But on the
other hand, can network operators and the ones that offer you this Internet of

things guarantee this going forward? That is a big question. So let me stop there.



E. Auchard:

Next, German? Maybe you could say some introductory comments?

. KnumeHko:

Cnacnbo. A gaensatocb coBeTHukoM [lpesvpgeHTta [lyTvHa W nNpeacraBnsto
NHctntyt Passutna WHTepHeTa, KOTOPbIA MO €ero nopyvYeHuto 3aHuMaeTcs
WHTerpaunen MHtepHeta c oTpacnamm 9KOHOMUKU. Tema knbepbesonacHoOCTH
OYeHb BaXKHa, HO CHa4dana s xotesi Obl 06paTUTLCA K UcTopun. YenoseyecTBo
ThicAYENeTUsSMN  3aHMManocb cBoen 6GesonacHocTbo. OHO  BbipaboTano
npeKkpacHble MexaHu3Mbl NS 3awuTbl ABepen (KMyu, curHanusauus), geHer
(Bekcenss ana ux 6e3onacHonM NEPEBO3KU) M HECKOSNbKO ThICAYENETUA XKUIo
npekpacHo. Ho B nocnegHne p[ecaTb NEeT  BbICHUIOCb, 4YTO BCE €ero
KOPrNOpaTMBHbIE M YaCTHble TavHbl BAPYr CTanuM OTKPbITbIMU. Y HAc HEeT Hu
KBanudukaumm, HMU onbiTa, NepeaaBaemMoro U3 MNoKOSIEHUS B MOKONEeHue, Ans
KOHTPOSIS 3a MMYLLECTBOM, 3a MHdopMaumen, 3a AeTbMU, Aaxe 3a MbICISMU.
CnpaBegnueo ObIfI0 ckaszaHO Npo WMHTepHET Bellen: korga B BalleM AoMe
XONOAUIbHMKM HE TONbKO HaYMHAKT pas3roBapuBaTb, OHM €Lle U CTaHOBATCS
YA3BUMbIMKW, OT OTOr0 Aenaetcs ctpawiHo. lMnoxo, ecnn CKUCHET MOSIOKO, HO
ropasgo xyxe, ecnu Bawa nuyHasa nHgopmaums nonageT K KOHKypeHTam. beaa
3aKn4aeTcs B TOM, 4YTO OpraHbl, KOTOpble [OOMKHbl obecneunBaTb
©e3onacHOCTb rpaxnaH U npeanpusTMii, TO ecTb cucTeMa MonuuumM U apMuu,
BOPYr nNepectann OencTtBoBaTb, ONATb Xe 3a OTCYTCTBMEM  HY>KHOW
KBanudukaumm n onbiTa.

bykBanbHO BYepa A Obin Ha TeneBmanmoHHOM woy y [letpa ToncToro, rae
obcyxganucb Tak HasblBaemble rpynnbl CMEPTUM W MNoAHMManacb Ta Xe
npobnema. 34ecb roBOpMin B OCHOBHOM O «Kerfe3e» M TeNeKoMMYyHMKauMsX, a
s 6bl xoTen noroBopuTb 06 MHTepHeTe. Halwwn rpaxgaHe HaKoHeu-TO y3Hamnwu,
4yTO 4Yepe3 VIHTepHET MOXHO He TONbKO nepenucbiBaTbCs, BNHOOGNATLCS, HO U

AoBoAMTbL A0 camoybuictBa. MHorme nodvyBcTBOBanu 6orbluoe, arpeccuBHOe



XenaHue Bce 3akpblTb. Beab npobnema kmbepbesonacHoCcTH, Kak nitobon gpyron
6e30nacHOCTN, — 3TO ee CTOMMOCTb U 3(PEPEKTUBHOCTb. [MOHATHO, YTO MOSHbLIN
KOHTPOSIb 3@ HOBbIM SIBfIEHMEM, MOKA YTO Mario3HaKOMbIM, MOXHO MOMYyYUTb,
BOCNonb3oBaBWMKCb onbiToM nunboo CesepHonm Kopew, raoe BooOwe Bce
3anpewleHo, nnbo Kutaa. O6wecTtBO — U Mbl 3TO BUOMM — CKIOHSAETCHA K
XECTKMM Mepam No OTHOWeHU K camomy WHTepHeTy. bepa 3akno4vaetcs B
TOM, YTO Mbl Xopowwo noMHum onblT CoseTckoro Coto3a, Korga Obin BBeAeH
CYyXOW 3aKOH, U B pe3ynbTaTe ftogn He nepectanu NnTb, NOTOMY YTO UM He Janu
3aMeHuTEeNb, a CTanu ynotpebnatb ApyrMe HanuTkW, YTO He pas NPUBOAMMNO K
Tparegum.

Hawa ocHoBHaa 3agjava, B TOM 4uCIie Ha 3TOW BCTpede, He CBOOUTCH K
AnarHocTuke nNpobnembl, OHa o4YeBUaHA: OTCYTCTBME ONbiTa. A BbIpOC BO ABOpPE,
Yy MeHs1 Obll O4YeHb OrpaHuMYEHHbIN Kpyr obuieHus, poauTenu 6binn gna mMeHs
6e3ycnoBHbIM aBTOPUTETOM. COBPEMEHHBIE AETU PaCTYT B COUMArbHbIX CETSX, Y
HUX aBTOPUTETbI COBEpLUEHHO Apyrne, U Mbl He 3HaeM, Kakue MOoCTaBUTb
OrpaHNYeHns, Hy>XHbl N1 3TU Mepbl. Mbl BCTPETUNIUCL C HOBbIM SIBfIEHMEM, a
HensBecTHoe nyraet. BaxHo, 4TOGbl ucnyr obuwecTBa He npeBpaTUCA B
XKECTKMUI KOHTPOIb N CaHKUMK, BEAb OHU MOTYT yOUTb HOBYO S3KOHOMUKY. C TOYKM
3pEeHNs MHTEPHET-TeXHONOrMM Poccna cerogHs BbIrMSANT HACTOMbKO XOPOLLO Ha
doHe Opyrnx cTpaH, YTo HeobxoaMmMOo MckaTb 6anaHc B pasBUTUM U HU B KOEM
cnyyae He nog BMOOM 3awmTbl (MHOrga 3TO OYEHb BbLIFOAHO — oOnNepupys
Bonpocamu 6e30nacHOCTU, XECTKO orpaHMymBaTth passutmne). Mbl U Tak O4YeHb
OonesHeHHO BocCnpuvHUMaem nwbble 3anpeTbl, 3TOMY CMNOcobCTByeT Hala
HacneacTBEHHAs NamsTb. TeM He MeHee MHE KaXeTcCsl, YTO KapTuHa pa3BuUTUS
Ha OaHHbIN MOMEHT NosoXnTernbHas. Hy>XXHO TONMbKO TOYEYHO AMarHoCTUpOBaTb
NpobremMbl U To4eYHOo ux pewatb. C 3TMM NpekpacHO CnpaBfiseTca crneayoLwmnm

BbicTynatowmn. Cnacmbo.



E. Auchard:

Next I'd like to have Stanislav.

C. Ky3sHeuoB:

HoGpbin geHb, gambl M rocnoga. A npeactaesndaw CbepbaHk Poccumn. 310
KpynHenwmnin 6aHk B LleHTpanbHon n BocTtoyHom EBpone. Mebl, Kak n gpyrue
PMHaHCOBbIE KpPeaUTHbIE YYpeXOeHUS U KPYMHble KOoprnopauun, KOHEYHO Xe,
ctankmpaemcsa ¢ npobnemon obecneyeHusi kmbepbesonacHoctn. A Obl xoten
NPOAOIXUTL TeMy, KOTOpylo 0603Hauun MoH. OH ckasan, 4Tto Mbl MbiTaemcs
pewnTb 3Ty Npobnemy B TeYeHME yxKe HECKONbKMX NeT. MHe KaxeTcsl, akTUBHas
dasa NpoTUBOCTOAHUA KMbepyrpo3am HacuuTbiBaeT 12—15 net. CyuwecTtBytoT
TPV OCHOBHbIX HanpaBneHust kKnbepnpecTynneHnn: 6okMpoBaHne 4EATENBHOCTH
komnaHum — dopmat DDoS-aTak BCEM W3BECTEH; BOPOBCTBO [AaHHbLIX U
MCMONb30BaHNE WX B KPUMUHAmNbHbIX LEenax; YynpaBreHue pasnnyHbiMU
cuctemMamMmm OT UMEHN 3TUX KOMNaHUI. BbinNu NonbITKW ynpaBnaTb asponopTamu,
camorieTaMu u Tak ganee.

CbepbaHk Poccumn BcTpeyaeTcs ¢ NogOOHbIMU Yrpo3aMun eXXeJHEBHO U, KOHEYHO
Xe, paspabaTbiBaeT CUCTEMY MPOTUBOCTOSHUA. DTN 15 NeT MOXHO pas3genuTb
Ha Tpu aTana. B Hayane 2000-x rogoB BCe MCNOMb30Bann aHTUBUPYCbl U Bbinu
AOBOJSbHbI. Y>Xe 4yepe3 ceMb-BoceMb neT, npumepHo B 2010 roagy, ctano AcHo,
YTO aHTMBMPYCbl HE CNPAaBNSAKTCA C NOCTABMEHHOW 3a4aden, U Havancs atan Tak
Ha3blBaeMbIX paccrieqoBaHuM, MOUCKOB MNepBONPUYUHBLI npoucxoaswero. [lo
3TOMY MyTU LWEN BECb MUP — KTO-TO ObICTpee, KTO-TO YyTb MeASIEHHEE, KTO-TO
BooOLle TomTancsa Ha mecte. Yxe B koHue 2015 — Hauvane 2016 roga Mbl
oKasanucb Ha nopore HOBOW 3pbl — 3pbl MCKYCCTBEHHONO MHTENNEKTa, Korga
Ha3pena HeobXxoAMMOCTb MOSIHOW Kornabopauun M Ucnonb3oBaHus obnakos,
BCE OOJIKHbI XOPOLLO 3TO NOHUMATb.

BesycnosHo, Hac GecnokoAT ungpbl: 06bem yuiepba oT KnbepnpecTynneHmn u

pacxodbl KOMMNaHWIA Ha 3alUMTy, a TakkKe YMCrno KMbepnpecTynHUKOB B MUpe —



cerogHa ux okono 40 MunIMOHOB YvenoBek. [MaBHas 0COBEHHOCTb COCTOUT B
TOM, YTO UcYyesnu rpaHuLbl. Ecnu paHblie npaBooxpaHUTESbHbIE OpraHbl UMenu
npeAcTaBrieHMe O pasmMepax npecTynHOW TrPpynnUPoOBKW, TO Tenepb BCe 3TO
YMHOXWIIOCb B COTHM pas3, MNOTOMYy YTO TrpaHWUL, He CyulecTByerT.
[MpoTuBogencTBMe B CTpaHax Mypa CTPOUTCA MO TpeM HanpasneHusm. [Nepsoe
— 3aKoHOJaTeNnbHOe, OHO 3aKf4aeTcd B CO34aHUM CUCTEMbI  3aKOHOB,
HaueneHHbIX Ha 6opbby ¢ kMbepyrpo3amn. Bropoe — oTpacnesoe, koraa uenble
oTpacnM co3galT CBOM  CUCTeMbl  npaBwusi, o0BMeHa  MHMopmMauunen,
onepaumoHHbIX AenctBun. Hanpumep, B pMHAHCOBOW oOTpacnu 3ayucrieHue
AEHer Ha Te WM WHble cyeTa UMeeT onpedesieHHble npasuia U cUucTemy
3awmnTbl. TpeTbe — KOoprnopaTMBHOE, KOrga KpyrHble Koprnopauuu CTpOsT
CcOBCTBEHHbIE CUCTEMbI 3alLMThl. Pa3Bntne aTnx Tpex HanpasreHun NponcxoanT
HepaBHOMepHO. [lockonbky B Poccun Ha CerogHAWHUMA OeHb MOYTU He
cyulecTByeT 3akoHOB B cdepe kubepbesonacHoCTH, ycunus Koprnopauun
nepexoaaT B MOMOXeHWe HOMep TpWU, TO €CTb OHM BbIHYXOEHbl co3[aBaTb
COBCTBEHHbIE CUCTEMBI, UCTIbITbIBAs 60MNbLUYIO NOTPEOHOCTL B pa3BUTUM NEPBOIO
N BTOPOro YPOBHS NOAOEPXKM CO CTOPOHbI rocyAapcTaa.

MpumepHo ¢ aekabpst CoepbaHK Hayam MOHUTOPUHI CUTyauuu C BUpycaMmn B
MUpe, B CaMbiX pasHblX CTpaHax. Mbl yBuaenu, Kakme CTpaHbl HaxXOASTCHA B
nydwen cutyaumm, a Kakme B xyawen. fA  BbIHYXOEH C COXaleHuem
KOHCTaTupoBaTtb, YTo Poccunsa cerogHa — MULLEHb HOMEpP OAMH, FMaBHbIN OO BLEKT
BHMMaAHUSA XaKepoB WM KMOepnpecTynHUKOB. OTO CBA3aHO cO crabocTbio, BO-
NepBblX, Halero 3akoHo4aTenbCTBa, a BO-BTOPbIX, MPaBOOXPaHUTENbHOM
cuctembl. 1o konmyecTBy OHa wuMeeT OonbliMe BO3MOXHOCTW, HO CeTb
NPOTUBOLENCTBUS KMBepnpecTynHMKkamMm LOCTAaTOMHO Hebonblwad. N B-TpeTbux,
3a4yacTylo Mbl He UMeeM oBLwnx npasun ana obmeHa nHdopmaumen. MNMpuseny
npyMmep: 40 CUX NOp HU BaHKK, HU TENeKOoMbl HE UMEKT eaAnHON 6a3bl AaHHbIX,

yTOObI OOMEHMBATLCSA CTOMN-NUCTaAMM, OncKkpeanTnposasLLNMUA cebs HOMeEpaMun



TenedgoHOoB, KapT 1 Tak ganee. Y Kaxgoro eCTb CBOW CTOM-AINCT, HO OHU HUKaK He
CBsi3aHbl APYr C APYrom.

Uto penaet CO6epbaHk? OH uaeT no TpeTbemy nyTu: co3gaeT COBCTBEHHYIO
CUCTEMY, NpuUBreKas BHUMaHME roCyAapCTBEHHbIX MHCTUTYTOB, YTOObI caenaTb
BCE BO3MOXHOE AN1s1 YCUNEHUsI NEPBOro, 3akoHogaTenbHOro nytu. B yactHocTy,
B Mae npowusioro roga no uHuumnatmee CbepbaHka Obina BHeceHa nornpaBka B
ctratbto 187 YK, n Tenepb 3a CKMMMMUHI cTann faBaTb WeECTb NeT JNULWeHUs
ceoboabl. CTtaTucTMka 3TOro BMAa Kpaxu cpasy nowna BHU3. Kak Tonbko
rocygapCTBO HaUYMHAET pearmpoBaTth, Mbl BUOMM XOPOLUYO CTaTUCTUKY.

He mory He KOCHyTbCA TeMbl, KOTOpyk nogHsn epmaH KnumeHko, — Temy
Oecnokonctea, wucnyra. [lpuywno BpemMsa Cepbe3HO [OBOPUTb O KyNbType
knbepbe3onacHOCTK, CErogHs OHW MMEKT OONbLUOE 3HAYEHME HE TOSbKO AfS
KOMMaHWA U rocygapCTBEHHbIX MHCTUTYTOB, HO 1 Ansa obuwecTtea B Lenom. Mol
yXXe nonanu B HOBYK pearibHOCTb, M AO0SKHbl BblpaboTaTb HOBbIE MPUBLIYKN,
cBsi3aHHble C cobntogeHnemM npasun knbepbesonacHOCTU, NOAOOBHO NpPUBLIYKE
BbIXOAS W3 KBapTUPbl MNPOBEPSATb, €CTb N KNunm B KapmaHe. CbepbaHk
ABuraeTcd no 9TomMy nyTn, paboTaeT C COTPyAHMKaMW, WHCTPYKTUPYET,
opraHm3yeT nekunn, NpoBoAUT yyeHus. 1o MOeMY MHEHUIO, CaMblil HarnsiAHbIN
npueMm — AOEeMOHCTpaumusa COTpyAHWKaAM TOro, YTO NPOMCXOOMUT, KOrda Xakepbl
3apaXkaloT KOMMbIOTEP KEPTBbI, N KaKOBbl NOCNEACTBUSA. DTO AOCTAaTOYHO NErko

nokasaTb 1 o4eHb 3PeKTMBHO. bonbLioe cnacmnbo 3a BHMMaHue.

3. Ouapa:

Thank you very much. llia, maybe we could have you go next?

WN. CaukosB:
Cnacnbo 3a BO3MOXHOCTb CKasdaTb 34eCb napy crnos. XoTs no obpasoBaHuio s

TEXHUYECKUA CMNeumnanucT, KOMMbITEPHbIA KpuMuHanucT, u Group-IB nenaet



MMEHHO TexHonoruu, s xoten 6bl OCTAHOBUTLCA Ha 4ernoBeyeckoM dakTope
KnbepnpecTynHOCTU, NOTOMY YTO 3a NPECTYNSIEHUSAMN CTOAT KOHKPETHbIE Moau.
CpegHun BO3pacT KOMMbIOTEPHOro MPecTynHuka, B ToM 4yucne B Poccun, —
npumepHo 25—26 net. OdmumaneHasa ctatuctmka MB[L Poccuu nokasbiBaer,
YTO HM OAHOrO YerioBeka B Bo3pacTte A0 18 neT K yrofiloBHOM OTBETCTBEHHOCTU 3a
KOMMbIOTEPHbIE NpPecTynneHuns He npuenekanu. B 2015 rogy 6bina paccmoTpeHa
61 000 pen o nogpocTKoBOW npecTynHocTu, B Mmapte — 12 000 gen, HO Hu
OOHOr0O — MO KOMMbITEPHBIM MpecTynfieHnam. Takmm obpas3om, Ha aTane
dopMupoBaHMs 3TON NpPobnemMbl Mbl MMEEM OrpoOMHOE KONMUYEeCTBO noaen,
KOTOPbIX HUKTO HE MOHUTOPMUT.

KTo >xe cosgaeT npecTynHble TexHonormm? Ytobbl MOHATL 3TO, Mbl NPOBOAUM
COBMECTHOE WuccnefoBaHue C NATbIO By3aMu, OBYMSI POCCUMCKMMU U Tpems
amepukaHckMmu. lonyyaeTtcs, 4TO reHuanbHble BUpyconucaTenn — 9TO valle
Bcero nogun ¢ aytmsamom. Cam no cebe oH He sBndeTcs npobnemon, cpeau
Hawunx KpumnHanuctos B Group-IB ToxXe ecTb nogu ¢ aytmsmom. [pobnema B
TOM, 4YTOObl €elle Ha 3Tane AeTCKMX YYeBHbIX 3aBefeHUn Takue nan Obinm
AETEKTMPOBaHbI rOCYyA4apCTBOM U onpefesieHHbIM 06pa3oM BOCMUTaHbI, MOTOMY
YTO HeOOCTaTOYHOEe BHMMaHMEe U arpeccusi, KOTopyio B obLliecTBe BbI3bliBalOT
NNYHOCTHN, HE NMOXOXME Ha OPYruX, BbI3blBAKOT OTBETHYIO arpeccuto, 1 MHorga oHa
NpoSABMSETCA B BUAE reHnanbHbIX KOMNbIOTEPHbBIX NPECTYNNEHUN.

Ewe opgHa npobnema cBszaHa ¢ nonutukon. bopbba ¢ knbepnpecTynHOCTbIO
HUKOMM OBpa3om He [OorfmkHa OblTb NONMTM3MPOBaHa, NOTOMY 4YTO B VIHTepHeTe
HeT rpaHul, KOMMbIOTEPHbIE NPECTYNNEHNA — 3TO €ANHCTBEHHbIE NPECTYNNEHNS
B MMpe, KOTOpble MOXHO COBEPLUNTbL M3 OLHOW CTpaHbl B CTa APYrvx cTtpaHax
OOHOBpPEMEHHO. TaK MHOrmMe pycckue Xakepbl, Haxogsuwmecss B pPO3bICKe,
yes3xalT Ha YKpauHy W oTTyaa BOPYT OeHblM Yy POCCUMUCKMX ©OaHKoB, a
YKpavHCKne yesxatT B Poccuio 1 oTcrofa BOPYHOT OEHbIMMN B YKpaMHCKMX GaHkax.
Bopbba ¢ KOMNbIOTEPHOM NPECTYNHOCTBIO AOSMKHA ObiTb Moxoxa Ha 6opbby C

6onesHamn unu rnobansHbIM NoTenneHnemM. 3To obuwas npobnema. B atom rogy



Mbl CTanu cBuAeTenaAMu TOro, Kak artaka Ha KasaHCKui BaHK nomeHsana Kypc
pyons, a mecdy Hasag Ha koHdepeHuum Positive Hack Days abcontoTHO
peanbHas MoAenb OeWCTBYHOLWEN MOpPo3NeKkTpocTaHuMmM C  OencTByloLlen
cuctemon 6esonacHocTM Obina B3nomMaHa, M BUPTyanbHbIA ropod 3aTonuna
Boaa. K cuactbio gna obuwiectBa, NoOka 4YTO OCHOBHasi LENb KOMMbIOTEPHbIX
npectynneHnn — peHbrn. Ho yxe y ogHoro tonbko UIUJT cenyac ectb 12
aKTUBHbIX KNGepTeppopUCTUYECKUX TPYNMNUPOBOK, Npecrnenyowmx COBEpLUEHHO
apyrue uenw.

A BblgBurar 4vetbipe Te3nca 60pbbbl C KOMNLIOTEPHOW NPECTYMHOCTLI0. Bo-
NepBblX, HYXXHO MOHMMaTb MOTMBbBI U paboTaTb C noabMmu ewe B getcree. B
obuiecTBe OOMKHO ObITb BOCMNTAHO OTHOLLEHNE K KNOEpnpecTynHMKam: onpochl
0o0LEeCTBEHHOr0 MHEHMSI MOKa3blBalOT, YTO HEraTMBHOMO OTHOLLUEHUSI K 3TOMY
BMOy nNpecTynHoctm B uUenoMm Yy HaceneHus Poccuun, CLUA wn EBponbl He
cyllecTByer.

BTopoe: 6opbba ¢ KOMMLIOTEPHBIM NPECTYMNEHNEM OMMKHA NMPOXOANTb MOSHbIN
UMKN — OT BOCNUTAHWA [0 OnpedeneHHbIX 3aKOHOB, MNpaBOMPUMEHEHUs u
HabnoaeHna no Bbixode M3 TiopbMbl. Cenvac Takaa paboTta He BegeTcs. MHorne
KOMMbIOTEPHbIE MNPECTYMHUKM 3akaH4MBalOT Kapbepy 3a ABa roga: 9TOro
AOCTaTOYHO, YTOObI MOMHOCTLIO feranu3oBaTbCA B KayecTBe pearnbHOro
6usHecmeHa. 1 B Poccun, n BO MHOrMX ApyrMx cCTpaHax ecTb MPecTyMnHble
rpynnbl, 3aHMMaKLWKnecss U pecTopaHHbIM BU3HECOM, U KMHOBM3HecOM (criydam
2015 roga). B npownom aTux rpynn — KOMMbOTEPHAdA NPECTYNHOCTb, HO cenvac
OHW BbIMMAZAT Kak abCcontoTHO nerasbHbIn BU3Hec.

TpeTun BaxHbIM Te3uc: B OGopbbe C KOMMbOTEPHBIMU MNPECTYNNEHUSAMU He
AOIMKHO ObITb  HWKAKOW MNOMWUTUKKW, WHA4ye BCE 3aKOHYUTCS rnobanbHOn
TEeXHOreHHOM KaTacTpodon.

HakoHeu, 4 abconoTHO cornaceH ¢ nosvumen CbBepbaHka no nosoay
KOppensunm AaHHbIX, eauHblXx 6a3 OaHHbIX U paHHEro npeaynpexneHnsa aTak.

MMeHHO 3TO no3BONMMT OOpOTbCSi C  KOMMbIOTEPHLIMU  MPECTYMNIIEHNUSIMU



TexHonornyeckn. Ho, BEpHYyCb K Te3ncy HOMep OAUH. 3a KOMIMbHTEPHbIMU
npectynneHnamMmm CTtoAat argn, 1 HACTO TEXHONOIM4eCcKu, 6es pa6OTbI C noabMm,

BOMPOC KOMMbIOTEPHOW NPECTYNHOCTM pelleH He 6yaeT. Cnacubo.

3. Ouapa:
Ruslan, maybe you could tell us about some new technology developments that

may come to bear in this discussion?

P. lOHycoB:

Cnacubo. A npeacraBnawo  Poccuincknin  kBaHTOBbLIM  LeHTp.  Konneru
NOAYEPKHYINN HECKOSbKO acnekToB Knbepbe3onacHOCTU: TEXHUYECKUA — BaXXHO
NMETb MPOTOKOSIbl LLMEPPOBAHUSA, KOTOPbIE CIOXHO UMM HEBO3MOXHO B3riOMaThb,
— coumaneHblM M Tak ganee. 3a nocnegHue 10—15 neTt Bo3pocna posib
NHpopMaLMM N, COOTBETCTBEHHO, BO3poCnu puckn. Cenyac, korga Mbl rOBOPUM
0 KkmbepbesonacHOCTU, Mbl nogpasymMeBaeM pPUCK MOTepATb AeHbrn. Ho B
cneayouwme 10—15 net Mbl 6yaem pUCKOBaTb XKU3HbKO UMW 300POBLEM, MOTOMY
YTO 9TO KOCHEeTCHd, Hanpumep, WMMAAHTOB, W CTOMMOCTb nepeaaBaemMoun
NHdoOpMaLumM BblpacTeT elle pa3. KBaHTOBbIN LEHTP Oblfl opraHM3oBaH NATb NeT
Hasag C LUernbld CO34aHWA KBAHTOBOrO KOMMbKOTEpPA W OPYrUX KBAHTOBbIX
TEXHOMOMMN W BbINyCKa UX Ha PbIHOK. Bce aTm rogbl B Mype Hapg co3gaHuem
KBAQHTOBOro KOMMbloTEpa paboTaeT MHOro rpynn, u ata uenb M3 aeMepHon U
HEeMNOHATHOM CTaHOBUTCA ocylecTBumMon Yepesd 10—15 net. 3gecb npucyTcreyeT
npodgpeccop Tommaso Kanapko, OH nydlle paccKaXeT, Koraa 9TOT KOMMbTep
NOSIBUTCS U KaK CUINIbHO OH U3MEHUT Hall Mup.

A 6bl XOTen CKOHUEHTPUPOBATLCA Ha OOHOM M3 pe3ynbTaToB MOSIBEHUS
KBAHTOBOro KOMMbIOTEPA, a WMEHHO Ha ero BO3MOXHOCTU dewundpoBaTb
AencTByoLMe anroputMbl — TeM CaMbiM CUCTEMbI LUNGPOBAHUSA, KOTOpble
cenvyac OYeHb LUMPOKO NPUMEHSIOTCH, cpaldy OyayT auckpeoumtmpoBaHbl. bonee

Toro, ecnu, Hanpumep, B CLLUA noaBnTCs KBAHTOBbLIN KOMMbLIOTEP, Mbl MOXeM 06



3TOM He Yy3HaTb, B CTaTbAX 00 3TOM He HanuLyT: 3a4eM nucaTb, €CIN MOXHO
CMOKOWMHO ero mcnosnb3oBatb. Bce 31O BbIMAAUT Noxo, HO Ha caMoOM fJene B
KBAQHTOBbIX TEXHOMOMMAX €eCTb W MNO3UTMBHbIE CTOPOHbI: Ha Kaxabli Meu
HaxoauTca WuT. Pag npobnem peluaeT TEXHOMNOMS KBAHTOBOW Kpuntorpaduun, 1
Mbl €K aKTUBHO 3aHMMaemcsl. KOHe4yHO, 9TO He yHuMBepcarbHOe peLlleHue,
HaBepHoOe, OHO He MNOMOXeT AobuTbCHA ycnexa B pelleHuMn npobrnembl rpynn
cMmepTn. 3aTto OHO cnocobHo obecneynTb GesonacHyt nepefady AaHHbIX U3
OLHOM TOYKM B OpYyryto, 4ToObl NO MYyTWU HWKTO HE CMOr MepexBaTuTb UX U
AewmndpoBaTtb curHan. OHM rapaHTUPYIOTCS HE CIOXHOCTbIO MaTeMaTUYeCKoro
lWwnppoBaHus, obpaTHOW 3agaun 1 Tak ganee, a pyHaameHTannbHbIMU 3aKOHaMU
dU3MKK: ecnu Mbl nepegaeMm MHAPOPMaLUNIO C NMOMOLLBD OAMHOYHbIX YacTul, —
Ha OAWH POTOH 3anucbiBaeM OAWH OUT, — ee Henb3a nepexeBaTuThb,
agewundpoBatb U OTNpaBuTb danbwe. K coxaneHunio wunm K cYacTbilo, Tak
YyCTpOEHa npupoda, YTO He3aMeTHoe HabniogeHne KBaHTOBbIX CUCTEM
HEBO3MOXXHO B NpUHUMMNE, Kakum 6bl COBEPLLUEHHBLIM NMPMBOPOM HU NOSb30BaNUCh
XaKepbl.

Mo coBnageHuto, Kak pas cerogHs Mbl 06bABMAM O TOM, YTO Ham yganocb
TEXHUYECKM peann3oBaTb Nepenady KBaHTOBOMO Krtoya yxxe He B flabopaTopHbIX
yCrnoBusXx, a B pearbHbiX. Mbl 3anyCTUnmM IMHNIO KBAHTOBOW CBA3U MEXAY ABYMS
odmcamn Hawero naptHepa — [asnpombaHka — W nepeganu nNo Hewn
KBaHTOBblE KMo4n. KOHEYHO Xe, Mbl HE NepBble B MUPE, HO S CYMTalo, ATOT Lwar
NoKasblBaeT, YTO Mbl CTAHOBMMCS Ha YPOBEHb BeayLMX AepXaB, a UX HEMHOTO:
Kutan, CWWA, WBenuapus, HekoTopble Apyrve cTpaHbl EBponbl, AnoHus, Kopes.
Ham npusatHo, 4yto B Poccumn 3apaboTtana Ttakaa TEXHOMNOrUs, U, 1 Hagewchb, B
TeyeHue nonyTtopa neT Mbl BbInAeM Ha pPbiHOK. K coxaneHuto, 9TO TEeXHOMOorns
NEepBOro MOKOSIEHUS,, N Y Hee €eCTb TEXHUMYECKMe orpaHuvyeHus: nepenada
NPONCXOANT MO BOMOKHY AnuHoun nopsaka 100 kunomeTpoB, CKOPOCTb nepenayu
MarnieHbkad, Mo3TOMY BCH MH(OpMauUuK AaTa-ueHTpbl nepegaBaTb MO

KBAHTOBOMY KaHany He MoryT. Ho B MUpe yxe CyLeCTBYHT pelueHusi, korga



KBAHTOBbLIE  KOPOOOYKM  COEOAUHSAOTCA C  KNAacCUYECKMMM  MOTOKOBbLIMMU
wndpatopamn. B aToM rmbpuaHOM pexnme nepenaeTca TOMbKO KoY, KOTOpbI
oyeHb YacTo ob6HoBnsieTcsa. Cuctema He abconoTHO 6Ge3onacHasi, HO
BGesonacHen, YeM npeapiayLime peLleHmus.

BoT 10, 4UTO 9 X0Ten ckasaTb 0 6e3onacHOCTV MHOPMaLUN U MECTE KBAHTOBbIX

TEXHOMOIMIA B CEroAHsILLHEM U Byaywem mupe. Cnacubo.

E. Auchard:
Thank you. Mr Zharov, maybe you could throw a new perspective on how the

citizens and individuals are affected by these trends?

A. XXaposB:

Cnacunbo, Opuk. A xoTen 6bl HECKOSBbKO OXMBUTL AUCKYCcCcuto. Bo BCTynneHun 1 B
npeseHTaunax MouX Komsier AOCTaTOMHO MHOMO roBOPUIIOCb O KOMMbKOTEPHbIX
NpecTynHukax, npeogonesarowmnx Oapbepbl, KOTOpble CTaBAT Ha WX MyTU
koprnopaumn. Ho MHe KaxeTcs, YTo BONPOC WMHdOpPMaLMOHHON ©e30MacHOCTU
3HauuTenbHo wwupe. [lonpobyto a3TO AokasaTb. KonmyectBO MHTEPHET-
3aBUCKMbIX 3KOHOMMUK C KaXXOblM rofjOM, €Cfiu He C KaxdblM MecsueMm, pacTerT.
3aBMCUMOCTb JIMYHOCTK, OOLlecTBa M Kopropauum OT CeTu CTaHOBUTCA BCE
Bblwe. Mbl BCE Bonblle BpeMeHU NPOBOAWM B CETUM U COBEpLUaeM B HEW BCE
bonblue genctemin. KonnyecTso ycnyr 1 ToBapoB, KOTOPbLIE Mbl NMOfy4YyaeM yepes
ceTb, Takke C KaxabiM gHeM pacteT. CeTb 9BOMIOLMOHUPYET, U yBENnYnBaeTca
NPO3PayYyHOCTb  JIMYHOCTW, Kopnopauuni, obwectBa W  3KOHOMUKM AN
TpaHCHaUMOHAIbHbIX KOMMNaHUA — A TOBOPIO O COLMarnbHbIX CETAX, MOUCKOBbIX
cepBucax W [Opyrux KpynHbIX TpaHCHaLUMOHAamNbHbIX KOpnopauusix, KOoTopble
paboTtaloT B ceTu. A Bedb O0YEBMOHO, YTO BOMPOCHI WUH(POPMaLMOHHOM
6e3onacHOCTU KacatTcs He Tonbko 60pbObl C MPecTynHMKaMn, HO U 3aLuUThbI

NNYHBIX W KOpnopaTuUBHbIX AaHHbIX. [Ona 3Toro co3gatTcsl HOBbIE  PbIHKK



KOMMNaHWM, KOTOpble, Kak KoMNaHusa rocnoanHa CadkoBa, npegnaratoT yCcryru no
3awmrte nHdopmaLmn.

Kpome TOro, npvHuUunuanbHO BaXXHO, HaxodaACb B cCeTu, cobntopatb npasuna
XU3HM B Hen. [laneko He BCce NocTpajaBluMe B MHUMOEHTaAX Ha goporax cranmu
XepTBaMn MpPECTYMHUKOB: OHW MPOCTO He cobnioganu npasuna AOPOXKHOMo
ABWKEHWS. ..

C Toukm 3peHna PockomHapgsopa, BOMpoCc MHGAOPMAaUMOHHOM ©e30nacHOCTU
AEennTCA Ha HEeCKONbKO ypoBHeN. Bo-nepBbiX, 3TO HAUMOHanNbHbIA ypoBeHb. Mbl
AOJTKHbI TOBOPUTbL O HaLUMOHaNbHOM LIMPOBOM CyBEPEHUTETE rocydapCcTBa Kak
COBOKYMHOCTU WHCTUTYTOB, MpeAcTaBuTenen obuwlectsa, npeacraButenemn
OnsHeca — Mbl BCE [OOMKHblI OblTb yBepeHbl B TOM, 4YTO MHoOpmMauuns B
HaUMOHaNbLHOM MPOCTPAHCTBE PACNpPOCTPaAHAETCA CYBEPEHHO, MHAPACTPYKTypa
pacnpoCcTpaHeHUs1 3TON MHpopMaUnn HaxoauTcs nog KOHTponem nmbo 6usHec-
eaVHUL, KOTopble paboTatloT Ha 3Ton TeppuTopumn, NMBO rocygapcTea.

Ecnn  wMbl  roBopuM nNpo  OBWECTBEHHbLIM  YypOBEHb  UHAOPMALMOHHON
©e3onacHoctn, TO0 B Poccunckon ®depepauuun, Hanpumep, co3gaH EaunHbIn
peecTp 3anpeLlieHHon MHdopMaumMn, KOTOPbIN 3alunwaeT geTen OT HeraTUBHbIX
3r1EMEHTOB, NPUCYTCTBYHOLNX B CETU. AETCKOW nopHorpaduun, nHdgopmaumm o
pacrnpoCTpaHEHUN HAaPKOTMKOB, MHpopmMauum O camoybuinctBax, KoTopasi B
nocnegHMe Mecsiubl Npo3By4vana AocTaTOuMHO POMKO (06 3TOM  ynomuHan
"epmaH KnnmeHko).

Ha kopnopaTtnBHOM ypoBHE MHpOpMaLMOHHAsA 6e30MacHOCTb KOHTPONMPYETCH U
oMHaHCUpPYeTCs Kaxaon Kopnopaumen camocTtoaTeribHO. Hackonbko 4 3Hato, B
MUpEe Oons 3aTpaT BCEX Koprnopauun Ha kmbepbe3onacHOCTb HE OYEHb BbICOKA,
310 4% oT obuwero obopoTa, HO, BUOMMO, B AdarnbHenwem aTta uudpa Oyaer
pacTu.

Ha nunyHom ypoBHe uMHOpMaUMOHHOM 6e30nacHOCTU 3a NocregHee BpeMS
npounsownun dyHoameHTanbHole casurn. [loTpebutens ycnyr v ToOBapoB

nepewen ¢ no3uumm ©Oe3nuyHoro noTpedutens B OOBLEKT [OCTaTOYHO



WHTEHCUBHOTO M3y4eHus. [lonyyvMB ero nepcoHasribHble AaHHble, Kopropauuu
dopMUPYIOT MHAMBUAYANbHBIA NPOdUNb MNOSb30BaTENA U MPUCHLINADT emy
TapreTMpoBaHHYO  peknamy U NpeariokeHusd,  KoTopble  MOryT  ero
3avHTepecoBaTb. JTO  TOXe  CEpbe3HbIn  BOMPOC  MHAOPMALMOHHOW
BGesonacHocTu.

Ecnu rosoputb 6onee wnpoko npo donblune gaHHble, big data, koTopble 6yayT
obcyxpartbca 3aBTpa Ha cemuHape B 12.00 (Hagetocb, OH ByaeT MHTEPECHBIM),
TO COBOKYMHOCTb [aHHbIX, HA KOTOpble cenvac nonb3oBaTenun akT cornacume B
ceTn, — a 3TO M reonokauus, U NporpamMmmbl pacrno3HaBaHUA U30OpaxXeHun u
rofioca, BUaeo n poto, KOTopble XpaHATCA B obnakax 6onbLlmx Koprnopaumm, —
AEeNalT XU3Hb KaXOoro 4enoBeka npospavyHon. oe gonyctumble rpaHuvubl
NPO3payYyHOCTN, HACKOMbKO  KOpropaumm  MOryT MpPOHMKaTb B JIMYHOE
NPOCTPAHCTBO rpa)Ka4aHWHA W HACKOMbKO OH 3aliuleH — MHe KaXeTcs, 3TO
BOMpPOCHI 4S5 CEPbe3HON ANCKYCCUMN.

B nwbom cnyyae, s xody coenatb npegnoxeHue. [locne [letepbyprckoro
3KOHOMMYecKkoro ¢hopyma PockoMHaz3op rotoB OTKPbITb Ha CBOEW nroliagke
MOCTOSIHHO AENCTBYKOLLMA CeEMUHap, Mbl NpegnaraeMm HasBatb ero «Lndgposon
AOM» — ecnu nepeBoanTb Ha aHrnuMnckui, He Digital home, a Digital privacy, —
c yyactnem POLUT, PASK, IPUN n Bcex 3anHTepecoBaHHbIX BU3HEC-CTPYKTYP.
Ha aTomM cemMvHape Mbl CMOXEM O4YepTUTb rpaHuLbl, KOTOpble [OMKHbI
ocTaBaTbCs NUYHBbIMU, KOMMOPTHBIMWU, CEMENHLIMA U HEMPUKOCHOBEHHbIMW. A
Aymar, 4YTo 3Ty paboTy MOXHO BKIKOYUTb B CUCTEMY KOPMOpPaTUBHOM
coumanbHOW OTBETCTBEHHOCTM, a MOCMEOHIO CO BpeMEHEeM MHTerpvposaTb B
CUCTEMY OTBETCTBEHHOCTU Ha YypPOBHE MEXAYHapOOHbIX CTaHA4APTOB OTYETHOCTU

GRI n G3. bnarogapto Bac 3a BHUMaHMe.

E. Auchard:
Thank you. Why don’t we have Mr. Park? Thank you.



S. J. Park:

Ladies and gentlemen, good morning. My name is Sang Jin Park, president of
Samsung Electronics. As you may know, Samsung is a mobile phone
manufacturer. We cannot imagine our lives without the smartphone these days,
but interestingly, it has only been with us for 10 years. Smartphones make our
lives safer and faster, but at the same time, our privacy is exposed to the public
with the Internet applications and software on our smartphones. This is because
the smartphone is an IT platform connecting various types of devices. Moreover,
loT will lead our future lifestyle: smartphones, smart hospitals, smart schools,
transport, logistics, you name it. Our reality and social infrastructure is more
convenient and easier to process.

Again, the essence and beauty of 10T is connectivity. However, connectivity must
come along with security. Although Cisco estimates that the 10T world will consist
of 50 billion devices connected to the Internet by the year 2020, we have seen
that big-name automobiles were hacked by simple game controllers like a
Nintendo. This is only for an automobile. The IoT world will not connect properly
without security. Therefore, security is fundamental to the 10T era. It is crucial to
have a common policy, collaboration, and technology development to gain
security solutions. Government must play a key role in reaching a consensus
among international society. And the private sector needs to support technology
and innovation development.

Samsung has taken this into consideration very seriously and continues to
research and develop how we can contribute to our society with innovations. As
a result, we recently unveiled KNOX as a mobile security platform and Tizen as
an open operating system for smartphones with enhanced security. KNOX is a
defence-grade mobile security platform built into devices. Samsung KNOX
protects personal privacy from hardware and software applications by multi-
layered security technology. KNOX has been already reflected to mobile devices

like smartphones and tablet PCs. We are developing more innovative devices for



the IoT era. Samsung KNOX has a secure partition, or a storage space. The
KNOX workspace container is designed to isolate, separate, encrypt, and protect
work data from other data. That is a strong point. The user can store their
business information and personally sensitive data and applications separately. It
IS not just an application but the most secure solution. Samsung KNOX has
received the highest ratings for a mobile security platform from 22 countries,
including the United States, China, and France.

Tizen is open source. That means a particular company does not hold the
exclusive rights to it. Anybody can participate in developing that process and
adapt their interface and Ul to make it as unique as they like. The openness is
the biggest advantage of Tizen, as it makes it easier to develop using Tizen
software kits. Above all, Tizen is not limited to mobile devices. It has limitless
expandability as an IT platform. It has enabled us to connect all products, such
as smartphones, smart TVs, fridges, and printers. A great aspect of Tizen
smartphones is that it was developed for the friendly smartphone, as it enables
diverse functions based on modularized coding. In particular, Tizen’'s
modularized coding structure provides customized security, because Tizen
allows a user to add his or her own customized personal security module to the
platform security module.

Samsung is committed to promoting freedom and connectivity with Tizen and
loT, and also to protecting against any threat to security with our own and
collaborative solutions. In this regard, our collaboration with the Russian
government has been very meaningful quite recently, and we look forward to
synergy with other governments. Recently in Russia, we launched a Tizen
smartphone with KNOX, which got FSTC certification from the authorities. This
launch is a humble but very meaningful contribution to the diversity and richness
of IT platforms with strong security. Meanwhile, we also believe that accessible
regulation of Internet space could damage connectivity, which is a great asset to

our Internet. So, for harmonious and balanced solutions on freedom versus



security, creative public-private partnerships are quite crucial. Samsung is
committed to making their best effort for IT collaboration to human life and
bridging all the related stakeholders to contribute to healthy and strong

cybersecurity. Thank you.

E. Auchard:

Thank you, Mr. Park. Tommaso, maybe you could speak now?

T. Calarco:

Thank you. | work on quantum technologies. | am on the board of the Russian
Quantum Centre. | was the first acting managing director, and recently | got EUR
1 billion from the European Commission to develop quantum technologies in
Europe. Why is that? What are quantum technologies? Well, everybody has
guantum technologies in their pocket. At this moment, everything that electronics
produces is a first-generation quantum technology. It is based on such devices
as transistors and lasers. Facebook and the Internet are based on fibre optic
communication, and we would not have that if we did not have quantum
mechanics, which was developed in the last century.

Now, this is the first generation. It is not secure. Why is that? It is because we are
sending messages that are encoded on a fibre optic signal. Now comes the NSA,
or maybe the Chinese. In these signals, per bit, we have many, many thousands,
millions, billions of photons. Now they will steal, let us say, a thousand or a
million photons. Who can notice that? They can read the information. Of course,
we need to have encryption based on software, based on mathematics, but it is
not absolutely secure; otherwise, we would not be here discussing these things.

If we go down to the single photon level, | cannot take half a photon, because
that is a quantum object. Quantum means that it is not possible to get any

smaller. It means that if they try to steal my photon, then we will immediately



notice. So if the photon has arrived, we are sure by the laws of nature that this is
secure. This is one of the many applications of quantum technologies.

Another one is quantum computing, which in principle is a threat to current
security, but is also a big opportunity in terms of simulating materials and
developing new chemical compounds and new materials. Another is sensing. If
you use single quantum devices in order to measure, for instance, the field
produced by a single neuron, you get unprecedented methods for diagnostics.
Now, this is what guarantees absolute security. This was the main argument to
convince the European Commission to really go further in this direction a couple
of years ago, because this is a very important aspect. As we know, there are now
niche companies which sell these things. You can buy a quantum rack, which
allows you to do these secure communications over segments up to 300
kilometres. They are currently marketing these in Europe.

Now if you want to go global, you need quantum repeaters. So you need some
small quantum computers which make it go over global scales. This is research
that we need to develop. In Europe and also in Russia, yesterday’'s
announcement was very exciting, that the Quantum Centre that was started a
few years ago has been able to now bring products which are close to the
market. We have huge competence here, but the point is that where there may
be industrial capacity in terms of investment, it has not yet been developed here.
Google, IBM, Intel, and Microsoft are investing hundreds of millions of dollars in
this field, and so now the European Commission also wants to bring it further to
fruition on our side of the world map. This is something that can be very
promising. There is a market around the corner, and | am happy to discuss that

later if there is interest.

E. Auchard:

Thank you very much. Tim, could you?



T. Clough:

Good morning, ladies and gentlemen. Obviously, there has been a bit of a
spotlight on technology and technology solutions that help companies prevent
cyber threats. But | would like to just focus a little bit on the culture, the
processes, and the people element, because they are often neglected, but they
can be a very efficient and effective way of defending against cyber attacks. If we
look at the video that was shown at the start, this clearly is a problem here in
Russia. There was a 58% increase in reported cyber attacks in the last year, a
tripling of attacks that were targeting intellectual property. So this is not just about
personal data, credit card information; it is targeting intellectual property. It is
trying to disrupt business.

Actually, most of those attacks are coming from individuals known to the
organization: employees, ex-employees, partners, and service providers. And
those are the parties where culture, process, and control can have the biggest
impact. They can help prevent and reduce the impact of those parties targeting
companies. The board of directors absolutely has a critical role to play in
establishing the right culture of an organization with regards to cyber. They need
to be setting the tone at the top. They need to be treating cyber as a strategic risk
issue, one that can have operational, reputational, financial, and business critical
impacts on their company. They need to be talking to the executive management
about what risks the company faces and how the management team are
preparing the company to defend themselves against those risks. They need to
be testing their plans. They need to be running simulations. The board needs to
be actively involved in building reporting lines and looking at escalation
procedures. And with that in mind, the role of the chief information security officer
is also absolutely critical. That individual now needs to be someone that can
effect change in an organization, somehow who has been empowered by the

board to drive change and build defences. It needs to be an individual that not



only has a good grasp of cyber matters but also understands corporate

governance, controls, and the ability to change people and cultures.

Why is this important? If you look at some of the incidents that occurred around
the world, many of them were already known to those companies. They existed.
They had alarms going off, they had red flags, but no one did anything about it. It
stayed in the IT department. It was not escalated. People did not know what to
do, and as a result those issues got out of control and had a bigger impact than
they ever should have. The board and the executive management team need to
be talking to their employees about how and when they should be escalating,
and if they do that, that will help to prevent and reduce the impact of some of
these attacks. Ultimately, when you talk to many board members, they see cyber
as a big, scary monster that is hiding in the dark. It is not; it is just another risk.
And it is a risk that can be managed by making the right economic decisions and

making the right levels of investment. Thank you.

E. Auchard:

Thanks, Tim. Hakon?

H. W. Lie:

My name is Hakon Wium Lie. | am with Opera Software. We make browsers. We
have been making browsers since the last century. We have many users in
Russia. And, as a browser maker, | feel | need to say something happy about the
Internet. The Internet is a fantastic thing. It is truly remarkable that we have this
global medium where everyone can participate, contribute, write, read, and
communicate. You can just look at the people around here who are
communicating right now on their devices. It is incredible.

We have also heard a lot of nice words about how there are threats out there,

there are bad guys, there are crooks. And | am happy to see the involvement of



governments in this. We need to work together. We need to stop the bad guys.
And browsers have an important role to play there, because browsers are what
many people use as their most important tool. They use their browsers for their
entire workday, eight hours a day if not more.

At Opera, we have been working very hard at this, and we have recently been
adding two new features to the desktop version of Opera where you can turn on
VPN, virtual private networks, and you can go anonymous. This could be scary in
some ways, but it helps your privacy. We believe in privacy; we believe you
should have the ability to surf anonymously. There are times when you do not
want to disclose where you are or who you are.

At the same time, we have also added an ad block feature to block advertising.
That is a controversial feature in some circles. | am sure some of you live from
advertising, and we do too. Opera has a significant advertising business. But ads
are troublesome, because they track you. They follow you from one site to the
next. And sometimes, there are also bad guys tracking you using advertising-
based technology. Advertising is also very heavy for your data quota, the
bandwidth that you are using. In the tests we run, we see that 70% to 80% of the
bits transferred to your computer are typically ads. And consumers and
companies are paying for this. So we need to do ads better. We need to be able
to turn them off and on. And we are experimenting with giving users the ability to

control their digital presence and their safety and privacy.

E. Auchard:
Thank you, Hakon. Finally, Michael from ICANN can explain how cyber comes

into play in the domain name system.

M. Akywes:
Cnacubo. Jobpbii aeHb, yBaxaeMble konnern. MHe kaxeTtcs, 3TO npekpacHas

naHenb, no3Bpondwwad BCECTOPOHHE O6cy,EI,VITb BCe BOMNpoOCbl, KOTOpblE



o0o3Ha4yeHbl B ee HasBaHuW. B nepsylo oyepeab s xoten 6bl cornacutbCa C
Anekcangpom  AnekcaHgposBuyem  XKapoBbiM B TOM, 4YTO  BOMpPOCHI
knbepbe3onacHOCTM He CBOAATCA K Bonpocam 60pbObl ¢ kKMbepnpecTynHOCTLIO.
OHM HaMHOro wupe, n NpuMep 13 NpaBun AOPOXHOIO OBMXEHUS OYEHb YETKO
3T0 wunncTpupyeT. [loaToMy HayaTb, HaBEPHOE, HYXHO C onpegeneHus
knbepnpocTpaHcTBa, 4TOObI Mbl BCe eOuMHOOOpas3HO MOHUManW, 4To
npeacraenseT cobon ta cdepa, rae Mbl 40MKHbI 0becneumnBaTb 6€30NacHOCTb.
KnbepnpocTpaHCTBO MOXHO onucaTb C MOMOLLbD MHOrOypoBHeBOW mogenu. B
HWKHEN €e 4YacTu HaxogatTcss PU3NYecKMe CUCTEMbI — 3TO KaHamnbl CBA3M,
KOMMbIOTEPbLI, TEeXHMYeckme YycTponctea. [anblle wnaeTr normyeckas 4acTb,
KOTopasi CBA3blBAET WX B €AUHYK CeTb. HakoHeu, Bbile pacnofaratTcs
pasHooOpasHble ycnyrM, B TOM 4uCre U (OUHAHCOBbIE, TaKKe SABNAKOLMECS
ob6bekTamm atak. Cenvac BblOAENAT MU YETBEPTbIA YPOBEHb — 3TO KOHTEHT,
NHpopMaUMs, UMpKynupylowas no cetu. Ha kaxoom YypoBHE €eCTb CBOM
OCOBEHHOCTU 1 BELLW, KOTOPbIE HY>KHO NO-0COB0OMY 3aLmLaTh.

B aTON MHOroypoBHEBOIM MOAENM Hawa koprnopauus oTBevaeT 3a 6e30nacHoOCTb,
CcTabunbHOCTb M OTKA30YCTOMYMBOCTb rnobanbHbIX MOEHTUPUKATOPOB, TAKMX Kak
ceTeBble agpeca, AOMEHHble WMeHa. Hawa [esaTenbHOCTb OCHOBaHa Ha
NPUHLMNE 3aMHTEPECOBAHHbLIX CTOPOH (MHOr4a WCMONb3yKT KOPSIBOE CIIOBO
multistakeholderism, multistakeholder approach). 31o B o6s3aTtensHOM nopsake
NpaBUTENbCTBO, [OCYAAPCTBEHHbIE OpraHbl, 3TO YacTHbIM 6Gu3Hec, 3TOo
aKcnepTHoe coobuecTBo, rpagaHckoe obwecTBo. be3 BlanmoaoencTems mexay
BCEMW CTOpPOHaMM npouecca 3 PeKTUBHON paboTbl HE NOMYYNTCS, U HA0BOPOT,
BCE ycnexum B pas3BuTUM WHTepHeTa cerogHs — crneacTBne UCNOoNb3oBaHUS
noaxo4a 3anHTEPECOBaHHbIX CTOPOH.

CerogHs ewe He Obin 3aTPOHYT OAMH BaXKHbIN acnekT. MNoHsaTne 6esonacHoOCTH
abConiTHO KoppenupyeT C MNOoHATMEM poBepus. [Mpuyem 37O KOMMMEKCHoe
AoBepue — COTPYAHWKOB OpraHvM3aumm Opyr K Apyry, K TeMm, KTO OTBe4YaeT 3a

Ge3onacHoCTb, K KOHKypeHTam B obuwien cuTyauum Ha pbiHke. [axe Takoe



SIBNEHne, Kak COKpbITUe WHdopMaumm o knbepaTtakax, BO3HUKAET NOTOMY, YTO
OHa 3aknto4vaeT B cebe onpeneneHHble penyTauMOHHbIE PUCKU. 3HAYUT, HYXKHO
AoBepyve K 3akoHodaTtensMm, npaBOOXpaHUTEnsM, K Tem, KTo npogaet
TEXHUYECKMe YCTPOWCTBa 3awuTbl MHpOpMauMM, M K TeM, KTO Npou3BOAMUT
paccrnenoBaHue. Bce BMecTe co3aeT onpedeneHHyo penytauuio, rnocrie 4yero
Koprnopauuu, rpaxaaHe, nonb3oBatenu genarT BblIbop, K KOMy 06paTUTbLCS, TEM
camMbiM noBblwas 6e30nacHOCTb Kak CBOEW opraHu3auuu, Tak u obwectBa B
uernom. MHe o4eHb NPUSTHO, YTO 3a 3TMM CTOSIOM MPUCYTCTBYIOT NpeacTaBUTeNN
opraHusauuin, 3aHumarowmxca 6e3o0nacHOCTbiO, ON9 KOTOpbIX AOBepue nmeet
oonbwoe 3HadeHue. I10 Unba CadkoB, aTo CbepbaHk — BCe Mbl BUAUM, C
Kakon aKTMBHOCTbIO OH 3aHMMaeTcd 6e30nacHOCTbI nocrnegHue rogbl, — 37O
kopnopaums Samsung Electronics. [loBbiwieHne paoBepusi, ©e3yCcnoBHO,
noBnNuseT Ha TO, YToObl obecneunTb MakcumarnbHyto 6e3onacHoOCTb

knbepnpoctpaHcTBa. Cnacubo.

E. Auchard:

Thank you. | am now going to ask some questions of the group. | think we need
to speed this up. Just a general question, having listened to the discussion of the
problem from so many different perspectives: What can be done by industry
groups, by regulators, to begin to attack the economics of cyber crime? We know
that the costs of cyber crime tools are plunging. It seems like things need to be
done at the network and the regulatory levels to address these issues. It is an

open question for anyone.

J. F. Baksaas:

| think the first thing is the principle of collaboration. In particular, on the network
operating side where the GSMA is working, if there is a challenge in the
technology field that comes around in one specific operation, that kind of

challenge or problem or issue should be shared with others. Because, generally



speaking, one problem at one point in time can appear in other areas. So, one
role is to be more visible about these kinds of issues among the same kind of
players. And of course, this is already established in the relationship between
operators in Samsung, for example. If there is a mishap in the network, we will
collaborate on that issue in order to resolve it and to make sure that what we are
there for, namely, to secure peer-to-peer communication, is really working in the

trustworthy way that we want to be perceived as.

C. Ky3sHeuoB:

A nopnepxusaio MoHa. CerogHs TONMbKO B YCMOBMAX KOMnabopauum MOXHO
AOBUTLCA  KOHKpPETHbIX W ObICTpbIX  pesdynbTatoB. Mbl  nmeem  TOMy
aokasatenbctBa. [lpuBeny HeoaBHU NpuUMep B3aUMOLEWCTBUS  Mexay
rocygapCTBEHHbIMU UHCTUTYTaMK, NMPaBOOXPAHUTESNTBHOM CUCTEMOWN U YaCTHbIMU
koprnopauusmu, korga B Poccun 6bina 3agepxaHa npectynHas rpynna Lurk. B
TeyeHne MNATU MecCsUeB ee YYaCTHUKM BbIBENM U3 LWECTU POCCUNCKUX HaHKoB
okono wmunnuapga pybnen. Cenyac ana cyga [dokasaHo 4yTb MeHblue
MunnuMapga, Ho, HaBepHoe, OOKaXyT 4yTb 6ornblwe. MNMpobnemy pewwnnu 3a gBa
Mecsua, Kak TOnbko Oblnv ob6beauHeHbl BO3MOXHOCTU pasfMyHOro poaa
YACTHbIX KOMMaHWW, KPYMHbIX Koprnopauuri, B TOM 4uUCre 3aHUMaloLMXCS
knbepbe3onacHOCTbLIO, M BO3MOXHOCTW rocygapctea. BnepBble B uctopum
Poccun MB[ Bo3byguno pgeno o KubepnpecTtynneHmm no  craTbe
«OpraHn3oBaHHas nNpPecTynHOCTb», U A AymMar, oHa OyaeT npUMMEHATbCA B
NOAOBHbIX Cnyyasx U aansLue.

BTopoe, 4TO HaM MOXeT O4YeHb NMOMOYb M O YeM KOPOTKO cKasan cerogHs Mnbs
CaykoB, — aTO kKagpbl U obpasoBaHue. NpumepHo 20—25% komnaHun B Mupe,
3aHMMarLWmxcsa knbepbesonacHOCTbO, CEerogHA UMEKT BaKaHTHbIE OOIHKHOCTH.
KayecTBeHHbIX KagpoB elle MeHblue, a NOTPebHOCTb B UX MpUBREYEHUU eLle
bonblue. Poccuinckue By3bl TOMBbKO YaCTMYHO MOKPbLIBAOT HEKOTOPbIE acneKThbl

9TOW CIOXHOW OTpacnu; BY30B, KOTOpble TOTOBUAN Obl MOMHOLEHHbIX



cneymnanuctoB B obnactn kunbepbesonacHoctTn ueneBbiM obpas3om, K
coXaneHuto, HeT. Ha 3TOM HaM BCEM TOXE HYXHO COCPedoTOuUTb CBOE
BHUMaHMe. AnekcaHap roeopun 00 opraHusaummn «LlndpoBoro gomay,
nnowaakn nog 30HTMKOM PockomMHagsopa. MHe KaxeTcs,, 3TO O4YeHb BaXHoe
npurnaweHne Wn WUCTOYHUK HOBbIX BO3MOXHOCTEW ANl BCEX WHCTUTYTOB,

paboTatowmnx B Poccum n 3a pybexom. Cnacmbo.

E. Auchard:

Thank you very much.

. Caukos:

A xoten 6bl OMEHb KOPOTKO BbiCKa3zaTbCs O TOM, YTO MOXHO cAaenatb Ans
yXyOLeHUs 3KOHOMUKKN npecTynHocTU. Cenvac NPeCcTynHUKN YacTO UCMNONb3YIOT
OOHY W Ty Xe WHGPACTPYKTypy HaumMHaa OT perucrtpaumm OOMeEHa, apeHabl
cCepBepoB UM MOKYMNKM  BPEAOHOCHOr0  nporpamMmHoro  obecneyeHus.
TexHonorM4yeckn npu NOMOLLM KOPPENSUUM OaHHbIX MOXHO 3arnoMWHaTb BCHO
NHPPaCTPYKTYPY, KOTOPYH UCMONb30Ban npecTynHuK, 4Tobbl B cnegyrowmn pas
OH Y€ He CMOr 3Toro cgenatb. Torga kaxgas crneaywowasa ataka oyget ons
Hero 3KOHOMU4YEeCKM MeHee peHTabenbHON.

BTopas Bellb cBA3aHa ¢ 0OHanM4YMBaHMEM AEHEXHbIX CPeACTB: €CNu FOBOPUTL O
XULLEHUAX OeHer B WHTepHeT-O0aHKWHre, TO MOSIOBUMHA MPECTYNSIEHUA YUCTO
3KOHOMMYECKasi, OHa CBsi3aHa He C BuUpycamu, a C TeM, KaK nogu B utore
nony4yarT HanudHble. HyxHO neranbHoO o6bMeHuBaTbCA WHAOPMauMen o
IOPUONYECKUX M PU3NYECKUX JNMLax, KOTopble BOBfeYeHbl B OpraHmsaumio
npectynHoro ©usHeca. KonuyecTtBOo 3TUX eOMHUL, OrpaHU4yeHo, HO K3-3a
OTCYTCTBUSA KOppenauumn AaHHbIX Y Hac npecTynHukam ygobHo cHoBa M CHOBa
MCNonb3oBaTb BCeX Tex Xe nuy. Hanpumep, ectb Tpu OU3NYECKUX Nuua, OHU
MCMONb3YKTCA AN BblBOA4A AEHEXHbIX CPenCTB, MOTOM OHWU XXe OTKpbIBaloT

KOMMaHMIO, U Ha Hee BbIBOOAATCA AeHbrn. MHorme 6aHkm 3TOro He 3amedaroT.



Ecnn BknounTtb ANNeMeHTapHble MaTeMaTundecCkmne MeTodbl NMoCTpOeHUsA I'pa(bOB
mMexay qDVI3VI‘-IeCKVIMI/I n wpngndeckmvmm numuamm, MOXHO 3HaAYUTEJIbHO
YCNOXHUTb  KOMMbHTEPHbLIM npecTtynHMkam 3KOHOMUKY obHannuneaHu4.

Cnacubo.

C. Ky3HeLo0B:
MHe kaxeTcs, TO, 0 YeM ckasan Mnbs CadvkoB, NpeacTaBrisieT CPOYHYI0 3aaady
ans Poccun. EgmHbin 6aHK gaHHbIX NOMOXET Ham BCEM B30OWTU Ha HOBYIO

CTyneHb coTpyaHn4yecTBa.

. KnumeHko:

A 6bl xoTen pgobaBuTb. [MpecTynmHUKM NOMb3YHTCA HawWuUMKM owmnbkamu B ABYX
obnactax: annapaTHOW, M ee Mbl BCe CTapaeMcsi pas3BuBaTb, W
obpasoBaTenibHOM, KOTOpas TOXe AenuTca Ha ABe 4YacTu. Bo-nepBbix, 3TO
obpasoBaHue HaceneHus. AnnapaTtHo Bbl MOXeETe 3alunaTbca 6eCKkOHeYHOo, HO
KOMMNblOTEPHAsA ©e3rpaMOTHOCTb HAaCENEHUsl, K COXareHU, OYEHb YCITOXHUT
Bawy 3agady. Mbl JOMmXKHbI NOHMMaTh: VIHTEpHET npuwen K Ham HegaBHO, U
CTpaHa OenuTcda Ha TeXx, KTO elle e3auT Ha bpuukax, u Tex, y koro deppapw.
[MpecTynHUKN NONb3YTCA TEM, YTO B ftOOOM CEMbE €CTb rPaMOTHblE OETU, HO
6e3rpamoTHble poautenu. C 3TMM Hago YTO-TO Aenartb.

BTopass 4yacte — obpasoBaHuMe npaBOOXpPaHUTENbHbLIX OpraHoB. A WHorga B
YacTHOM nopsigke 6ecenyro ¢ cyabsiMn, U YPOBEHb MX NOArOTOBKM B 3TOW cdepe
BbIrNAOMT AOCTATOMHO 3K30TMYHO. ECnn BOOPYXUTLCS MOHATUAMU MaTEMaTUKK
— HeobxoguMmoe UM AocTaTtovyHoe YycnoBus, TO oOpasoBaHue SABMSETCSA
HeobxoauMmbIM ycrnosueM. Hambonblinii YpoH KOMMbKOTEPHBLIM MNPECTYMHUKaM
HaHeCcyT rpamMoTHbIE N0AN, KOTOpPblE NepecTaHyT nonagaTbCs UM Ha KproYokK. Mol
MOMHMM, Kakmm obpasom 3akoHuymMnacb 6opbba ¢ gopBesmu, — 3T0 Obina

TEXHNYECKaA UCTOPUA. A 6opb6a C BUpycamu, KOTopble paccblifiaJinuCb Mno no4yrTe,



3aKOH4unI1acb o6yqumeM HacerneHuns. HOSTOMy O6pa3OBaHVIe AOIMKHO ObITb

nocTaereHo Bo rnaey yrna. Cnacubo.

. CaukosB:

epmaH, 9 MOry BOCMOSIb30BaTbCs BO3MOXHOCTbIO 3adaTb Bam Bonpoc? [IBa
roga Hasag mbl ¢ Cepreem [lnyrotapeHko, gupektopom PAOK, nucanu B
MuHncTepcTBO 06pa3oBaHUs MUCbMO C MPOCBOOM PaccMOTPeETb BO3MOXHOCTb
YMEHbLUMTb B LUKOMAxX KONMMYEeCTBO 4acoB, nocesiweHHbix OBX, u Bbigenntb
Yacbl Ha 3aHATUS, CBSA3aHHbIE C ANIEMEHTAPHOM KOMMbIOTEPHOM MPaMOTHOCTbIO U
NHpopmaumoHHo Ge3onacHocThbio. K coxaneHuto, OTBET Mbl He MONy4unw.
YMeHue meTtaTtb rpaHatbl, S Ha4ewCb, ETSAM HE NPUroguTcd, a BOT 3HaTb, Kak
NpaBUIbHO MONb30BaTbCA Opay3epoM U Kaknme eCcTb pPUCKM B CETU, B
COBPEMEHHbIX YCNOBUSAX HEOOXOANMO — 3TO 3HaHUA Gyayuwiero. Ecnn moxHo, 5
nNpowy Bac cnpocuTb Yy npeactaButener MuHucTepctBa obpasoBaHus, He

OTBETAT 1 OHN Ha NMNCbMO.

. KnumeHko:

Xopolwuo, s nonpobyt ux cnpocuTb, rae NMCbMO.

P. FOHycoOB:

A ©Obl xoten pobaBuTb OOHO 3amedaHue no nosoagy konnabopaumn. OHa
AENCTBUTENbHA Ba)Ha, HO HeobxoAMMO OTperynupoBaTb OAWH MOMEHT.
YcnoxHeHne coepbl knbepbesonacHocTn TpebyeT cBOAUTbL BMECTE StOAeEw
pasHbIX cneunanbHOCTEN: PU3MKOB N MHXEHEepPOB, KOTOPbIM HE Tak-TO MPOCTO
obwaTtbca mexagy cobon, a Tenepb ewe M nwagen c  rymMaHutTapHbIM
obGpasoBaHuMeM. HyxHO peanu3oBaTb MyNbTUAUCUMNIIMHAPHBLIA NOOAX04 W
co3gaTb Takyl nnowiagky, roge cmoryt obuwartbCa crneunanucTbl M3 pasHbIX

obnacTei. 3To yxe coumanbHbI BOMPOC.



A. XXaposB:

A abcontoTHO cornaceH, 4To COTPYAHWYECTBO — 3anor ycnexa, U T0, O Yem
rOBOPUIOCb paHee, — Kadpbl, MPOpPbIBHbIE pelleHus, adEeKTUBHbIE AeNCTBUSA
NPaBOOXPaHUTENbHLIX W HaA30pPHbIX OpraHoB B cdepe uHAHCOB —
b6e3ycnoBHo, Heobxogmmo. Kpome Toro, Heobxogumo pgosepue. Mexay
rocygapctsoMm, obuwectBoM KW OM3HECOM  [OOMMKHbI  OblTb  BbICTPOEHDI
AoBepuTenbHble OTHOLLIEHUA, AN 3TOr0 M HYy)XHa Ta nnowjazka, O KOTopou A
rosopun, — «Uwndpposon agom». B ceHTabpe B Counm npoxogut opym
«PagnoyactotHbin criekTp». OH KacaeTcss CBSi3W, HO Yy Hac ecTb OnbIT
opraHmsauum guckyccum Ha Temy cetun ¢ PASK, n Ha CoYnMHCKOM dhopyme Toxe
MOXXHO CO34aTb OUCKYCCUOHHYI nnowaaky. CerogHa Ha Hawem cante OyayT
onybnukoBaHbl faHHble ONs akkpeauTauuu, TenedoH, 3NEeKTPOHHbIN agpec U
npoyvee. Ecnn Takaa gncKyccusa nonyyuTcs, aymato, 910 6yaeT MHTepecHo Ars
BCEX.

N HakoHeu, [OMmKHbI cobnogateca npasuna. Kaxabld 4enoBek M Kaxaas
Koprnopauns OOMKHbI YeTKO MOHMMAaTb, NO KakuM npasBuiiaM OHW XXMUBYT B CETU,
Kakyto MHopMauuio crnefyeTt xpaHuUTb Ha Bymare, kakylo — Ha donawl-kapTe,
Kakylto — B CBOEM ra[pkeTe U Kakylo — B obrnake. Yem apxamyHee cnocob

XpaHeHUs1, TeM MeHee agocTmxknma nHdopmaumd. Cnacubdo.

E. Auchard:
Go ahead, Mr. Park.

S. J. Park:

As a multinational company, we are quite concerned about industrial espionage. |
think the governments of the world must try to build a firewall between the private
sector and the common sector through consensus between our governments.

Any agency of any government must not try to obtain industrial secrets in the



cyber world from the private sector and overseas. That is our great concern

these days.

E. Auchard:

We have heard about the crackdown on Lurk, the group that was said to be
responsible for the attacks on the Russian banks. | have also read reports about
the immediate impact that has had in the underground on some groups selling
ransom and other tools pulling back because of those arrests. What can be done
in Russia to extend that? What is the agenda for really going after cyber crime
and clamping down on the environment so that young kids and professionals can

benefit from this?

A. Xapos:

4 nonarat, YTO MHE HY)XHO OTBETUTb NepBoMy. B Hawewn ctpaHe paboTtaet
EovHbIn peecTp 3anpelieHHon nHpopmauumn. B obLuen cnoXxHoCTH 3a BpeMsd ero
cywectBoBaHus kK Ham noctynuno 303 000 obpalleHnin rpaxkgaH 1 opraHusaumm
No NoBOA4Y AETCKOM NopHorpadum B ceTu, nponaraHgbl HAPKOTUKOB U MPU3bIBOB
K camoybuincteam. B EauHbin peectp nonano 125 000 pecypcos, C
OonbLUMHCTBA M3 HUX MHpopMauus Bbina yganeHa, Ha 28 000 oHa ocTaeTcs, u
OHW MNOCTOSAHHO GnokupytoTca B NHTepHeTe onepatopamn cBA3N. CepbesHbln
war Obln coenaH rog Hasag, korga BCTYNWST B CUITy 3aKOH O flokanusauuu
nepcoHanbHbIX AdaHHbIX rpaxaaH Poccuinckon ®epnepaumm Ha Tepputopun
Poccnn. Ha cerogHawHun geHb K Ham noctynuno 45 000 ysegomneHun oOT
KOMMNaHMA O TOM, YTO OHW XPaHAT MNepCoHarnbHble OaHHble Ha TeppuUTopuUun
Poccun. Tlonb3ysacb cnydaem, 4 xody nobnarogaputb rocnoguHa [laka:
KOMMaHusa Samsung OgHOW M3 NepBbIX cpean TpaHCHaUMOHambHbIX TMraHTOB B
AeHb BCTYMNNEeHUs 3akoHa B CUrly aHOHcCupoBana W npeacrtaBuna CBOW JaTa-
LEeHTp, rOe XpaHAaTCA nepcoHasnbHble [aHHble POCCUSIH, MNOJSb3YHOLMXCS

ycrnyramv KoMnaHum.



Ha cerogHsawHuin geHb Mbl npoBepunu 6onee 600 KomnaHun, BCEro YeTbipe u3
HUX He cobntoganu npasunia 3TOro 3akoHa. Mbl cenvyac HUKOro He HakasbiBaew,
Mbl npoBoanM ayaut. KomnaHuu rotoBbl cobntofgath 3aKOH, Mbl Janu UM elle
LECTb MecsueB, 4TOObl NPUHATL Heobxoaumble Mepbl. [1O0 kOHUa roga Mbl
nposepum ewe 900 komnaHun. A gymaro, 4YTO  3TOT  MEPBbIN,
3KCNepUMeEHTarnbHbIN o4, KOorda Mbl HE Mpecekann HUYblD OEeATeNbHOCTb W
HUKOro He HakasblBanu, a NpoBOAMNM ayauT U AaBanu KOMMaHWAM COBETbl —
A0CTaTOYHbIN CPOK, YTOObI BCE Hay4Yunmcb cobntogaTtb 3TOT BaXHbIN 3aKoH. MHe
KakeTca, B peadynbtaTe |IT-6u3Hec nonyy4nn CTMMyn K pa3BuTuio, B TOM YnUChne C
TOYKM 3pPEHUS MHPpOpPMaUMOHHON 6e30nacHOCTU, TaK Kak crnocobbl XpaHeHus
NHopMaumm MHoroobpasHbl — rubpuaHble obnaka n MHOroe apyroe.

Cenvac rocygapctBo npeanpuHMMaeT BEPHbIE LLarn Ha nNyTu 3almTbl rpaxnaH
OT HeraTMBHOM MHOpMaLNUK, HA NyTU MHPOPMALMOHHOM Be3onacHOCTU, U 3TO

ABwxeHne byaeT npogonmkaTbcs B gnanore ¢ GusHecom m obLecTBoMm.

E. Auchard:

Stanislav, that will be the last comment. Thank you.

C. Ky3sHeuoB:

Cnacubo. A xoten Obl 1 nogaepxaTb, ¥ HEMHOrO BO3pa3nTb Bam, AnekcaHap.
locynapcTBO OEWCTBUTENBHO MNpeanpuHMMaeT onpeaesieHHble  YCUnus, Ho
CKOPOCTb 9TUX YCUNUIA OYEBUOHO HEAOCTaTO4HA, 3TO HAL4O NPU3HaTb.

OTBevyass Ha BONPOC, 4YTO creayeT caenatb cerogHa B 06LecTBe, MOXHO
BblENUTb 4YeTblpe HanpasreHus. Bo-nepBbix, HA4O 4Yalle NpPOBOAUTb Takue
ANCKYCCUKW, UMETb pasnunyHble Nnowagkn onga obcyxaeHus, 4yTobbl 3Ta Tema
cTaHoBunacb nybriM4yHOM M K HEW MpuBnekanocb LOMKHOE BHUMaHME BCeEX
WHCTUTYTOB.

Bo-BTOpbIX, HEOB6XOOUMO CPOYHO YKPENnnsiTb POCCUNCKOE 3akoHOA4ATeNbCTBO, a

ANS  9TOr0 Kak MOXHO CKopee co3fdaTb pabouyyio rpynny C  yyacTvem



napnamMmeHTapueB, npaBuTenbCcTBa, busHeca, YTobbl NOSABUNNCH 3aKOHbI U ObINO
onpeneneHo caMo NOHATME KMBepnpecTynneHus.

B-TpeTbux, cpean rocyaapCTBEHHbIX WHCTUTYTOB HAOO YKpenuTb B MeEpBYHO
odyepenb NPaBoOOXPAHUTENBHYIO CUCTEMY, MOTOMY YTO €CNnn CONOCTaBuTb yLepb
N KONNUYEeCTBO KMbepnpecTynneHnin ¢ o4eHb HEBONbLUMM YUCIIOM COTPYOHUKOB
YnpasneHuna «K» n psaga gpyrux nogpasfeneHuin, CTaHeT ACHO, YTO OHU He
MOryT Aaxke 3aperMcTpmpoBaTth BCKO 3Ty Maccy NpecTynieHnn.

N ueTBepToe: o04YeHb BaxHO, 4TOObI Poccma wu Bce HaWM  UHCTUTYTHI,
paboTtarowme B obnactm knbepbes3onacHOCTW, 3HAYUTENbHO aKTUBHee
B3aMMOOENCTBOBaANM C  MeXAyHapogHbiM  cerMeHToMm.  MexayHapoaHom
konnabopaunm JOIMKHO NpuaaBaTbcsa ropas3no 6onbluee 3HavyeHne. Mbl 3gech He

NPOCTO OTCTAEM, Mbl BCEraa B NMOJ1I0OXEHNN JOTOHAKLUNX.

E. Auchard:
Thank you everyone for attending. | am sorry | did not get to questions from the
audience, but | think the last comment has framed the ideas for further

discussion we all need to have on this topic. Thank you.
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